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Abstract of the contribution:

This contribution analyzes the user plane protocols in LTE/SAE and in CS, and discusses the secure issue according to SRVCC.
1
Introduction
This contribution gives a brief introduction of SRVCC procedure and analyzes the user plane protocols in EPS and in CS, and then it discusses the difficulty and possibility to support end-to-end security protection for SRVCC.
2
Background

2.1 SRVCC Procedure

SRVCC refers to the voice call continuity between IMS over PS access and CS access for calls that are anchored in IMS when the UE is capable of transmitting/receiving on only one of those access networks at a given time. For facilitating session transfer (SRVCC) of the voice component to the CS domain, the IMS multimedia telephony sessions needs to be anchored in the IMS.
The following Figure 1 shows a brief architecture of SRVCC based on the figures in TS 23.216 v9.6.0 (also for the roaming scenario). The MSC Server in the figure is enhanced for SRVCC.
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Figure 1 SRVCC Architecture
An overall high level concept for SRVCC from access network (E-UTRAN or UTRAN (HSPA)) to UTRAN/GERAN is depicted in Figure 2. This figure is based on information flows taken from TS 23.216.

MME/SGSN according to E-UTRAN/UTRAN (HSPA) first receives the handover request from E‑UTRAN/UTRAN(HSPA) with the indication that this is for SRVCC handling, and then triggers the SRVCC procedure with the MSC Server enhanced with SRVCC via the Sv reference point if the UE has subscribed the SRVCC service. MSC Server enhanced for SRVCC then initiates the session transfer procedure to IMS and coordinates it with the CS handover procedure to the target cell. MSC Server enhanced for SRVCC then sends PS-CS handover Response to access network, which includes the necessary CS HO command information for the UE to access the UTRAN/GERAN.
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Figure 2 Overall high level concepts for SRVCC from access network to UTRAN/GERAN

2.2
User Plane Analysis

· EPS 

Figure 3 shows the user plane with E-UTRAN. Details refer to TS 23.401. The gree part in Figure 3 is transparently transmitted over the EPS network. 

[image: image3]
Figure 3 UE - P‑GW user plane with E-UTRAN
· IMS 
Figure 4 shows UE – UE user plane with IMS media plane security according to TS 33.328, of which the media plane security is based on SRTP and the key management solutions for SRTP are specified in TS　33.328.
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Figure 4 UE – UE user plane with IMS media plane security

· CS 
Figure 5 shows one instance of user plane with UTRAN/GERAN. Details refer to TS 25.301, TS 25.410 and TS 23.002. 
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Figure 5 UE -MGW user plane with UTRAN/GERAN
As shown in Figure 5, the current user plane in CS doesn’t support SRTP.
3
Discussion
As introduced in chapter 2, if UE A, which has subscribed SRVCC service, initiates an end-to-end secure communication with UE B over IMS; after the CS handover during the SRVCC procedure, UE A can not use the security mechanism to communicate with UE B anymore. Thus the security will be degraded after the SRVCC procedure. As SRVCC is a hot issue and will be widely used in the foreseeable future, security degradation due to using SRVCC is unlikely to be accepted.

Figure 6 depicts the current user plane after SRVCC procedure without media plane security.
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Figure 6 SRVCC without media plane security

Possible solution:

To maintain end-to-end security when SRVCC happens, and considering impacting the current network deployment and network element as little as possible, the following possibility is proposed. Figure 7 depicts the proposed user plane modification which is still able to support e2e security after the SRVCC.
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Figure 7 SRVCC with media plane security

The general idea is that, when secure communication is required, the encrypted media stream, i.e. the SRTP stream is considered as the user data in CS domain, which will be transparently transmitted over the CS network. The enhanced MSC, eMSC, determines the communication is a secure session, either by an indication during the signalling exchange or by analysing the received media stream. eMSC is responsible for the protocol conversion. It decapsulates CS data to get the SRTP stream, then does encapsulation again over UDP/IP and sends the packet over IP bearer to UE B. For UE B, in aspect of handling the secure communication, it doesn’t see any difference before and after the SRVCC. The session key materials generated/negotiated based on the IMS media plane security mechanisms before the SRVCC procedure will still be used after the SRVCC procedure. Thus, the e2e security can be guaranteed for this scenario. 
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