3GPP TSG-SA3 (Security)
S3-110413
SA3#63, 11-15 April; Chengdu, China


Source:
Nokia Corporation, Nokia Siemens Networks
Title:
Pseudo CR for TR 33.829: Minor Changes to the Messaging Description
Document for:
Discussion and Approval
Agenda Item:
8.3 Extended IMS Media Plane Security Features
Work Item / Release:
Study on Extended IMS Media Plane Security Features / Rel.11
1. Introduction 
This contribution proposes minor changes to the description of IMS messaging in TR 33.mps. 
2. Proposal 1
We propose to change TR 33.mps as follows (changes marked with MS-Word revision marks):
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8.1
Introduction

8.1.1
General

The stage 3 specification of messaging services in IMS is given in TS 24.247 [10] which is based on the stage 2 specification given in clause 5.16 in TS 23.228 [8].  Clause 4 in TS 24.247 [9] gives the following overview of IMS messaging features:

The messaging service within the IM CN subsystem provides the means for a user to send or receive single messages immediately to / from another user and to create and participate in a messaging conference with one or more other users. Participants to such message based communication may be internal or external to the home network.

When to use an immediate message and when to use a session-based messaging session will depend on the application. 

NOTE:
Some participants may always use session-based messaging, while others may use immediate messaging or a combination of session-based messaging and immediate messaging dependant of the characteristics of the messaging session. The criteria are implementation and application specific.

For immediate messaging the procedures for page-mode messaging, as defined in RFC 3428 [12] or for session-mode messaging, as defined in RFC 4975 [13], draft-ietf-simple-msrp-sessmatch [14] andRFC 6135 [15] are utilized. When to use a page-mode messaging and when to use session-mode messaging session for the purpose of immediate messaging will depend on the application. 

For session-based messaging and session-based messaging conferences, the Message Session Relay Protocol (MSRP) is utilized to transport messages.

As described above, there are three types of messaging services in IMS: immediate messaging, (one-to-one) session-based messaging and session-based messaging conferences. These use cases and the corresponding SIP signalling is described in more detail in clause 8.2.

More advanced services like delivery reports, chat alias, private messages, conversation history, barring, and participant information has been standardized by IETF and OMA. The services are invoked/used by sending information in SIP headers or MIME content types, which is parsed by an AS or another terminal. It is ffs if these services have impact on the security solution.
Message interworking is described in TS 29.311 [10].
8.1.2
Immediate security observations

-
For immediate message e2ae security and even hop-by-hop security covering the whole signalling path is already standardized (SIP security).  To accomplish e2e security in the same way as for RTP-based media some type of application layer security e.g. an enhanced version of S/MIME is needed.

-
For immediate message the key management signalling has to be half-roundtrip (i.e. no negotiation). The key management signalling could be transferred in a SIP header or in the SIP body.

- 
The solution should also support sending of messages to multiple recipients. 

Editor’s note: It is ffs whether an e2e solution for immediate messaging should support deferred delivery, and whether requirements on timestamps and replay need to be considered. 

-
For session-based messaging (MSRP), e2ae, hop-by-hop security could be achieved by using TLS. If no application servers are involved then TLS may provide end to end security.To accomplish e2e security in the same way as for RTP-based services e.g. an enhanced version of S/MIME is needed.  
-
For MSRP, the key management is not limited to half-round trip and can therefore include some negotiation. For TLS, the key management could be transferred in a SIP header. Some extra per-message information may also be needed in the MSRP body. For end-to-end security, the credentials for key management could be transferred in a MSRP header or in the MSRP body with an appropriate MIME type (e.g. application/mikey).
-
For session-based messaging conferencing, an end-to-end security solution may use a group key. As the architecture for session-based messaging conferencing and ordinary voice conferences are similar, they could eventually use similar security solutions. However, in contrast to voice, messages may typically not require mixing, i.e. there may be less need for cleartext media access by the conference server.
-
MSRP is also used for other types of services, e.g. file transfer and image share. A solution for secure MSRP should therefore take more services than messaging into consideration. 
Editor's note: Assuming that everything transmitted with MSRP (like text messages, files or images) falls under the term "messaging", a clarification is needed what "more services than messaging" refers to.
8.2
Use cases
8.2.1
Immediate messaging
8.2.1.1
General

In immediate messaging there is no protocol session involved as each message is independent of the previous messages. Messages are sent using the SIP MESSAGE method (RFC 3428 [12]). The messages can contain any type of payload (not only text), formatted with an appropriate MIME type. 
MESSAGE sip:user2@domain.com SIP/2.0

Via: SIP/2.0/TCP user1pc.domain.com;branch=z9hG4bK776sgdkse

Max-Forwards: 70

From: sip:user1@domain.com;tag=49583

To: sip:user2@domain.com

Call-ID: asd88asd77a@1.2.3.4

CSeq: 1 MESSAGE

Content-Type: text/plain

Content-Length: 31

All your base are belong to us.

The message is routed like an SIP INVITE and the sender gets a 200 OK as response. A MESSAGE request does not create a SIP dialog. 
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Figure 8.2.1.1-1: Immediate messaging procedure to registered Public User Identity
In step 4 and 8 the S-CSCF may reject (based on operator policy) the MESSAGE request with an appropriate response, e.g. if content length or content type of the MESSAGE are not acceptable. S‑CSCF invokes whatever service control logic is appropriate for this MESSAGE request. This may include routing the MESSAGE request to an Application Server, which processes the request further on.
8.2.1.2
Deferred delivery
If UE#2 is unregistered, service control is invoked by its S-CSCF as shown in step 8 in the figure below. If UE#2 has a deferred delivery service activated, the MESSAGE request is routed to an AS, that holds the MESSAGE request and delivers it when UE#2 becomes reachable (not shown in the figure below).


[image: image2]
Figure 8.2.1.2-1: Immediate messaging procedure to unregistered Public User Identity
8.2.1.3
Multiple recipients 

A single MESSAGE request can be sent to multiple recipients. This can be done in two ways:

-
Address the MESSAGE request to a PSI (Public Service Identity) identifying a predefined group. The MESSAGE request will be routed to the AS hosting the PSI, which creates and sends MESSAGE requests addressed to each one of the group members.

-
Address the MESSAGE request to the AS that implements the role of the List Server. Multiple IMPUs is included in a multipart body according to RFC 5365 [16]. The AS creates and sends MESSAGE requests addressed to each one of the group members.

The AS returns 202 Accepted.
8.2.2
Session-based messaging
8.2.2.1
(One-to-one) session-based messaging 
Before any instant message can be sent a session must be established using SIP/SDP. The actual messages are sent using MSRP (RFC 4975 [13]) on top of TCP. The messages can contain any type of payload (not only text), formatted with an appropriate MIME type. 
MSRP a786hjs2 SEND

To-Path: msrp://biloxi.example.com:12763/kjhd37s2s20w2a;tcp

From-Path: msrp://atlanta.example.com:7654/jshA7weztas;tcp

Message-ID: 87652491

Byte-Range: 1-31/31

Content-Type: text/plain

All your base are belong to us.

-------a786hjs2$

Message sessions may be either established end to end between two UEs (as shown in Figure 8.2.2.1-1 below) or may involve one or more intermediate nodes (e.g. an Application Server performing per message charging). 
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 Figure 8.2.2.1-1: Establishment of a MSRP session
An MSRP session between two users can be established with involvement of an intermediate node (messaging AS) if for example charging mechanisms are required.  In this case the AS is able to inspect the SIP signalling as well as the exchanged messages and their content. Example call flow for establishment of MSRP session with intermediate nodes can be found in clause A.4.3 of 24.247.
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Figure 8.2.2.1-2: Establishment of a MSRP session with Intermediate Nodes
Editor's note: In the two figures above, the arrows labeled "SIP signalling" do not refer to communication between the entities to which the arrows point, but rather stand for communication involving all of the entities covered by the arrows. It should therefore be considered to use bars rather than arrows, i.e. remove the arrow points.
Editor's note: In the figure above, the first two arrows should be merged, as there is no obvious reason and no hint or explanation for the separation.
8.2.2.2
Session-based conference messaging
**********************END OF 2. CHANGE***************************
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