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8.1
Abstract of the contribution
There are contradictory statements in the current version of TR 33.859 regarding the impact on EPS entities. Clause 4.1.1 contains the statement “It should be noted that the present TR assumes transparency with respect to IRAT handovers. I.e. this TR aims to provide a solution which is fully compatible with already defined IRAT mobility procedures. Hence, any possible security enhancement in connection to IRAT mobility, associated with the UTRAN key hierarchy, must be implemented in a way that only affects SGSN+ and ME+.” while later clauses show impact on e.g. the MME. 

Start of the pCR
4.2
Assumptions/Requirements

The study is based on the following assumptions (some of which have already been mentioned).

-
R99+ UICC implementing UMTS AKA shall be a sufficient base for the UTRAN key hierarchy.

-
CNN+ can distinguish between ME and ME+ at initial attach.

-
When serving an ME+, CNN+ can add new IEs to the ME+ signaling.

-
New IEs, used by CNN+, will be ignored when received by CNN or an MME (of earlier release than when UTRAN KH is introduced) at handover. This is already fulfilled by the GTP protocol.

-
At IRAT handover to or from UTRAN, the source CNN must not need to distinguish between a target CNN and CNN+.

-
The UTRAN key hierarchy shall have no/minimal impact on GERAN and earlier releases of UTRAN. 

-
CNN and MME of earlier releases shall be able to interoperate with CNN and MME that support UTRAN KH.
Editor’s Note: The assumption that there are MMEs supporting UTRAN KH contradicts clause 4.1.1 which states “…any possible security enhancement in connection to IRAT mobility, associated with the UTRAN key hierarchy, must be implemented in a way that only affects SGSN+ and ME+.”.. 
-    CNN+ could be aware of whether the RNC(+) is capable of the UTRAN key hierarchy.

Next change

5.1.6.3
Changes to TS 24.301

The following messages or IEs in TS 24.301 [6] require a change to support solution 1.

Attach request
An indication that a UE+ supports enhanced security context functionality. 

Tracking area update request
An indication that a UE+ supports enhanced security context functionality. 
Editor’s Note: It should be clarified whether this indication is transparent to a legacy MME. 
Next change

5.2
Proposed solution 2

5.2.1
General

Editor’s Note: Solution 2 speaks of an MME+ in many places, indicating that MMEs need functional enhancements to support UKH enhancements. This contradicts clause 4.1.1 which states “…any possible security enhancement in connection to IRAT mobility, associated with the UTRAN key hierarchy, must be implemented in a way that only affects SGSN+ and ME+.”. Therefore, a variant of solution 2 should be provided that does not require any changes to EPS nodes. 
The aim of this solution is to give a method of providing CN and RAN level key separation including fresh RAN keys for each Idle to Active transition. The goals of this solution are to enable these security features in the following manner, such that:

· Only CN nodes need to be upgraded, i.e. no changes to RNC are necessary

· CN nodes can be upgraded one at a time and the security benefit are realised until the UE moves to a non-upgraded CN node

· When the UE moves to a legacy node, the keys that will be used subsequently will not affect the security of previous sessions.

This solution is not intended to preclude the inclusion of RAN  level security enhancements for which IKS and CKS could be used as the base keys.    

End of the pCR

