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8.1
Abstract of the contribution
This pCR shows that platform security is effective in use cases where no UTRAN key hierarchy enhancements can bring any benefits. 
Start of the pCR
7
Evaluation of proposed solutions

7.1 Evaluation under the assumption of platform security in collapsed RNC/NBs
7.1.x.1 Use case “stationary user”
In many use cases, a user will not move at all or move in such a limited way that he will remain attached to the same RNC for an extended period of time. Here are a few examples:  

· The user has no fixed access to a telecommunications network any more and entirely relies on mobile access. The number of such users is growing steadily. HSPA is particularly attractive as a DSL or cable replacement due to its high speed. 
· Even when the user has fixed access he is likely to receive, or even make, many mobile calls while at home. 
· Similarly, the user is likely to make and receive many mobile calls while at his permanent or temporary workplace. A temporary workplace could e.g. a business meeting location away from his office. 
· When the user is at leisure he may pause to watch a movie or check his social network account while stationary, e.g. in a cafe. 
Therefore, if an attacker wants to eavesdrop on the calls of a particular victim then the RNC covering the home area or the workplace area of the user is an attractive target for an attacker. If the attacker wants to eavesdrop on random victims then the RNC covering popular leisure spots is an attractive target for an attacker. 

But as long as an attacker has control of an RNC covering a stationary user without being noticed no UTRAN key hierarchy enhancement can help to stop the attack. So, in order to prevent the attack, an unnoticed compromise of the RNC needs to be prevented. This is the role of platform security. 
To be sure, there is a case where UKH enhancements can help, namely when the attacker manages to gain control of the RNC only for a brief period of time, and the UKH enhancement implies frequent change of keys available in the RNC. But the first case where the attacker controls the RNC for an extended period of time needs also to be addressed. We therefore conclude: 
Conclusion: for stationary users, only platform security helps, not UTRAN key hierarchy enhancements, if the attacker has control over an RNC for an extended period of time. This attack scenario needs to be addressed. Furthermore, stationary users represent a frequent use case. But there is no good reason why stationary users should enjoy significantly lower protection than moving users. Therefore, platform security needs to be strong irrespective of UTRAN key hierarchy enhancements.
NOTE: It cannot be inferred from this conclusion that UTRAN key hierarchy enhancements should not be introduced, but it demonstrates some limitations of their benefits that have to be taken into account in the overall evaluation. 
End of the pCR

