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Abstract of the contribution: This contribution discussed the security of direct interface between H(e)NB. 
1 Introduction
RAN3 indicated in their LS R3-103754 that support of direct interface between HeNBs (FFS between HNBs) is needed. A new R11 WID named “H(e)NB security features for UE mobility scenarios” is established to solve security of direct interface between H(e)NBs. This contribution discusses the security of direct interface between H(e)NBs. It is proposed to agree proposals summarized in last section. 
2 IPsec usage in direct interface

Direct interface between H(e)NBs may be deployed in a special environment, e.g., enterprise scenario. In certain limited deployment scenarios, operators can rely on  the physical security provided on the direct interface between H(e)NBs (similar to backhaul link between H(e)NB and operator network) and consequently IPsec may not be needed. So in this scenario, IPsec should be made optional to use in direct interface between H(e)NBs. This is also in line with IPsec usage on backhaul link between H(e)NB and operator networks where IPsec mechanism is also optional to use based on operator’s policy.

Since only H(e)NB deployed in certain environments (e.g. enterprise) need to implement direct interface, support of direct interface between H(e)NBs shall be optional to support for H(e)NBs. It is unreasonable to mandate enterprise only H(e)NB feature set on all H(e)NBs. Consequently, support of IPsec in direct interface shall also be optional to support. 
Proposal 1: IPsec is optional to support and use in direct interface between H(e)NBs.

3 Comparisons of IPsec tunnel establish mechanisms

IKEv2 using certificate based authentication is mandatory security mechanism to establish IPsec tunnel between H(e)NB and SeGW. It would be straightforward to reuse IKEv2 using certificate based authentication to establish security tunnel in direct interface. This contribution analyses two different scenarios.
3.1 Scenario 1: certificates of H(e)NBs are issued by same CA

In this scenario, H(e)NBs can perform mutual authentication successfully. So there is no need to support any further security mechanisms to establish IPsec tunnel in direct interface. This scenario is applicable for operators who do not deploy PKI. Those operators can choose H(e)NBs with certificates issued by same CA to deploy direct interface.
Proposal 2: In case that the certificates of H(e)NBs are issued by same CA, it’s is not necessary to support any further security mechanisms to establish IPsec tunnel in direct interface.

3.2 Scenario 2: certificates of H(e)NBs are issued by different CAs

In this scenario, H(e)NBs cannot perform mutual authentication and consequently IPsec tunnel cannot be established in direct interface. Two solutions could be used to solve this issue. 

Solution 1: H(e)NBs enroll operator’s certificates using CMPv2 protocol according to mechanism defined in section 9 of TS 33.310. In this way, H(e)NBs can perform mutual authentication based on operator’s certificate.

Solution 2: An entity in operator’s network (e.g., MME, H(e)NBGW, SeGW, etc) dynamically distributes a key to two H(e)NBs in a direct interface. Distribution of the key is secured by security mechanisms used between H(e)NB and operator’s network. The two H(e)NBs can establish IPsec security tunnel by performing IKEv2 using pre-shared key authentication.

Table 1 compares two solutions from several aspects. And it could be seen that solution 1 would be preferred.
	
	Solution 1 (CMPv2)
	Solution2 (dynamical key distribution) 

	Security:
Solution 1 and solution 2 are in similar security level.
	Enrolment procedure of operator certificates is protected by vendor certificates. 
IPsec tunnel in direct interface is established based on operator’s certificates. 
	Security tunnel is established based on vendor certificates.
Distribution of shared keys is secured by security tunnel.
IPsec tunnel in direct interface is established based on shared key. 

	Complexity:
Solution 1 is preferred.
	Implementation of enrolment procedure in H(e)NB.
	Implementation in H(e)NB and core network entities. 

	Standards work:
 Solution 1 is preferred.
	Enrolment procedure has been standardized in TS 33.310.
	Modifications to interface between H(e)NB and core network entities. 

	Other aspects:
Solution 1 is preferred.
	Solution 1 could also be used for direct interface between HeNB and eNB. But the requirement of direct interface between HeNB and eNB is currently not in scope of R11 WID.  
	Solution 2 would bring changes to eNB if it would be used for direct interface between HeNB and eNB. But the requirement of direct interface between HeNB and eNB is currently not in scope of R11 WID. 


Table 1: comparison of solutions
Proposal 3: In case that the certificates of H(e)NBs are issued by different CAs, H(e)NB shall enroll operator’s certificate using CMPv2 protocol.
According to proposal 1 and proposal 2, implementation and usage of CMPv2 is not always needed for H(e)NBs supporting direct interface.

Proposal 4: CMPv2 shall be optional to support and use for H(e)NBs supporting direct interface.
4 Proposals
Proposals in this contribution are summarized below. It is proposed to agree these proposals as principle for future work.
Proposal 1: IPsec is optional to support and use in direct interface between H(e)NBs.

Proposal 2: In case that the certificates of H(e)NBs are issued by  same CA, it’s is not necessary to support any further security mechanisms to establish IPsec tunnel in direct interface.

Proposal 3: In case that the certificates of H(e)NBs are issued by different CAs, H(e)NB shall enrol operator’s certificate using CMPv2 protocol.
Proposal 4: CMPv2 shall be optional to support and use for H(e)NBs supporting direct interface.
