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*****************Begin of changes****************************
Annex X (informative):
Example CMPv2 Message Format

X.1
ir/kur

Table X.1: ir or kur message

	Message Name
	Type
	Presence
	Description
	Vlaue

	Certificate Management Protocol
	
	
	
	

	>header
	
	MUST
	information for addressing and transaction identification
	

	>>pvno
	INTEGER
	MUST
	the is fixed for this version of this specification: cmp1999(1), cmp2000(2) 
	cmp2000(2)

	>>sender
	GeneralName
	MUST
	the name of the sender of the PKIMessage
	Subject name present in vendor certificate

	>>recipient
	GeneralName
	MUST
	The field contains the name of the recipient of the PKIMessage
	Subject name present in RA/CA certificate

	>>protectionAlg
	AlgorithmIdentifier
	MUST
	The field specifies the algorithm used to protect the message. The value shall match the signature algorithm in the signer’s certificate.
	

	>>>Algorithm Id
	
	
	
	1.2.840.113549.1.1.5 (shaWithRSAEncryption)

	>>transactionID
	OCTET STRING
	MUST
	The field is to be used to allow the recipient of a message to correlate this with an ongoing transaction
	random number 



	>>senderNonce
	OCTET STRING
	MUST
	The field protect the PKIMessage against replay attacks. The senderNonce will typically be 128 bits of random data generated by the sender
	 (pseudo-)random bits

	>>recipNonce
	OCTET STRING
	MUST
	the recipNonce is copied from the senderNonce of the previous message in the transaction.
	0

	>body
	
	MUST
	
	ir(0) or kur(7)

	>>ir/kur
	CertReqMessages
	
	An Initialization request message contains as the PKIBody a CertReqMessages data structure, which specifies the requested certificate(s)./ For key update requests the CertReqMessages syntax is used.
	1 item

	>>>CertReqMsg
	
	MUST
	A certificate request message is composed of the certificate request, an optional proof-of-possession field, and an optional registration information field
	

	>>>>certReq
	
	MUST
	certReq contains the template of the certificate being requested
	

	 >>>>>certReqId
	INTEGER
	MUST
	It is used by the certificate requestor to associate a specific certificate request with a certificate response.
	Value 0 is recommended.

	 >>>>>certTemplate
	
	MUST
	It contains a template of an X.509 certificate.  The requestor fills in those fields for which specific values are desired.
	

	  >>>>>>version
	
	OPTIONAL
	version MUST be 2 if supplied
	v3 (2)

	  >>>>>>validity
	INTEGER
	OPTIONAL
	It can be used to request that certificates either start at some point in the future or expire at some specific time
	

	   >>>>>>>notBefore
	Time
	OPTIONAL
	
	

	    >>>>>>>>utcTime
	UTCTime
	
	The system time
	

	   >>>>>>>notAfter
	Time
	OPTIONAL
	
	

	    >>>>>>>>utcTime
	UTCTime
	
	A year later the system time
	

	  >>>>>>subject
	Name
	MUST
	the suggested name of the base station if the base station has knowledge of it. 
	o=<NULL>

cn=<ID.vendor.com>

	  >>>>>>publicKey
	
	MUST
	the public key of the base station to be certified by the RA/CA
	

	   >>>>>>>algorithm
	
	
	
	

	    >>>>>>>>Algorithm Id
	
	
	The signature Algorithm within certificate
	1.2.840.113549.1.1.1 (rsaEncryption)

	   >>>>>>>Padding
	
	
	
	

	   >>>>>>>subjectPublicKey
	
	
	the public key for which the certificate is being created.
	

	  >>>>>>extensions
	
	OPTIONAL
	extensions contains extensions that the requestor wants to have placed in the certificate.  These extensions would generally deal with things such as setting the key usage to keyEncipherment. ( This field MUST only appear if the version is 3(value is 2))
	

	>>>>>controls
	
	OPTIONAL
	controls contains attributes that are not part of the certificate, but control the context in which the certificate is to be issued
	1 item

	>>>>>>AttributeTypeAndValue
	
	
	
	

	>>>>>>>Type
	OBJECT IDENTIFIER
	
	
	1.3.6.1.5.5.7.5.1.5 (id-regCtrl-oldCertID)

	>>>>>>>CertId
	ANY DEFINED BY type
	
	the OldCertID control specifies the certificate to be updated by the current certification request.
	

	>>>>>>>>issuer
	GeneralName
	
	The subject name of issuer certificate
	

	>>>>>>>>>directoryName
	
	
	
	

	>>>>>>>>serialNumber
	INTEGER
	
	the certificate serialNumber to be updated
	

	>>>>popo
	
	MUST
	popo contains the value used to demonstrate that the entity that will be identified as the Subject of the certificate is actually in possession of the corresponding private key
	signature (1)

	>>>>>signature
	POPOSigningKey
	
	It is used for performing POP with signature keys
	

	>>>>>>algorithmIdentifier
	AlgorithmIdentifier
	
	the signature algorithm used to protect the certReq
	

	>>>>>>>Algorithm Id
	
	
	
	1.2.840.113549.1.1.5 (shaWithRSAEncryption)

	>>>>>>Padding
	
	
	
	

	>>>>>>signature
	BIT STRING
	
	the signature is computed over the certReq
	

	>>Padding
	
	
	
	

	>>protection
	PKIProtection
	MUST
	It contains bits that protect the PKI message(protect header and body)
	

	>>extraCerts
	CMPCertificate(one or more)
	MUST
	base station certificate provided by the vendor and possible intermediate certificates for the chain up to the vendor root certificate. 
	Vendor certificate and possible intermediate certificates


NOTE:     In this example, POPOSigningKeyInput field within POPOSigningKey field is not used since subject field of the CertTemplate field is present.
X.2
ip/kup

Table X.2: ip or kup message
	Message Name
	Type
	Presence
	Description
	Vlaue

	>header
	
	MUST
	information for addressing and transaction identification
	

	>>pvno
	INTEGER
	MUST
	the is fixed for this version of this specification: cmp1999(1), cmp2000(2) 
	cmp2000(2)

	>>sender
	GeneralName
	MUST
	the name of the sender of the PKIMessage
	Subject name present in RA/CA certificate

	>>recipient
	GeneralName
	MUST
	The field contains the name of the recipient of the PKIMessage
	Subject name present in vendor certificate

	>>messageTime
	GeneralizedTime
	OPTIONAL
	The messageTime field contains the time at which the sender created the message.  This may be useful to allow end entities to correct/check their local time for consistency with the time on a central system.
	

	>>protectionAlg
	AlgorithmIdentifier
	MUST
	The field specifies the algorithm used to protect the message
	

	>>>Algorithm Id
	
	
	
	1.2.840.113549.1.1.5 (shaWithRSAEncryption)

	>>transactionID
	OCTET STRING
	MUST
	The field is to be used to allow the recipient of a message to correlate this with an ongoing transaction
	the same as transactionID in ir/kur message before

	>>senderNonce
	OCTET STRING
	MUST
	The field protect the PKIMessage against replay attacks. The senderNonce will typically be 128 bits of random data generated by the sender
	 (pseudo-)random bits

	>>recipNonce
	OCTET STRING
	MUST
	the recipNonce is copied from the senderNonce of the previous message in the transaction.
	the same as senderNonce in ir/kur message before

	>body
	
	MUST
	
	ip (1) or kup (8)

	>>ip/kup
	CertRepMessage
	
	It is the response to ir/kur. It contains as the PKIBody a CertRepMessage data structure, which has a status value for each certificate requested, and optionally has a CA public key, failure information, a subject certificate, and an encrypted private key.
	

	>>>response
	CertResponse
	MUST
	a subject certificate is issued by CA
	

	>>>>CertResponse
	
	
	
	reference: Table X.3

	>>Padding
	
	
	
	

	>>protection
	PKIProtection
	MUST
	It contains bits that protect the PKI message(protect header and body)
	

	>>extraCerts
	CMPCertificate(one or more)
	MUST
	contain the operator root certificate and the RA/CA certificate(s), and possible intermediate certificates for the chain(s) up to the operator root certificate
	operator root certificate and the RA/CA certificate(s), and possible intermediate certificates


Table X.3: CertResponse

	Message Name
	Type
	Presence
	Description
	Vlaue

	> CertResponse
	
	
	
	

	>>certReqId
	INTEGER
	MUST
	It is used by the certificate requestor to associate a specific certificate request with a certificate response.
	The same as certReqId in ir/kur

	>>status
	PKIStatusInfo
	MUST
	The status of response
	

	>>>status
	
	
	
	accepted (0)

	>>certifiedKeyPair
	
	MUST
	a subject certificate is issued by CA
	

	>>>certOrEncCert
	CertOrEncCert
	
	
	certificate (0)

	>>>>certificate
	Certificate
	
	
	x509v3PKCert (0)


X.3
Certificate Confirmation Content
Table X.4: certConf body

	>body
	
	MUST
	
	certConf (24)

	>>certConf
	
	MUST
	This data structure is used by the client to send a confirmation to the CA/RA to accept or reject certificates
	1 item

	>>>CertStatus
	
	
	
	

	>>>>certHash
	OCTET STRING
	MUST
	
	

	>>>>certReqId
	INTEGER
	MUST
	
	

	>>>>statusInfo
	PKIStatusInfo
	OPTIONAL
	
	

	>>>>>status
	
	
	
	accepted (0)


X.4
PKI Confirmation Content
Table X.5: pkiconf body
	>body
	
	MUST
	
	pkiconf (19)

	>>pkiconf
	
	MUST
	This data structure is used in the protocol exchange as the final PKIMessage.  Its content is the same in all cases -- actually there is no content since the PKIHeader carries all the required information.
	1 item


*****************End of changes******************************
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