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Abstract of the contribution:
This document provides enhancements and updates to the PWS security requirements specified in TS 22.268. 

1 Introduction and Proposal
3GPP TS 22.268 contains security requirements for PWS and the ETWS, CMAS and EU-Alert subsystems. These requirements state that warning messages shall be authenticated. In TS 22.268, it also contains roaming requirements in particular.
For roaming requirements, it states that it shall be possible for UE that are enabled for Warning Notifications in the HPLMN to receive Warning Notifications from the VPLMN supporting PWS when roaming. And a UE that does not support the PWS requirements of the VPLMN’s PWS service may not receive Warning Notifications from that VPLMN. So security requirements relating to handling of roaming users should be included in the PWS security requirements. 
In TSG SA #51 meeting, it has been decided that network sharing should be taken into account for every feature. So an additional requirement about network sharing is added for PWS security.
This document enhances and updates the PWS security requirements specified in TS 22.268. We kindly ask SA3 to agree the update of PWS security requirements as follows.
*********************************Begin of Change**************************************
XX PWS Security requirements
Security requirements for PWS should be updated as follows: 

-PWS shall only broadcast Warning Notifications that come from an authenticated and authorized source.

-The integrity of the Warning Notification shall be ensured. 
-The PWS protect against false Warning Notification messages.

-For UE that are enabled to receive Warning Notifications from the VPLMN in roaming areas, it shall meet these security requirements listed above. 
-The authentication of the Warning Notification Providers is outside the scope of 3GPP Specifications.

Note:
These requirements are subject to regulatory policies.
Editor's Note: It needs to consider the impact of network sharing in case of PWS security.
*****************************End of Change**************************************************

















































































