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Abstract of the contribution:
This document proposes security protection for small data transmission.
1. Introduction 

MTC feature-Small Data Transmission is defined in TR 22.368. Before transmission of small amount of data, the MTC Device may be attached or detached to/from the network.
2. Analysis and solution for security protection of small data transmission
In TR 33.868, it has described that “This document will consider the issue when the MTC Device is detached and no security context between the MTC Device and the core network is available.” 
When the MTC Device is detached from the network, there may exist the following two cases:

· Security context is available between the MTC device and the core network.
· The MTC device and the core network have deleted the security context and there is no valid security context between the MTC device and the core network.
In the second case, the small data transmission can not be protected by valide security context. Thus the small data can be easily tampered or intercepted by the attacker. Sometimes small data is sensitive and important because it may be related to emergency event or commerce.Once it is tampered or intercepted, the consequence can be serious.

In order to avoid the above security issue, we propose the following: 

When MTC device detaches from the network, the network checks whether the MTC device is subscribed with MTC feature- small data transmission, i.e. the network entity checks the subscribed MTC features from the HSS and then determine whether the MTC device has the MTC feature -small data transmission according to it. If it has, the network stores the security context corresponding to this MTC device.  The MTC device also stores the security context if it has small data transmission MTC feature.  Then the MTC device and the network can use the stored security context as current security context and transfer small data which is protected by the current security context.
3. Proposal

It is kindly proposed SA3 to agree the following PCR to include the small data transmission solution into TR33.868. 

*********************************start first change **********************************
6.X
Solution for small data transmission
If the MTC devices and the network delete the security context after the detach procedure, the small data transmission can not be protected by valide security context. The following method is proposed to avoid the above security issue.

When MTC device detaches from the network, the network checks whether the MTC device is subscribed with MTC feature- small data transmission, i.e. the network entity checks the subscribed MTC features from the HSS and then determine whether the MTC device has the MTC feature -small data transmission according to it. If it has, the network stores the security context corresponding to this MTC device.  The MTC device also stores the security context if it has small data transmission MTC feature.  Then the MTC device and the network can use the stored security context as current security context and transfer small data which is protected by the current security context.
*********************************end first change **********************************
