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Abstract of the contribution:
The contribution analyzes the problems introduced by updating the NAS security context on USIM only when state transition to EMM-DEREGISTERED. 
1. Introduction

An excessively high update activity on the EF_EPSNSC (EPS NAS Security Context) File in the USIM – device interface was observed by CT6 as depicted in C6-110184.  And CT6 proposed a way to reduce the number of updating the NAS security context to UICC by restricting the updating activity to occur only on a state transition to EMM-DEREGISTERED and ask SA3 to access the impact. This contribution made analysis on this issue.
2. Analysis

It is said in C6-110184 that depending on the device tested, the average update frequency varied from 1 update every 10 sec to 1 update every 4 min.Such a high update activity will really stress the UICC memory and shorten the UICC life cycle because the typical amount of write/erase cycle supported by silicon manufacturers for flash memory is 100.000 write/erase cycles over a typical UICC lifetime. However, there may be some issues if the update of NAS security context into UICC shall occur only on a state transition to EMM-DEREGISTERED as proposed by CT6. These issues should be carefully considered by SA3.
1. Two alternatives of handling NAS security context
According to 3GPP TS24.301 and TS33.401, there are two alternatives for NAS security context handling during EMM and ECM state transitions.
Alternative 1: If the USIM supports EMM parameters storage, corresponding NAS security context updating and marking handlings will take palce in USIM. And during ECM-CONNECTED to ECM-IDLE transition, the ME shall update the EPS NAS security context parameters on the USIM, excluding the UE security capabilities and the keys KNASint and KNASenc, with its values of the full native EPS NAS security context if it has one and if so mark the EPS NAS security context on the USIM as valid. 
Alternative 2: If USIM does not support EMM parameters storage, those storage and marking handlings will take place on the non-volatile memory in ME, without any writing handling on USIM, And during ECM-CONNECTED to ECM-IDLE transition, the ME shall update the EPS NAS security context, excluding the UE security capabilities and the keys KNASint and KNASenc, in its non-volatile memory with the values of the full native EPS NAS security context if it has one and if so mark the EPS NAS security context in its non-volatile memory as valid. 
2. Discussion on mechanism of NAS security context update
In case of NAS security context storing in ME’s non-volatile memory, the NAS security context in the ME can synchronize with that of the network. Here we only discuss the case that the USIM supports EMM parameters storage. 
CT6 recognized in its LS that if ME only updates NAS security context when transitioning to EMM-DEREGISTERED state, UE will lose synchronization with the network. This also means that if the NAS security context in USIM has not been updated and marked as valid during the transition from ECM-CONNECTED to ECM-IDLE, the NAS security context in USIM will lose synchronization with that in network as well. And during next transition from ECM-IDLE to ECM-CONNECTED, if there is no current NAS security context in ME, the ME can not get a valid NAS security context from USIM to use it as a current NAS security context, or it may retrieve from USIM a mismatched NAS security context. This may lead to connection failure.

In addition, if ME does not mark the EPS NAS security context stored in USIM as invalid when entering ECM-CONNECTED state, the ME can not distinguish whether the NAS security context stored in USIM is useful, and this may lead some confusion in later NAS security context handling. So, the solution may not be as simple as CT6 suggested.
3. Conclusion

We suggest SA3 to take the above analysis into consideration and to address the issue raised by CT6.

