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1. Overall Description:

SA5 would like to thank RAN2 for the liaison in R2-110699 /S5-110367 and provides the following clarification:
RAN2 Question 1: 
Is the non-presence of UE/user identity with the measurements sufficient to 
address privacy and security issues highlighted by SA3?

SA5 Clarification:

The current solution specified by SA5 allows that both UE/user identity and MDT measurements are available in the Trace Collection Entity (TCE). 
But they are provided to TCE separately by different network entities. The UE/user identity is provided from core network and the MDT measurements are provided from eNodeB or RNC. 
The eNodeB or RNC does not have the UE/user identity. 
The TCE is located in the operator management system and is inside the operators’ secured zone.
There are two categories of MDT discussed in SA5.  a) area based MDT and b) UE based MDT.
a)
For area based MDT (see Figure 1), after UE sends the MDT measurements, eNodeB contacts the MME, which sends the subscriber identities (IMSI, IMEI(SV)) to the TCE. 
TCE will pair the measurements with subscriber identities based on Trace Reference (TR) and Trace recording session reference (TRSR) embedded in each report sent to the TCE by the network entities. 
Figure 1 is for LTE, but UMTS has a similar mechanism.
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Figure 1:  from SA5 TS 32.422 version 10.2.1 clause 4.1.1.6a
SA5 Question#1 to SA3 on Figure 1:

Does the area based MDT mechanism mentioned above present any potential security problem ?

b)
For UE based MDT, the Operator selects specific IMSI/IMEI(SV) to initiate MDT measurements collection. 
The IMSI/IMSI(SV) will not be propagated from MME to eNodeB. 
The eNodeB will send the MDT measurements to the TCE according to the MDT configuration with the corresponding TR and TRSR. 
Based on TR, TRSR and MDT measurements collection information, TCE is able to pair the subscriber identity with corresponding MDT measurements. 
In this case, the Operator has a clear objective to choose specific IMSI/IMEI(SV) for the MDT measurements collection. And the Operator may need to know the link between the MDT measurements and the corresponding user identity.
SA5 Question#2 to SA3 on bullet b) above:
Does the UE based MDT mechanism mentioned above present any potential security problem ?

RAN2 Question 3: 
For cases when users have given prior consent, e.g. at subscription phase, is there a requirement to inform the user of the start of MDT measurement collection and should there be a possibility for the user to abort the MDT measurement collection/reporting ?

SA5 Clarification:

Whether a UE can be selected to collect and report MDT data or not, is currently governed by the contract between Subscriber and Operator via the customer care process. After user's prior consent, the network can select consented UE to participate into the MDT measurement collection/reporting. 

SA5 Question#3 to SA3:
Is the prior user consent or user consent revocation via the customer care process sufficient to address the SA3 security concern ?
2. Actions:

To RAN2:

ACTION: SA5 kindly asks RAN2 to take into account of the above.
To SA3:

ACTION: SA5 kindly asks SA3 to reply to the questions
SA5 Question#1 to SA3 on bullet a) above:
Does the area based MDT mechanism mentioned above present any potential security problem ?
SA5 Question#2 to SA3 on bullet b) above:

Does the UE based MDT mechanism mentioned above present any potential security problem ?

SA5 Question#3 to SA3:
Is the prior user consent or user consent revocation via customer care process sufficient to address the SA3 security concern ?
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