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Introduction
SA3 sent us a liaison statement S3-101126, asking some questions about the choice of encryption algorithms for UDC.
We’re sorry that SAGE’s reply is only being delivered part way through SA3#61.  There was a delay in delivering the LS to SAGE, so we have only had it since early November.
Answers to the questions from SA3
SA3 asked us five questions which we take in turn:
1. Is AES ECB acceptable for encrypting 128 bit subscriber keys?

On balance we think that the answer is yes.  The considerations are:
· If the subscriber keys are independent and fully unpredictable, then there is no efficient attack against AES in ECB mode.  (If the keys are not fully unpredictable – e.g. generated pseudorandomly in an inadequate way – then there are problems anyway, irrespective of UDC.)

· If a chosen plaintext attack is possible – the attacker can cause a chosen key to be injected for one or more subscribers – then Time-Memory Tradeoff (TMTO) attacks become possible, and the crypto is arguably slightly weaker than it could be.  However, this is extremely unlikely to be the weakest point in the system (especially if there is a way for attackers to influence the keys that some subscribers are using …).  In any case, this type of TMTO attack requires a pre-computation step whose complexity is equivalent to exhaustive key search.
2. Is AES CBC based on the above IV construction method acceptable for encrypting arbitrary data fields whose length may be longer than 128 bits? 

Yes.
3. Does ETSI SAGE believe that there are alternative IV construction methods that would be useful to consider? 

We did consider an alternative whereby the proposed IV construction is itself encrypted before being used as the CBC IV.  This would make a very slight improvement to security when the mechanism is being used to protect single-block messages, e.g. 128-bit subscriber keys.  However, the security improvement is very slight, and we judged that it does not justify the cost of the extra encryption.
Otherwise, the only minor point we would make here is that a few bits of entropy are wasted in the IMPI case.  The IV is SALT ( [C || 0x000000 || 0x01 || hash80(IMPI)]; from a crypto perspective it would be slightly better to use SALT ( [C || 0x01 || hash104(IMPI)], for example.  On the other hand this may be less efficient to implement, and an 80-bit hash will be enough to make collisions very unlikely.
4. Does ETSI SAGE believe that there are alternative AES encryption modes that would be useful to consider?

No.
5. Does ETSI SAGE foresee any restrictions in the long term use of AES ECB, CBC or any other mode, for UDC storage encryption?

Nothing beyond the already understood point that CBC is better for encrypting arbitrary data fields.
