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1. Overall Description:

There are many cases in UTRAN and GERAN where there may be a mismatch between the UE and the network w.r.t. the keys used for integrity protection (when applicable) and ciphering. For example, assume the UE runs a Location Area Update procedure that includes an AKA and a TMSI re-allocation procedure and where there is a change of MSCs. If the connection between the UE and the network breaks between the successful AKA procedure and the TMSI re-allocation procedure, the keys stored on the SIM or USIM will differ from the keys stored in the network. Similarly, in case an SRVCC handover fails after the handover-complete sent from the target BSS/RNS to the target MSC, but before the TMSI re-allocation procedure, there will be different keys stored in the USIM or SIM and compared to what is stored in the network. There are similar cases in the pure packet switched domain.
A result of such mismatch is that for UTRAN, the security mode control procedure will fail since the UE will discard the security mode command (and retransmissions thereof) sent by the network due to failing MAC-I. In GERAN, there is no integrity protection, so the security mode command will be accepted by the UE. However, the security mode complete response from the UE to the network will be ciphered using the incorrect key, so the network will not be able to decrypt it correctly. In either case, a mismatch of keys will cause abnormal conditions for the security mode control procedure. Mismatches will possibly also create problems in other situations.
SA3 assumes that the stage 3 specifications provide sufficient detail to be able to implement a way to recover from abnormal situations like these. However, SA3 would like to request clarification on the following:

· Q1: Is it correct that there is sufficient detail to implement recovery mechanisms for a mismatch of keys in an interoperable way?

· Q2: Do the specifications define building blocks from which the recovery mechanisms can be constructed by an implementation or is every single step defined for recovery from each and every error case? 

· Q3: When SRVCC was introduced, there was yet another situation where there may be a mismatch. Does the addition of the SRVCC error case increase the risk of mismatches to such a degree that the existing recovery mechanisms (assuming such exist) are no longer sufficient?

2. Actions:

To RAN2, RAN3, GERAN2, CT1.

ACTION: 
· SA3 kindly asks RAN2, RAN3, GERAN2 and CT1 to provide clarification on the questions above.
· If it is discovered that the stage 3 specifications do not contain sufficient detail to implement a way to recover from key mismatches in a sufficiently efficient way, SA3 requests RAN2, RAN3, GERAN2 and CT1 to device such mechanisms as seen necessary. 
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