
3GPP TSG SA WG3 (Security) meeting #63
S3-110523
Chengdu, China, 11-15 April 2011
Source:
Nokia Siemens Networks
Title:
Comment on “H(e)NB. Security of direct interfaces” (S3-110305)
Document for:
Discussion and Approval 
Agenda Item:
7.8 Security Aspects of Home (e)NodeB
<NSN> please see the NSN comments and changes below with revision marks.
3GPP TSG SA WG3 (Security) meeting #63
S3-110305
Chengdu, China, 11-15 April 2011                                                  
Source:
Alcatel-Lucent, Alcatel-Lucent Shanghai Bell
Title:
H(e)NB. Security of direct interfaces
Document for:
Discussion and Approval 
Agenda Item:
7.8 Security Aspects of Home (e)NodeB
Abstract: SA3 is tasked with defining the security of direct interfaces between H(e)NBs in Rel-11. This paper presents a view of different solutions for establishing secure interfaces, including when and where such an interface is required. 

Discussion
Recently 3GPP has defined a mechanism for handing over calls between two HNBs which uses a logical direct interface between the devices.  There are three possible instantiations of this logical interface: 

· directly from one device to the other, 

· routed via the SeGW, or 

· mediated by the HNB-GW.  

All three of the instantiations are respectively illustrated in diagrams B.1-1, B.1-2 and B.1-3 of TS 25.467.
In the latter two cases, the security of the transport is ensured as all inter-HNB traffic travels via the SeGW, and is being protected by the same IPsec tunnel as Iuh traffic.  However, in the first case, no method of protecting the traffic has been defined yet.  
Similarly it has recently been agreed that the existing X2 interface defined between eNBs, is also applicable for use between HeNBs, when both HeNBs are part of the same CSG.
<Comment NSN> in addition, RAN has a SI on “H(e)NB-Enhancements-SI” in RP-110456, which should lead to approval in Q4/2011. Content is the direct link between HeNBs and macro eNBs. This should be considered also, not to have separate solutions in the future.
In many cases there will be no need to protect these direct interfaces due to the closed nature of the enterprise network, as other mechanisms are used to protect the physical and logical interfaces, etc. Hence whilst such protection may be considered optional, the selection and definition of this optional mechanism is needed and expected from SA3.
<Comment NSN> Support of security mechanisms is mandatory for HeNBs according to existing specifications (see 33.401, clauses 5.3, 11 and 12).
1. Main assumptions
The following is the list of the assumptions which SA3 should take into account when designing the security for direct interfaces:

For UMTS the same mechanism (IPSec) should be used to protect the direct Iurh interface as is currently used to protect the Iuh interface and for EPS the same mechansim used to protect the S1 interface between HeNBs and the MME (or HeNB-GW) should be used to protect the X2 interface.
A direct interface will be carried over a relatively high bandwidth capacity physical link. It is assumed that the bandwidth capacity of direct interfaces will be an order of magnitude higher than that of the backhaul interfaces towards the MNO core network. Therefore any estimated overhead from implementing a secure mechanism for the direct interface can be deemed insignificant when compared with the relatively high bandwidth capacity of that interface.

The rest of this paper discusses two main security issues:
1. How two H(e)NBs should be authorized to establish a direct interface between themselves
2. How would the H(e)NBs authenticate each other for the IPSec tunnel establishment?
2. Authorization

The question of authorization is common to all three paths that the traffic may take.  At present, only handover within a CSG is permitted.  In order to prevent a compromised HNB from impersonating a member of a CSG, the HNB-GW must sanction the establishment of the Iurh connection between the two HNBs. Or for EPS, the MME (or HeNB-GW) must sanction the establishment of the X2 connection between two HeNBs.
<Comment NSN> this requirement has to be based on more reasoning. There is no standardised authorisation for already specified X2 connections in the macro case. The authorisation is done indirectly as the target eNB must authenticate with a certificate within the operator PKI. Thus here no connection or eNB-specific management or sanctioning has to be applied. Compromised eNBs are taken out of operation by revocation of their operator certificate, which is also independent from any MME or other NE involvement (except the CRL server naturally).
You mention the special (current) case that handover should only be done within one CSG. This is not a requirement for the establishment of a secure tunnel for direct link, but is a requirement on other (e.g. RAN) signalling. If the establishment of a secure tunnel is bound to the current use case within one CSG, then this binding breaks down for any future extension of direct connections (e.g. connections to/from hybrid or open H(e)NBs, or to macro eNBs). Thus the CSG restriction should not be bound to the establishment of the direct link.
Figure 5.8-1 of TS 25.467 shows the neighbour discovery procedure, whereby the first HNB retrieves information about the second HNB using the Configuration Transfer procedure to the HNB-GW.  The HNB-GW has the opportunity at this stage to reject the setup of the Iurh if the two HNBs should not establish the interface.  

In addition the second HNB can also initiate a Configuration Transfer procedure towards the HNB-GW when it receives a request to establish a direct connection from the first HNB (if the second HNB does not already possess information about the first). In this case the HNB-GW will return information about the first HNB to the second HNB, which will allow the second HNB to determine whether it can respond to the request from the first HNB and hence whether it can establish a direct connection between the two HNBs.

However, this second procedure can only be initiated after the IPsec tunnel has been established.
<Comment NSN> could you please explain, (a) which IPsec tunnel has to exist (to HNB-GW, or to other HNB), and (b), if to the other HNB, why it has to exist before.
  Ideally, authorization should occur as part of the tunnel setup.  To support this, information used during authorization can be sent from the HNB-GW to the Target HNB when it registers, and then the HNB-GW  can provide this to the Source HNB during the Configuration Transfer procedure.  Two ways this could be done are suggested in the following section.

Similarly for EPS the second HeNB could retrieve information from the first HeNB, when the second HeNB receives an X2 Setup Request, by using the eNB Configuration Transfer & MME Configuration Transfer procedures. However the same issues existing, in that second HeNB would initiate these procedures after the IPSec tunnel between itself and the first HeNB has been established. So again, authorisation should occur during the setup of the tunnel.

3. Authentication

The direct interface between these two H(e)NBs is set up using IKEv2.  The two base methods to establish identity in an IKEv2 exchange are certificates and pre-shared keys.  These two methods are investigated in detail in the following sections.  Alternative methods, such as EAP tunnelling, need not be considered.
3.1 Certificate Authentication

Each H(e)NB has a certificate which is used to authenticate the device to the SeGW.  This certificate can be re-used to authenticate the H(e)NB to its peer.   To support authorization as well as authentication, all H(e)NBs which are permitted to establish direct interfaces can be provisioned with CA Root certificates which sign the certificates of the individual H(e)NB.  Alternatively, the normal CA Root certificate can be used, and authorization can be performed using a protocol such as OCSP.
For reliable certificate-based authentication, the receiver needs to know, or be able to query, the status of the certificate.  Therefore, during the authentication phase, the H(e)NB must either download the associated Certificate Revocation List or perform an online status query (e.g. using OCSP).  If OCSP is used, then this can be combined with authorization as suggested above.
Although it is tempting to forego certificate status checking for the establishment of the direct tunnel, the recent generation of unauthorized certificates via hacking of a prominent certificate authority should warn against such a short-cut.
It is uncertain what the connectivity of these H(e)NBs is.  They may well exist in an enterprise environment behind strong firewalls.  Therefore, the CRL or OCSP query should be instituted via the IPsec tunnel to the SeGW, because this is the only certain method of connectivity.  The mobile network operator must ensure that these services are available to these H(e)NBs, and one way to do this is to implement the OCSP server on the HNB-GW/MME/HeNB-GW.
3.2 Pre-shared Key Authentication

As has been explained in the previous section, both peers in the IKEv2 exchange need authorization from the HNB-GW or MME/HeNB-GW before they set up the IPsec tunnel.
<Comment NSN> This is questioned above. Please first substantiate that requirement.


  When a HNB registers with the HNB-GW, it can be provided with an ephemeral key for direct interface establishment.  When a HeNB establishes an S1 interface towards the MME/HeNB-GW it can be provided with an ephemeral key.
<Comment NSN> did you mean here a “random key”. I assume the HNB can be registered for a longer time than an ordinary “ephemeral” key will live. 

 In UMTS, when the Source HNB uses the Configuration Transfer procedure, the HNB-GW can provide it with the ephemeral key of the Target HNB and this can be used as a pre-shared key to establish the IPsec tunnel. Similarly  for EPS, when the Source HeNB use the eNB/MME Configuration Transfer procedure towards the Target HeNB (via the MME/HeNB-GW) the Target HeNB can reply with an ephemeral key, which again can be used as a pre-shared key to establish the IPSec tunnel.
The key distribution takes place using HNBAP or S1AP procedures, hence it is protected by the Iuh or S1 IPsec tunnel.  This is the same tunnel which carries other security-related information (such as air-interface keys for H(e)NB) so there are no special security concerns to consider.

In addition, since the pre-shared keys are ephemeral, there is no need to keep them persistent through a device reset. If such reset happens the HNB will re-register with the HNB-GW (or re-establish a the S1 interface with the MME/HeNB-GW) and a new Configuration Transfer exchange will subsequently take place, hence a new key will be generated and distributed.  
Figure 1 below shows an updated version of figure 5.8-1 from TS 25.467, which includes the security functionality described in this section.  As a result, the Iurh connection which is established in step 6 is protected by IPsec.
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Figure 1: HNB Configuration Transfer

Figure 2 below shows a similar set of procedures for an HeNB. 
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Figure 2: HeNB Configuration Transfer

4. Conclusion

For the security of a direct interface between two H(e)NBs, an IPsec tunnel should be established using IKEv2.  There are two alternatives for authentication of the peer H(e)NBs, certificates and pre-shared keys.  Of these, the pre-shared key authentication makes use of existing messaging to share ephemeral keys and does not require connection to any external services (CRL download or OCSP server).  They both offer equivalent security, so the pre-shared keys, being simpler, should be chosen for standardization.
<Comment NSN> PSKs if used for direct connections of H(e)NBs have the following disadvantages:
- HNB-GWs and MME must be equipped with psk storage and management of the psk keys. This in particular is a burdon for MMEs, which may be connected to a few HeNBs only, but still need the complete management.
On the contrary, if certificate based authentication (with operator PKI) is used, then only the enrolment and revocation procedures have to be followed, but no management has to be performed during operation of the elements. HNB-GW and MME must not be aware of the security mechanisms used on the direct link, as this is handled locally within the H(e)NBs (with only the help of the CRL server accessible in operator network via the backhaul link). This avoids any security-related additions to existing NEs e.g. MME for direct links.
- Iuh and S1 control messages have to be extended. Additional information has to be exchanged to allow the establishment of direct links.
In cert-based case, authentication and IPsec tunnel establishment for direct links is handled locally in the peers.
- if multiple HNB-GWs or MMEs are deployed, this PSK management must be distributed over all possible HNB-GWs/MMEs.
For cert-based authentication, no interworking between HNB-GWs or MMEs is necessary. All actions are local to the H(e)NBs.
- if a H(e)NB reboots, all other H(e)NBs having a copy of the old ephemeral key of this H(e)NB must retrieve the new one. As the “other” H(e)NB has no positive indication of a possible key change, such inquiry to HNB-GW or MME has to be sent after each loss of connection of a direct link.
For the cert-based case, the direct connections can be re-established autonomously by the two sides of the direct link.
- taking a NE out of (possible) operation requires management in all involved NEs. This applies to SeGW (and possibly attached AAA server), and to all elements involved in the proposed PSK management.
For the cert-based case, revocation of the operator-provided certificate is the only action necessary.
- the usage of PSK is not compatible with direct X2 to macro eNBs, which is currently a Rel-11 study item. Adoption of PSK solution would either require the HeNB to support two completely different authentication schemes, or all macro eNBs have to be retrofitted with the PSK authentication to be able to connect directly  to HeNBs.
For the cert-based case no changes are necessary for direct links to macro elements (in both HeNBs and macro eNBs).
5. Proposal

It is proposed that SA3 review the findings of this discussion paper and select pre-shared key as the most suited option for the security of direct interface.
<Proposal NSN>

Based on the arguments given in the conclusions section, it is proposed that SA3 follows an authentication for establishment of direct links based on operator-provided certificates.

A CR implémenting this approach is contained in S3-110469.
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