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8.1
Abstract of the contribution
The cover sheet to the presentation of TR 33.859 v0.6.0 to SA#50 states that a cost/benefit analysis of the proposed enhancements to the UTRAN key hierarchy (UKH) is still outstanding. This contribution argues that it would be a methodological mistake to only compare the UKH enhancements against the existing 3G security architecture. Rather, the comparison shall also take into account other possible 3G security enhancements. In particular, platform security of base stations, which is a cornerstone of EPS security, needs to be taken into account, and the cost/benefit analysis of the proposed UKH enhancements needs to be performed also against a 3G system where collapsed RNC/NBs provide platform security.  Furthermore, the analysis needs to take into account that any security enhancements would be introduced into an already deployed system (network and terminals). 
1. A bit of SA3 history

The work on possible enhancements to the 3G security architecture started in SA3 in October 2006 with the discussion papers S3-060654, by Nokia, Lucent, T‑Mobile, Vodafone, Alcatel, China Mobile, and Telecom Italia, and S3-060664, by Qualcomm, and the reply LS S3-060789 sent to RAN3. The discussion paper S3-060654 was attached to the reply LS and its major findings were agreed by SA3 and reflected in the reply LS. A key statement in the reply LS was: “It is the view of SA3 that the collapsed architecture option could be made secure enough, and the threats can be mitigated by following specific requirements which include implementation of the security functionality in the NodeB. These requirements follow the principles of physical security or platform security or a combination of both.” The very brief discussion paper S3-060664 called for starting a study on security requirements for terminating security in an edge node. It contained the statement “As one possible area of investigation, available secure platform solutions could be used in the Node B+, …”.

For the rest of this contribution, we consider the term “platform security” to comprise physical security as well.

There was no discussion of enhancing the UTRAN key hierarchy in 2006. 

The work on UKH enhancements started in October 2007 with the Study Item Description SP-070782, which was updated in SP-090283 in 2009. Neither of the SIDs mentions the work in 2006; in particular, there is no reference at all to platform security. The current version of TR 33.859 does not contain any reference to platform security either. This can be interpreted in different ways: 

· One interpretation – to which we could agree - is that the need for platform security was taken for granted when the work on UKH enhancements was initiated, and the UKH enhancements were meant to further enhance security on top of what would already be provided by platform security, similar to what has been done for EPS. The reason why the study focused entirely on UKH would have been that UKH enhancements were considered much more complex, at least from a specification point of view, than new requirements on platform security. 

· Another interpretation could be that UKH enhancements were considered as independent of platform security and could possibly be deployed without the latter. This would not be acceptable as there are scenarios that can only be addressed by platform security as shown in companion contributions. 

But even with the first interpretation, it is important that platform security is not forgotten when it comes to the cost/benefit analysis.

Ericsson comment:  Althought the above sounds plausible, it does not correctly describe the origin of the studty item.  It can be seen why this mistake leads to the belief that platform security was not considered. 

The study of the UTRAN key management enhancements did not start with the collapsed RNC/NodeB architecture in 2006 as suggested above.  Instead, it started with the idea of enhancing the security of IRAT mobility between LTE and UTRAN as described in S3-070246. That contribution proposes (among other things) that:

"The consequences of introducing the LTE key hierarchy in UTRAN is investigated in preparation for a recommendation of its adoption also there"

The SA3 report from the meeting SA3#46bis states regarding this proposal that it needs a new WI:

 "The other proposals would need a new WI for Rel-8"
The corresponding WID was finally agreed in SA3#49 (S3-070886).
Now, since the WID dealt with introducing a key hierarchy similar to what there is in LTE, it was naturally assumed that platform security would be dealt with like in LTE.  In fact, the threats against the two types of base stations are so similar that there is no reason to believe that the requirements for the LTE eNB would not also be suitable to the collapsed NodeB/RNC. The only thing that matter is that sufficient platform security can be provided, and what that consists of can clearly be studied separately.
Later on, SA3 had specifed other mechanisms to reduce the threats related to IRAT mobility between LTE and UTRAN (e.g., at that time called "cached" security contexts (what we today call "native" security contexts), which solve parts of the problem) the scope was reduced to cover what could perhaps still be of use, namely the security gains related to collapsed NodeB/RNC architectures.  This does not change the fact that platform security can be assumed to be sufficient to support a key hierarchy also in UTRAN.
2. Basis of comparison for a cost/benefit analysis
When performing a cost/benefit analysis of a proposed measure it is important to choose the appropriate basis for comparison.

The explicit motivation for studying UKH enhancements is a 3G architecture with collapsed RNC/NBs and the perceived increased risk of compromise of the latter. UKH enhancements are only beneficial under the assumption that the security termination point, the RNC, can be compromised, and that this compromise goes unnoticed (as, otherwise, the base station could be disconnected).

Ericsson comment:  This is not true. An attacker may also get the keys by cryptanalysis of the traffic in the air. In this case a key hierarchy would still provide a benefit without platform security. Note however, that this is not an argument for not introducing platform security. 

 This then implies that the benefits of UKH enhancements decrease with a decreasing likelihood of undetected compromise of the RNC. Or, in other words, the benefits in a cost/benefit analysis greatly depend on the strength of the platform security measures. Any comparison that does not take into account the latter is therefore largely meaningless. 

Ericsson comment:  If the cost/benefit analysis is done under the assumption that sufficient platform security is provided, then it can hardly be considered meaningless. Sufficient here is assumed to be the same level of security provided for eNBs.  If that level is not appropriate, the security design of LTE most likely needs to be reconsidered.

It is a completely different issue whether it is worth the cost of introducing the UTRAN KH (under the assumption that collapsed RNC/NodeBs need to have platform security at a similar level to an eNB).
It is less clear how the degree to which platform security is provided would affect the cost of UKH enhancements. It could be argued that it is more costly to implement a complex key handling on a secure platform than on an ordinary platform, but this cannot be taken for granted and would need further study. 
ZTE comment: There are not any specific definitions of a secure platform and an ordinary platform up to now in UTRAN. And how to achieve a secure platform hasn’t been provided yet. The platform security can be further studied separately, but not in this TR 33.859. It’s out of the scope of this TR.
Furthermore, there are use cases where only platform security, and not UKH enhancements, brings any benefits at all, e.g. when the user remains stationary such as in uses of HSPA as a substitute for DSL. Hence, a certain degree of platform security is a must anyhow. 

Ericsson comment:  Again, this is not correct. If the attacker can break the ciphering/integrity on the air link, platform security provides no protection in this use case, whereas a frequent change of keys provides some security (depending on how long it takes the attacker to break the ciphering/integrity).

And again, this is not an argument against the use of platform security.  But platform security cannot be perceived as an alternative to a UTRAN KH. It is a complement (which can be assumed to be in place). 
ZTE comment: Platform security based network is completely dependent on the scale of penetration of update. As long as one RNC does not support platform security, this RNC will have high risk of being controlled by an attacker. Along with UE’s mobility the security threats will spread to other RNCs even though it supports platform securiy, and so the security threats can spread the entire network, while UKH solution can separate this risk among all the RNCs. In a word, UKH solution can not be replaced by platform security.
For these reasons, any cost/benefit analysis of UKH enhancements must take into account the degree of platform security as a basis for comparison. 

As a caveat: we are not saying that UKH enhancements would not bring any benefits because, certainly, no practical equipment can be made fully tamper-proof and, hence, compromises of nodes need to be considered, but we are saying that the cost/benefit tradeoff will be affected.

Ericsson comment:  The effect on the cost/benefit analysis can be seen as a constant price that has to be paid for the platform security and then there are several choices which can be made w.r.t. the different types of key hierarchy options. 
Side remark: Regarding the motivation for introducing UKH enhancements it could be argued that more frequent session key changes reduce the exposure of the session key, and the risk of a successful cryptanalytic attack, but this argument would apply to classical 3G architectures as well and seems of little practical relevance anyhow given the undisputed strength of 3G cryptographic algorithms, and the key changes through AKA runs.  The frequent session key change can therefore not serve as a rationale for introducing UKH enhancements unless attacks are considered where the attacker gains control of the platform for a period much shorter than the period between two authentications.

Ericsson comment:  The frequent runs of AKA may stress the memory of the USIM until physical break down as has been noticed by CT6 recently. Therefore increasing the AKA frequency as a counter-measure needs to be done only with great care.
3. An important evaluation criterion: complexity of interworking with legacy equipment

When considering the cost of a proposed measure it is important to be aware of the difference between introducing such a measure into a system that is in the process of being designed, such as EPS in Release 8, or into an already deployed system (network and terminals). This insight is also reflected in the discussion paper S3-060654 from 2006 where the following was stated: “It is important to understand the main requirement of compatibility when replacing a single part within an existing system. For a completely new system like LTE/SAE, a completely new security architecture can be set up. This is not the case for HSPA Evolution.”

Ericsson comment:  It is indeed important to consider legacy equipment when studying the introduction of UTRAN KH. That is precisely why all the proposed versions explains in great detail how interworking with legacy equipment should work and what the impacts on existing signalling messages are.
One aspect to consider when applying this criterion is that the cost may effect all new equipment immediately while the benefit of the proposed measure may materialize only when the proposed measure has reached a certain degree of penetration in practical deployments. 

 4. Proposal

It is proposed that SA3 agrees the following: 

· The cost/benefit analysis of the proposed UKH enhancements needs to be performed also against a 3G system where collapsed RNC/NBs provides a (yet to be defined) degree of platform security.  
Ericsson comment:  Since it was assumed that a sufficient level of platform security was present from the beginning, it can be added as an assumption that it is. However, platform security cannot be seen as an alternative to a key hierarchcy.

Secondly, regarding the details of the platform security, if there is a reason to have any different requirements compared to an eNB it must be shown what makes the threat situation different in this case.
ZTE comment: It is not appropriate to introduce the platform security study in TR 33.859, which aims at UTRAN Key Hierarchy according to its WI. No comparison is needed between UKH enhancements and the platform security in this TR. 
· The cost/benefit analysis of the proposed UKH enhancements needs to take into account the difference between introducing such a measure into a system that is in the process of being designed and into an already deployed system (network and terminals).
Ericsson comment:  Interworking with legacy equipment is a major part of each of the proposals and has been assumed to be included in the cost/benefit analysis from day one.
