Page 1



3GPP TSG SA WG3 (Security) Meeting #63
S3-110521
11 - 15 April 2011, Chengdu, China
comments on S3-110508
	CR-Form-v9.7

	CHANGE REQUEST

	

	(

	33.401
	CR
	0456
	(

rev
	-
	(

Current version:
	10.0.0
	(


	

	For HELP on using this form look at the pop-up text over the (
 symbols. Comprehensive instructions on how to use this form can be found at http://www.3gpp.org/specs/CR.htm.

	


	Proposed change affects:
(

	UICC apps(

	
	ME
	
	Radio Access Network
	X
	Core Network
	


	

	Title:
(

	Comments on S3-110508 RN certificate handling simplification

	
	

	Source to WG:
(

	Nokia Siemens Networks

	Source to TSG:
(

	

	
	

	Work item code:
(

	LTE_Relay-Sec
	
	Date: (

	04/04/2011

	
	
	
	
	

	Category:
(

	F
	
	Release: (

	Rel-10

	
	Use one of the following categories:
F  (correction)
A  (corresponds to a correction in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
R99
(Release 1999)
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)
Rel-7
(Release 7)
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)

	
	

	Reason for change:
(

	Please find our comments below.

Annex D calls for UICC certificate validation against a CRL in the RN. However, both the format of the CRL and the protocol for fetching the CRL in step E.3 are not defined. The certificate check of the UICC can be omitted by ensuring IMSIs in use by revoked UICC are barred in the HSS.  

	
	

	Summary of change:
(

	Removal of CRL check in RN, Revokation of UICCs in HSS

	
	

	Consequences if 
(

not approved:
	Incomplete spec for R10, unneccessary complexity

	
	

	Clauses affected:
(

	

	
	

	
	Y
	N
	
	

	Other specs
(

	
	X
	 Other core specifications
(

	

	affected:
	
	X
	 Test specifications
	

	
	
	X
	 O&M Specifications
	

	
	

	Other comments:
(

	


********************** start of 1st change **************************
NSN COMMENTS:

1) SECURITY PURPOSE OF REVOCATION CHECKING FOR UICC CERTIFICATES
This CR S3-110508 claims that the checking of the UICC certificate by the RN using CRLs can be omitted, and the handling can be simplified, by barring “IMSIs in use by revoked UICC” [GH: all of them, or only the IMSI related to USIM-RN?] in the HSS rather than revoking the UICC certificate. 
But S3-110508 overlooks that the checking of the UICC certificate by the RN serves a security purpose that could not be achieved by the proposed simplification. This security purposes consists in a guarantee that the RN cannot be made operational in a network other than the one of the operator who provisioned the root certificate in the RN. This can be inferred from NOTE 3 in Annex D.2.2: 
NOTE 3 reads “…the use of a self-signed UICC certificate, or no UICC certificate at all, [to be added: or a compromised UICC certificate] would weaken network-to-RN authentication in cases where both the interfaces of the RN with the UICC and of the RN with  the network were under the control of an attacker. (Think of a stolen RN in a rogue environment.) Then the RN would happily use any key fed to it over the interface with a fake, [to be added: or compromised] UICC and use this key in the communication with a fake network.  The use of a UICC certificate [to be added: together with the corresponding revocation check] prevents this threat as no rogue UICC can set up a secure channel with the RN. Hence the RN cannot attach as an RN to a network other than the one of the operator who provisioned the root certificate in the RN. “
Some more explanation on how the attacker could impersonate the network: We assume that the attacker somehow gained knowledge of the corresponding private key if the UICC certificate was compromised. He could then successfully set up the secure channel with the RN and play back a set of EPS keys CK, IK of his choice to the RN. Then network impersonation would become possible because network-to-RN authentication (like network-to-UE authentication in EPS in general) is based on demonstrating knowledge of KASME, which can be inferred from CK, IK and the serving network identity. 
2) RE-USE of IMSI

With the simplification proposed in S3-110508, the IMSIs have to be permanently barred in the HSS as the UICC certificate cannot be revoked. On the other hand, with UICC certificate revocation being used, all what is required is revoking the UICC certificate and issuing a new certificate. 

For completeness we also look here at the case when the RN certificate is compromised: then the subscription corresponding to the USIM-RN has to be barred. But once a new RN identity is configured into the UICC, i.e. a new binding IMSI – RN-Id has been established, the USIM-RN and the IMSI associated with it can be used again. So, there is no permanent IMSI barring in this case either. 
3) CRL FORMATS AND PROTOCOLS

The cover page of this document claims that “both the format of the CRL and the protocol for fetching the CRL in step E.3 are not defined.”. This is indeed true for the present version of TS 33.401. But the CR S3‑110397 submitted to SA3#63 states in D.x.3.2 that “both RN and UICC certificates shall follow the TLS entity certificate profile given in clause 6.1.3a of TS 33.310 [6] with the following restrictions and extensions…”. Through a chain of references clause 6.1.3a of TS 33.310 leads to clause 6.1a of TS 33.310 where CRL formats and protocols are defined. It is stated in Annex D.2.6 of the present version of TS 33.401 that CRLs are not to be used for RN certificates; if found appropriate a pointer to this restriction could also be added to D.x.3.3 of S3‑110397 where other restrictions on RN certificates are mentioned. Please also have a look at the update of D.2.6 in contribution S3-110378.
END OF NSN COMMENTS

******************************
D.2.2
Security Procedures

The start-up of an RN shall proceed in the following steps. If one of the steps fails in any of the involved entities the procedure shall be aborted by that entity.

Phase I: Procedures prior to the RN attach procedure (certificate-based case)
E1.
The RN shall perform an autonomous validation of the RN platform.

E2.
The RN shall attach as a UE using USIM-INI if step E3 needs to be performed.

E3.
The RN shall obtain an operator certificate through the enrolment procedure defined in TS 33.310 [6] unless an operator certificate is already available. Details can be found in clause D.2.4. The RN may optionally establish a secure connection to an OAM server. Details can be found in clause D.2.5. 
E4.
After completing step E3, the RN shall detach from the network and de-activate the USIM-INI if it attached in step E2.

E5.
The RN platform secure environment and the UICC shall establish a Secure Channel between RN and USIM-RN according to ETSI TS 102 484 [29] clause 7 “Secured APDU” with TLS handshake. This TLS handshake shall be initiated by the RN and use certificates on both sides. The RN shall either use a pre-established certificate or the certificate enrolled in step E3. The UICC shall verify that this certificate is limited to use with relay nodes. The UICC shall be pre-provisioned with an operator root certificate to verify the RN certificate. The UICC certificate shall be pre-installed in the UICC by the operator. The RN shall be provisioned with a root certificate to verify the UICC certificate.
E6.
A certificate validation client on the UICC shall verify the signatures in the RN certificate chain up to the root certificate. The check of revocation status and expiry time shall be omitted. A certificate validation client on the RN shall check the verification of the signatures in the UICC certificate chain up to the root certificate as well as expiry time. Details can be found in Annex D.2.6. Furthermore, the requirements in Annex D.2.3 on ‘USIM Binding Aspects’ shall apply.
NOTE 1:
The root certificate, and potentially other data required, that need to be stored in the UICC could be provisioned in the UICC during its personalization. The operator provides to smart card manufacturer a list of data (e.g. IMSI, key K, etc) to be provisioned in the UICC during its personalization phase, before issuance of the UICC. The root certificate, and potentially other data, could be provided by the operator as part of the data to be personalized in the UICC by the smart card manufacturer. In the field, the root certificate, and potentially other data, could also be updated by OTA means, if needed. 
The private key corresponding to the RN certificate and the root certificate used to verify the UICC certificate shall be stored in the secure environment of the RN platform validated in step E1, and the TLS connection shall terminate there. From the completion of this step onwards, all communication between the USIM-RN and the RN shall be protected by the Secure Channel. The USIM-RN shall not engage in any communication prior to the establishment of the Secure Channel.
NOTE 2:
Certificate use restriction may be made possible e.g. through a suitable name structure, or a particular intermediate CA in the verification path, or policy information terms, e.g. by a suitable object identifier (OID) in the certificate policies extension.

NOTE 3:
ETSI TS 102 484 [29] states in clause 6.2.2: “The UICC may present a self-signed certificate. The terminal or terminal application should temporarily accept such a certificate during the TLS handshake protocol, if it is able to establish by other means (e.g. successful network authentication) that the handshake protocol is conducted with an authentic UICC.” And in the present solution for relay node security, the RN indeed verifies the authenticity of the USIM-RN by means of a successful RN attach procedure. However, the use of a self-signed UICC certificate, or no UICC certificate at all, would weaken network-to-RN authentication in cases where both the interfaces of the RN with the UICC and the network were under the control of an attacker. (Think of a stolen RN in a rogue environment.) Then the RN would happily use any key fed to it over the interface with a fake UICC and use this key in the communication with a fake network. The use of a UICC certificate prevents this threat as no rogue UICC can set up a secure channel with the RN. Hence the RN cannot attach as an RN to a network other than the one of the operator who provisioned the root certificate in the RN. Similar considerations apply when the method in ETSI TS 102 484 [29] in clause 7 “Secured APDU” with TLS handshake is used.

NOTE 4:
It is proposed here that the RN assumes the role of TLS client in line with ETSI TS 102 484 [29], clause 7, on “Secured APDU” with TLS handshake.

NOTE 5:
One may want to limit the lifetime of a secure channel between USIM-RN and RN for security reasons. Suitable counters providing such a limit include a record counter, cf. clause 6.4 of ETSI TS 102 484 [29], or a transaction counter, cf. clause 5 of ETSI TS 102 484 [29]. To disallow the resumption of TLS session, and to enforce a new TLS handshake on each RN attach, the USIM-RN may be configured accordingly, if necessary. Details can be found in stage 3 specifications.
NOTE 6:

Having two USIMs on one UICC is a standard feature available today (but only one USIM can be active at a time in current 3GPP specifications). 

NOTE 7:
The RN could distinguish a USIM-RN from a USIM-INI e.g. by the use of so-called “Application Identifiers (AID)” for UICC applications. 

Phase I: Procedures prior to the RN attach procedure (pre-shared key based case)
E1.
The RN shall perform an autonomous validation of the RN platform.

E2.
The RN platform secure environment and the UICC shall establish a Secure Channel between RN and USIM-RN according to ETSI TS 102 484 [29] clause 7 “Secured APDU” using a pre-shared key. Furthermore, the requirements in Annex D.2.3 on ‘USIM Binding Aspects’ shall apply. 
From the completion of this step onwards, all communication between the USIM-RN and the RN shall be protected by the Secure Channel. The USIM-RN shall not engage in any communication prior to the establishment of the Secure Channel.

E3.

The RN may optionally establish a secure connection to an OAM server. Details can be found in Annex D.2.5. 

E4.

The RN may remain attached to the network if it attached for performing step E3. 

E5.

void 
E6.

void 

NOTE 8:
The use of the pre-shared key variant requires that the RN is configured with this pre-shared key e.g. in the factory, or at the operator’s premises or in the field during RN installation. The corresponding procedures are out of scope of the present document. For the UICC, the regular personalization procedures are expected to apply. 

NOTE 9:
One may want to limit the lifetime of a secure channel between USIM-RN and RN for security reasons. Suitable counters providing such a limit include a record counter, cf. clause 6.4 of ETSI TS 102 484 [29], or a transaction counter, cf. clause 5 of ETSI TS 102 484 [29]. Details can be found in stage 3 specifications.

Phase II: RN attach procedure (pre-shared key case and certificate-based case)
It is required that a secure channel between RN and USIM-RN exists throughout the execution of phase II. 

The RN shall perform the RN attach procedure for EPS as defined in TS 36.300 [30], using the USIM-RN. In addition, the following security-related steps shall be performed:

A1.
If the USIM-RN is not already active the RN shall activate it and shall resume or re-establish the secure channel. In the certificate-based case this resumption or re-establishment shall be done by a new TLS handshake. The RN shall invalidate any EPS security context on the USIM-RN. The RN shall use the IMSI (or a related GUTI) pertaining to the USIM-RN in the RN attach procedure.
NOTE 10:
In the certificate-based case this IMSI differs from the one pertaining to the USIM-INI, therefore the network can distinguish the handling of the two USIMs.
A2.
The MME-RN shall run EPS AKA with the RN and the USIM-RN and shall establish NAS security. The RN shall use only keys in an RN attach procedure that were received from the USIM-RN over the Secure Channel.

A3.
The MME-RN shall check from the RN-specific subscription data received from the HSS that the USIM-RN is permitted for use in RN attach procedures. The MME-RN shall communicate the fact that the attachment is for relay nodes to the DeNB in an extended S1 INITIAL CONTEXT SETUP message. 

A4.
Upon receipt of the extended S1 INITIAL CONTEXT SETUP message the DeNB and the RN shall set up AS security over Un as specified in the present document. Integrity protection for PDCP frames carrying S1 /X2 messages shall be provided. Integrity protection for PDCP frames on Data Radio Bearers over Un carrying other types of data shall be optionally supported. The DeNB shall reject to attach any node as a relay node for which no confirmation has been received from the MME-RN that the attachment is for relay nodes.
The RN start-up is now complete from a security point of view, and UEs can start attaching to the RN.

********************** start of next change **************************
D.2.6
Certificate and subscription handling

This subclause applies only to the certificate-based case.

As described in Annex D.2.2, step E6, the certificate validation client on the UICC verifies the signatures in the RN certificate chain up to the root certificate, but omits the check of revocation status and expiry time. The certificate shall be revoked by barring the associated USIM-RN subscription in the HSS. A certificate validation client on the RN shall check the verification of the signatures in the UICC certificate chain up to the root certificate as well as the expiry time. 
Further considerations on certificate and subscription handling:
By using the one-to-one binding of RN and USIM-RN, a part of the usual certificate handling is replaced by subscription handling, as explained below:

Binding in network: The one-to-one binding of RN and USIM-RN shall be expressed by a one-to-one mapping of the RN identity in any certificate issued to the RN and the IMSI in the USIM-RN. The operator shall maintain a table with this mapping (the “mapping table”).

Binding in UICC: cf. Annex D.2.3.
Lifetime: The mapping table shall also contain a limit on the lifetime of the subscription. When the lifetime of the subscription is exceeded the subscription shall be barred in the HSS. The lifetime does not have to coincide with the lifetime of the certificate. The latter is not checked in the UICC, cf. Annex D.2.2.

RN and UICC Certificate revocation: Whenever an RN or UICC certificate needs to be revoked the operator does not use CRLs or OCSP, but shall retrieve the IMSI associated with the subject name in the certificate and bar the subscription corresponding to the IMSI in the HSS. This implies that no new certificate shall be issued for the same RN or UICC identity from that point onwards.
RN compromise: If the operator has reason to believe that an RN has been compromised the corresponding subscription shall be barred in the HSS. 
RN Certificate renewal: This process may be used as normal as long as the RN identity in the RN certificate remains the same. 
NOTE 1: Certificate renewal with private key change may be useful even if the UICC does not check the expiry time of the certificate as, in this way, the use of the private key can be limited if desired.

RN Certificate expiry:

NOTE 2: As the UICC has no clock it cannot check the expiry time and, hence, the RN could also use an expired certificate in the secure channel set-up. As the certificate is only checked by the UICC for RN platform authentication in the secure channel set-up this is not a problem as long as the corresponding private key has not left the secure environment of the RN. More generally, if there is a risk that it has been compromised the operator will bar the corresponding subscription in the HSS. The use of the certificate is limited by the lifetime of the subscription bound to the RN. However, a UICC can be re-used with a different RN after having been re-configured with a different RN identity.

************************** end of changes **************************
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