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1. Introduction
GBA provides a shared secret to the terminal / UICC and an application server in the network. Today typical consumer applications are web based. TS 33.222 outlines in chapter 5.3 a method how to use GBA with HTTP Digest. A GBA enabled web server can detect whether the web browser is able to perform GBA with HTTP Digest by examining the "User-Agent" header. If "3gpp-gba" product token is present in this header, then the application server is able to perform GBA with HTTP Digest with the web browser in the terminal.

If we look at the methods used today for secure web based service access, they are commonly based on HTML FORM authentication. It works that way, that a web page contains a login page and is downloaded over HTTPS to the user’s web browser. Sometimes this happens over unsecure plain HTTP. This HTTP FORM contains at least the usual username / password fields.
The usage of GBA with the browsers should be done with care. If the risks are not studied carefully, then it may open up new risks. But new vulnerabilities may also open up, if no guidance is given and non-security experts “just make it work” in the browser environment. Hence technical methods have to be given to enable a broad usage, but those should be deployed according to security guidance given.
2. Discussion
There are common threats to usage of credentials with a browser, those threats have to be studied and reviewed in the context of GBA. The generic attacks like:

· Injections

· Cross site scripting (XSS)

· Broken authentication and session management

· Insecure direct object references

· Cross-site request forgery

· Security misconfiguration

· Insecure cryptographic storage

· Failure to restrict URL access

· Insufficient transport layer protection

· Unvalidated redirects and forwards

Need to be investigated and studied for applicability.
In particular, attention should be paid how GBA usage with the very common methods of HTML Forms and Javascript can take place.
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