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1. Introduction
The current TR 33.868 analyses External Interface Security, i.e. security for the interface between the 3GPP network and an external MTC server and has the following editor’s note
Editor’s Note: It is FFS if confidentiality protection is needed.

The external interface should be also confidentiality protected since different kinds of identities may be sent over the interface.
4. pCR

5.10
Key Issue 10 – External Interface Security

5.10.1 

Issue Details

There are two scenarios of MTC devices communication with MTC server(s) illustrated in TS 22.368, MTC Server(s) controlled by the network operator or MTC Server(s) not controlled by the operator. The interface between MTC Server and CN may be over an insecure link. Communication between the MTC Server and the CN for common and specific services (such as MTC Device Triggering, MTC Monitoring) are carried on this insecure link. Attack on the communication between MTC Server and CN may cause false activities either to the MTC Server, MTC Device or to the 3GPP network or privacy sensitive information such as identities may be eavesdropped, which may lead to serious problems.   

5.10.2
Threats

For example the following threats are identified for external interface security:

For MTC Device Triggering:

The network triggers MTC Devices to initiate communication with the MTC Server based on a trigger indication sent from the MTC Server. This will open a chance for an attacker, especially when the MTC server is outside the operator domain.  
The attacker can impersonate the MTC server to send a false trigger indication to the network, and then the network is utilized by the attacker to trigger the corresponding MTC Device(s). This will cause false decision on the MTC device which may lead to the waste of the MTC device’s power consumption and even a DOS attack to the network, as a large number of MTC devices are triggered and required authentication at the same time. Thus the attackers can manipulate this to achieve their attack target. 
The attacker can eavesdrop privacy sensitive information such as MTC device identities on the external interface.
For MTC Monitoring:

In Clause 7.2.8 of TR 22.368 four monitoring events are defined：
· Behavior which is not aligned with activated MTC Feature(s)

· Change in the point of attachment

· Change of the association between the UE and the UICC

· Loss of connectivity.

Upon the detection of the above events, the network provides a warning notification to the MTC Server.  Then the MTC User will execute the appropriate measure according to the detected event. If an attacker impersonates a network to send a fake monitoring warning notification to the MTC Server, the MTC Server can reject to provide service to the MTC device or it will cause wrong decision such as initiating false triggering procedure. 
The attacker can eavesdrop privacy sensitive information such as MTC device identities on the external interface.
5.10.3 

Security requirements  

When the MTC Server is located outside the 3GPP operator domain, the following security requirements apply:
- The 3GPP network and the MTC Server should be able to mutually authenticate each other; 
- The signalling messages between the3GPP network and the MTC Server should be integrity protected ; 
- The signalling messages between the3GPP network and the MTC Server should be confidentiality protected;
- The level of security of the protection should not be lower than in the case when the MTC server is within the operator domain.


Editor’s Note: The specific node in the 3GPP network side of the interface is FFS.
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