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1
Introduction
SIP digest based GBA solution is described in clause 7.2 of TR 33.914. This contribution proposes the following modifications:

- 
Structural modifications. Currently the main description of SIP digest based GBA is under one heading called “SIP Digest Integration to GBA Interworking Description”. New headings are added and some existing headings are renamed to better reflect the content. Evaluation clause is moved to the end.
-
The base description of SIP digest based GBA is separated from Interworking of SIP digest based GBA with other SSO systems. This is done by removing all references to SSO interworking from the base description of SIP digest based GBA and by placing SSO interworking under a new heading.
-
Misplaced text in step 5 is moved under step 6.

-
We believe Editor’s note “Editor’s Note: For the interface between BSF and HSS it needs to be determined if the description should be done here or in TS 24.109” should be removed as the interface should be specified in TS 29.109.
2
Proposal
It is proposed to agree on the pCR below.
3
PCR

7.2 Solution 1 - SIP digest based GBA solution
7.2.1 Solution 1 -–Architecture for SIP Digest based GBA 
In this solution, it is described how SIP Digest authentication can be integrated into Generic Bootstrapping Architecture (GBA) interworking as defined in TS 33.220 [2]. SIP Digest Authentication in Common IMS is a 3GPP-defined profile of HTTP Digest as defined in RFC 2617 [5]. 

The SIP Digest based GBA solution is the extension of the smart card based GBA in TS 33.220. In this solution, SIP Digest credential, such as shared secret or password, is re-used instead of the credentials stored in the SIM, USIM or ISIM for authentication.

In this solution, the function of BSF is extended based on the BSF in TS 33.220 [2]. 
The architecture of non-UICC based GBA solution is described in Figure 7.2-1.
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Figure 7.2-1 architecture of non-UICC based GBA solution

Reference points:

· The Ua and Zn [11] interface could be re-used. The Ua protocol is application specific and it could use HTTPS. The bootstrapping procedure is nearly the same as UICC based GBA in TS 33.220. The mutual authentication between UE and BSF is based on SIP Digest credential and is an extension to the used mechanism in TS 24.109 [12] for the Ub interface. 

· There are two alternatives for BSF to retrieve SD-AV from HSS 

Editor’s Note: The usage of Cx interface and/or the extended Zh interface is for further consideration and need to be provided.

In reference to chapter 5, the SSO Subsystem consists out of the GBA Bootstrapping Server Function (BSF) with SIP digest specific enhancements and the NAF functionality.

NOTE: GBA only provides an shared secret, it is not in itself an authentication mechanism.


7.2.2 SIP Digest based GBA bootstrapping

We assume that the UE contacts the NAF and the NAF indicates to the UE that it should use GBA. The NAF demands that bootstrapping is required and gives an indication as described in subclause 5.2.4 of TS 24.109 [12]. NAF shall indicate to the UE that bootstrapped security association is required by sending an HTTP response with code 401 "Unauthorized" and include the WWW-Authenticate header into the response. In particular, the "realm" attribute shall contain a prefix "3GPP-bootstrapping@", and this shall trigger the UE to run bootstrapping procedure over SSOb interface, which is described below:
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Figure 7.2-2 procedure of non-UICC based GBA solution

Editor’s Note: The figure above is currently only for information and an example flow and for easier visualization of the message flow, the actual message details and the usage of the Cx or Zh interface need to be studied further.

Step 1:

In the initial request from the UE to the BSF, the UE shall include Authorization header containing the IMPI.

Editor’s Note:. Additional protection mechanisms are ffs.

Editor’s Note: It is for further study whether the authorization header should be mandatory.

Step 2:

The BSF requests from the HSS the needed Authentication Vectors.

Editor’s Note: Here we basically have two ways of getting the needed data and potential further data, the choice depends on if the operator has already a BSF deployed for general purposes or if the operator wants to use the SIP Digest authentication in a minimal setting. Choice (a) would use the Cx interface and the choice (b) an extended Zh interface.

Step 3: 

The HSS responds with the requested data to the BSF.

Editor’s note: Usage of GUSS and actual underlying interface protocol need to be added.

Step 4:

In the challenge response from the BSF to the UE, the BSF shall include parameters to WWW-Authenticate header as specified in RFC 2617 [5].

Editor’s note: the modifications to the header need to be studied.
The BSF generate nonce randomly, and sends the challenge to the UE in HTTP 401 Unauthorized response.

Step 5:

When responding to a challenge from the BSF, the UE generates cnonce randomly, and calculates the response by using SIP Digest credential according to RFC 2617. The authentication challenge response is put into the Authorization header and sent back to the BSF in the GET request.

Editor’s Note: Header details for the UE message need to be studied further.
In this message from the BSF to the UE, the BSF shall include bootstrapping transaction identifier (B-TID) and the key lifetime to an XML document in the response payload. The BSF may also include additional server specific data to the XML document.
Step 6:

Upon receiving an integrity protected GET request carrying the authentication challenge response, the BSF checks that the expected response (calculated by the BSF) and matches the received challenge response. If the check is successful then the user has been authenticated and the private user identity is registered in the BSF.

The BSF generates the bootstrapping transaction identifier (B-TID) for the IMPI and stores the tuple <B TID,IMPI,Ks>.

Editor’s Note: Key derivation details for Ks need to be studied.

The BSF calculates rspauth according to RFC 2617 and sends 200 OK response to the UE to indicate the success of the authentication.

Authentication-Info header shall be included into the subsequent response after the BSF concluded that the UE has been authenticated. 

In this message from the BSF to the UE, the BSF shall include bootstrapping transaction identifier (B-TID) and the key lifetime to an XML document in the response payload. The BSF may also include additional server specific data to the XML document.
After successful bootstrapping procedure the UE and the BSF shall contain the key material (Ks) and the B-TID. In addition, BSF shall also contain a set of security specific attributes related to the UE.




7.2.3 
Interworking of SIP digest based GBA with other SSO systems

The approach outlined above for the non-UICC based GBA solution could interwork with existing SSO systems, such as OpenID and Liberty Alliance.

Because the procedure is very similar with the UICC based GBA in TS 33.220 the interworking approaches with Liberty Alliance as described in TR 33.980 and the interworking approaches with OpenID as described in TR 33.924 could be used. 

Editor’s Note: The needed enhancements to TR 33.980 and TR 33.924 for interworking with SIP digest based GBA need to be studied.

The following figures 7.2-3 depict the interworking between non-UICC based GBA, IMS subsystem and Liberty Alliance.
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 Figure 7.2-3 interworking with Liberty Alliance
Editor’s Note: The role of the second NAF in the figure above needs to be clarified.

7.2.4 
Evaluation

The non-UICC based GBA solution has the following advantages:

Editor’s Note: Details to be added.
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