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Abstract of the contribution: This contribution aims to clarify the role of enhanced MMEs in the UTRAN KH study
Discussion 
It was noted in S3-110121 that there is a contradiction between clause 4.1.1 and 4.2 on changes to MMEs within the UTRAN KH study. In clause 4.1.1,  there are the following sentences
“It should be noted that the present TR assumes transparency with respect to IRAT handovers. I.e. this TR aims to provide a solution which is fully compatible with already defined IRAT mobility procedures. Hence, any possible security enhancement in connection to IRAT mobility, associated with the UTRAN key hierarchy, must be implemented in a way that only affects SGSN+ and ME+.”
Whilst the first sentence provides a sensible requirement, i.e. that the proposed solutions in the TR should not require changes to the IRAT behaviour, the last sentence is overly restrictive in automatically ruling out changes in E-UTRAN that might be beneficial additions to a solution. Hence we propose a re-wording of these sentences that is given in the below pCR. 

In addition we propose some changes to the wording at the start of solution 2 to indicate how it is possible to include none, some or all of the E-UTRAN enhancements if solution 2 was selected as the basis for normative work. This wording also notes that the benefit of the E-UTRAN enhancements is to provide the better security without having to run AKA at all inter-system changes (e.g. in UTRAN/GERAN an enhanced security context and in E-UTRAN a security context where KASME is calculated from keys that haven’t been exposed outside the core network). Finally a note from clause 5.2.3.3.1 that becomes redundant is removed.  
It is proposed that SA3 accept the below pCR for inclusion into the TR. 

Proposed pCR

************* FIRST CHANGE ************

4.1.1 UTRAN/E-UTRAN interworking

A system overview and a discussion on requirements and basic ideas for technical solutions on how a key hierarchy can be introduced in UTRAN is provided in this subclause. 
The following high level system model is used.
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Figure 4.1.1-1: System Overview. The figure does not show all possible combinations of involved nodes.
The lines in Figure 4.1.1-1 show the signalling / interworking cases that need to be handled.

Thick solid line: transfer of AVs.

Thin solid line: AKA and security mode command signalling.

Thick dashed line: context transfer and/or transfer of unused AVs. 

Thin dashed line: signalling (AKA, security mode command, AV/context transfer which shall not be affected by the UTRAN KH).

It should be noted that the present TR assumes transparency with respect to IRAT mobility procedures, i.e. this TR aims to provide a solutions which are fully compatible with already defined IRAT mobility procedures. This does not preclude considering changes to IRAT mobility procedures that are beneficial and cause no issues when inter-working with legacy nodes. 
The major issue in the design that is foreseen is how to signal between entities that the new key hierarchy can/shall be used in UTRAN. In particular, SRNS relocation should work with the UTRAN key hierarchy. The required signalling along each of the paths of Figure 4.1.1-1 is the main concern of this document.

************* NEXT CHANGE ************

5.2.1
General

The aim of this solution is to give a method of providing CN and RAN level key separation including fresh RAN keys for each Idle to Active transition. The goals of this solution are to enable these security features in the following manner, such that:

· Only CN nodes need to be upgraded, i.e. no changes to RNC are necessary

· CN nodes can be upgraded one at a time and the security benefit are realised until the UE moves to a non-upgraded CN node

· When the UE moves to a legacy node, the keys that will be used subsequently will not affect the security of previous sessions.

One consequence of the 2nd design feature above is that is possible to have versions of solution 2 where none, some or all of the E-UTRAN related enhancements are specified. The benefit of each of these changes should be analysed before being accepted into a final design that is specified in normative specifications. The benefit of the E-UTRAN enhancements is to provide the better security without having to run AKA at all inter-system changes (e.g. in UTRAN/GERAN an enhanced security context and in E-UTRAN a security context where KASME is calculated from keys that haven’t been exposed outside the core network).
This solution is not intended to preclude the inclusion of RAN  level security enhancements for which IKS and CKS could be used as the base keys.    
************* NEXT CHANGE ************

5.2.3.3.1
General

This following sub-clause covers the changes needed to various procedures to interwork with E-UTRAN to support the enhanced security context. The only significant difference from the intra-UTRAN procedures is during handover to E-UTRAN, the MME signals its capability to the UE in order to inform the UE whether to use the legacy method of generating KASME or to generate KASME from KASMEU.

The other notable functionality is that when an MME+ that is working with a ME+ passes the security context to an SGSN (in both idle mobility and connected mode), the MME calculates a fresh KASMEU and sends COUNT = 0. This mimics the SGSN+ behaviour as far as the target SGSN is concerned. 
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