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1. Introduction 

S3-110200 addressed the security requirements when OMA DM is used for secure MTC devices Configuration.  

This contribution proposes to add an OMA DM profile to satisfy the security requirements. It proposes to use certificate to set up the secure channel between the MTC device and the OMA DM server since the certificate has been used in other case like Selective Disabling of UE Capabilities (see S3-060371).

------------------------------------------pCR---------------------------------------------------------------------------------------

5.11.2
Threats

Editor’s note: further contributions are needed to indentify the threats.

Without security protection, the Management Object will face MitM attack when it’s provisioned to the MTC devices.
-----------------------------next change-------------------------------------------------------------------------
7.x Solutions for MTC devices/UEs Configuration
Editor’s note: further contributions are needed.
Editor’s note: This clause details only the OMA DM approach. It is ffs whether a similar clause for detailing an approach using OTA is needed.
OMA DM security, as specified in [9] and [10], contains a number of options, where some are not needed for the purposes of this document and others are required. OMA DM security is therefore profiled in this section as: 

· The MTC devices/UEs shall have a root certificate to authenticate the DM server. 
· The root certificate needs to be provided to the MTC devices/UEs in a secure manner.
· The root certificate shall be securely stored. 
· The DM server and the MTC devices/UEs shall support and use TLS according to the profile specified in Annex E of TS 33.310 [8].
The MTC devices/UEs shall have a secure real time clock for expiry checking of the DM server certificate. Considering the limited capability of the MTC devices, certificate revocation list (CRL) or OCSP may not be a good choice to verify the validation of the DM server certificate. Thus the DM server certificate shall have a short validity time and be refreshed in time. 
 ================End of Changes===============
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