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********************** start of 1st change **************************
4.3.x
Interface between H(e)NBs
The interface used between two HNBs or between two HeNBs provides a secure tunnel as direct link carrying both the user plane data and the control plane data. The interface is specified as Iurh interface between two HNBs (cf. TS 25.467 [12]) and as X2 interface between two HeNBs (cf. TS 36.300 [27]). It is used during handover between the two base stations connected by this tunnel.
NOTE:
This clause handles the direct connection between two network elements. If the messages between two network elements are routed via the core network using the existing backhaul links to the SeGW(s), then a direct link in the sense of this clause is not necessary.
********************** start of next change **************************
4.4.2
Requirements on H(e)NB

The requirements on the H(e)NB are:

-
The integrity of the H(e)NB shall be validated before any connection into the core network is established.

-
The H(e)NB shall be authenticated by the SeGW based on a globally unique and permanent H(e)NB identity. If the H(e)NB was enrolled to an operator PKI according to clause 8.z of the present document, then the H(e)NB may alternatively be authenticated by the SeGW based on the identity provided by the operator.
- 
The H(e)NB shall authenticate the SeGW.

-
Optionally the hosting party of the H(e)NB may be authenticated by the SeGW.
-
If hosting party authentication is used, the H(e)NB shall shut down its air interface and disconnect from the operator’s core network on removal of the HPM which was used for authentication towards the MNO.
-
The H(e)NB may support the establishment of direct links to other base stations (i.e. HNB to HNB and HeNB to HeNB) as specified in clause 4.3.x. If establishment of direct links is used the H(e)NB shall be enrolled to the operator PKI.
- 
If a direct link to another base station is established, the H(e)NB shall authenticate the other base station based on the identity provided by the operator to the other base station.
- 
If a direct link to another base station is established, the H(e)NB shall be authenticated by the other base station based on the identity provided by the operator to the H(e)NB.
-
The H(e)NB shall establish direct links with other base stations only after establishment of the backhaul link. If the backhaul link is terminated, then also all direct links to other base stations shall be terminated.

-
The H(e)NB shall authenticate the H(e)MS, if the H(e)MS is accessed on the public Internet.

-
The H(e)NB shall be authenticated by the H(e)MS using the same identity as for authentication to the SeGW, if the H(e)MS is accessed on the public Internet.

-
The configuration and the software of the H(e)NB shall only be updated in a secure way, i.e. the integrity of the configuration data including the licensed radio parameters and the integrity of the software updates must be verified.

-
Sensitive data including cryptographic keys, authentication credentials, user information, user plane data and control plane data shall not be accessible at the H(e)NB in plaintext to unauthorized access.

-
The time base of the H(e)NB shall be synchronized to the core network.

-
The location of the H(e)NB shall be reliably transferred to the network.

-
The H(e)NB shall be capable of filtering unauthenticated traffic received from the access network. Operator policy shall control which types of unauthenticated traffic are filtered.
-
The H(e)NB shall implement a mechanism to shut down the air interface within a certain time period after the connection between H(e)NB and the rest of the operator network went out of service. This time period and the usage of the mechanism shall be configurable by the operator.

-
All security requirements of the eNB secure environment of TS 33.401 [21] clause 5.3 shall apply to the HeNB. Security measures to establish this secure environment shall be assured by the TrE (subclause 5.1.2) where they fall under the capability of the TrE.

********************** start of next change **************************
4.4.y
Requirements on the Direct Link between H(e)NBs
The support of direct links between two H(e)NBs as specified in clause 4.3.x is optional.

The requirements on this direct link between base stations shall follow the requirements for the backhaul link as given in clause 4.4.5 with the following addition:
-
Transport mode IPsec is optional for implementation on the direct link
-
Usage of the security procedures on the direct links shall be configurable by the operator.

********************** start of next change **************************
5.2
Device Mutual Authentication

The device mutual authentication is mandatory for H(e)NB. 
Device mutual authentication shall be performed using certificates. The H(e)NB’s credentials and critical security functions for device authentication shall be protected inside a TrE.

The device mutual authentication shall be securely bound to device integrity validation. This procedure, when successful, leads to mutual authentication between the H(e)NB and the SeGW.
The certificate-based device authentication shall have the following parts:

-
The H(e)NB shall be provisioned with a device certificate. This device certificate allows the authentication of the H(e)NB by the SeGW (and thus the operator network). The device certificate shall be provided by a CA trusted by the operator, e.g. the CA of the operator, the manufacturer or the vendor of the H(e)NB, or by another party trusted by the operator.

-
The SeGW shall be configured with a certificate. This certificate allows the authentication of the SeGW by H(e)NB. The certificate shall be provided by an operator trusted CA. 
-
A Fully Qualified Domain Name (FQDN) formatted identifier shall be used for certificate based authentication of the H(e)NB and of the SeGW. For the H(e)NB this FQDN shall be globally unique for device certificates provided by the vendor. If no DNS is available for resolution of the FQDN of the SeGW, then the IP address of SeGW shall be used as identifier. 
-
The H(e)NB may check the revocation status of certificates using OCSP.

-
The SeGW may check the revocation status of certificates using CRLs or OCSP.
********************** start of next change **************************
7.1
Device Validation

The H(e)NB shall support a device validation method where the device implicitly indicates its validity to the SeGW or H(e)MS by successful execution of device authentication. To achieve this, the following requirement applies:

-
If the device integrity check according to clause 6.1 failed, the TrE shall not give access to the sensitive functions using the private key needed for H(e)NB device authentication with the SeGW.

-
The CA issuing the H(e)NB device certificate need to be trusted by the manufacturer or vendor of the H(e)NB, whoever of both is responsible for the device integrity of the H(e)NB.

NOTE 1:
This trust in the CA issuing the device certificate is in addition to the requirements given in clause 5.2.

NOTE 2:
If the H(e)NB is enrolled to an operator PKI, and the operator device certificate is used during authentication, then also such successful authentication towards SeGW or other network elements includes the indication of successful device validation. This transitive trust is possible, as the enrolment takes place based on the vendor device certificate. This transition of trust must be considered by the operator.
********************** start of next change **************************
7.2.2
SeGW and Device Mutual Authentication Procedure

Device authentication shall be performed using IKEv2 with public key signature based authentication with certificates, as specified in TS 33.210 [9]. The H(e)NB device shall authenticate itself to the SeGW with a certificate based on the globally unique and permanent H(e)NB identity, signed by an operator authorized entity, or alternatively based on the operator-provided device identity in case the H(e)NB is enrolled to the operator PKI. The SeGW shall authenticate itself to the H(e)NB using a certificate signed by an operator trusted CA. The H(e)NB shall verify the SeGW identity by checking the subjectAltName field of the SeGW certificate against the name of the SeGW used by the H(e)NB to connect to the SeGW.

NOTE 1:
 If DNS is available, the SeGW’s name is the FQDN used to resolve its IP address; otherwise it is the IP address of the SeGW.

The H(e)NB may check the revocation status of the SeGW certificate using OCSP as specified in [22] and [23] with the exception that the SHA-1 and SHA-256 hash functions shall be mandatory to support. For security reasons, the use of SHA-1 is not recommended for newly created OCSP responses. If the profile in [23] is used, support for WAP specific protocols is not required, and the provisions on certificates and signatures given in TS 33.310 [7], clause 6.1, shall be followed.

NOTE 1a:
It is likely that in a future 3GPP release, OCSP responses which use SHA-1 as the hash algorithm will be prohibited. 

Support for OCSP is optional for the operator network. The H(e)NB should support OCSP.

NOTE 2:
It is strongly recommended to support OCSP in the H(e)NB, as this feature may become mandatory for H(e)NB in future releases.

The OCSP communication between H(e)NB and OCSP server may use the in-band signaling of certificate revocation status in IKEv2 according to RFC 4806 [24], through which the SeGW can include an OCSP response within IKEv2. Support for this extension to IKEv2 in H(e)NB and SeGW is optional.

The SeGW may check the revocation status of the H(e)NB certificate using CRLs according to TS 33.310 [7] or OCSP as specified in [22] and [23] with the exception that the SHA-1 and SHA-256 hash functions shall be mandatory to support. For security reasons, the use of SHA-1 is not recommended for newly created CRLs and OCSP responses. If the profile in [23] is used, support for WAP specific protocols is not required, and the provisions on certificates and signatures given in TS 33.310 [7], clause 6.1, shall be followed.

NOTE 2a:
It is likely that in a future 3GPP release, CRLs and OCSP responses which use SHA-1 as the hash algorithm will be prohibited.
NOTE 2b: Methods for securely updating the device certificate remotely are handled in the present document only for the case when enrolment to an operator PKI is supported and used. If it is not possible to update the device certificate, the certificate lifetime needs to exceed the expected lifetime of the H(e)NB.
The SeGW shall implement support for either CRL checking or OCSP or both.  The locations of the CRL Server and OCSP Responder may be in the operator's network or provided by the manufacturer/vendor.  Neither the operator nor the manufacturer is required to provide a CRL Server or an OCSP Responder.  For the case when the operator provides a CRL Server or OCSP Responder, the manufacturer shall forward revocation data to the operator.  The interface to forward revocation data is out of scope of the present document.
If the H(e)NB certificate contains CRL or OCSP server information (cf. sub-clause 7.2.5.2), then the SeGW may contact this server for revocation information.

NOTE 3:
A CRL or OCSP server located at manufacturer of H(e)NB allows distribution of revocation information by the manufacturer directly. To use such revocation information, normally the SeGW needs a CRL or OCSP client capable to reach the public Internet to contact these servers.
Validity check of H(e)NB certificates in SeGW shall be configurable by the operator, i.e. whether to use CRLs, OCSP or both and whether to use operator CRL or OCSP server, manufacturer CRL or OCSP server, or more than one of them.

The H(e)NB’s TrE shall be used to provide the following critical security functions supporting the IKEv2 and certificate processes:.
-
The H(e)NB’s identity shall be stored in the TrE and shall not be modifiable.

-
The H(e)NB’s private key shall be stored in the TrE and shall not be exposed outside of the TrE.

-
The root certificate used to verify the signatures on the SeGW certificate shall be stored in the H(e)NB’s TrE and shall be writable by authorized access only. The verification process for signatures shall be performed by the H(e)NB’s TrE.

-
The H(e)NB’s TrE shall be used to compute the AUTH payload used during the IKE_AUTH request message exchanges.

NOTE 4:
Autonomous validation is performed during secure start-up and performs validation of the H(e)NB. As IKEv2 allows the inclusion of information data into Notify Payload, information regarding the trustworthy state of the H(e)NB may be carried in the Notify Payload (see Annex A.1) during IKEv2 procedures from the H(e)NB to the SeGW. Notify Payload within IKEv2's IKE_AUTH message is protected by IKEv2 SK and AUTH.  In addition, the Notify Payload, as constructed by the TrE, should include a nonce and should be cryptographically signed by the TrE.

********************** start of next change **************************
7.2.5.2.1
IKEv2 Entity Certificates

The H(e)NB and SeGW certificates shall both conform to the requirements set out in clauses 6.1.1 and 6.1.3 of TS 33.310 [7] with the following additions and exceptions:

-
The H(e)NB certificate shall be signed by an entity that is authorized by the operator, e.g. the manufacturer or the vendor. In addition, the entity signing the H(e)NB certificate shall be authorized by the manufacturer or vendor.
-
The H(e)NB certificate shall carry the HNB unique identity in FQDN format, as specified in TS 23.003 [8], in the subjectAltName. This identity shall be the same as the identity in the IDi payload of the first IKE_AUTH request.
-
If the manufacturer or vendor provides a CRL or OCSP server, the H(e)NB certificate shall carry the CRL distribution point as specified in TS 33.310 [7] or the OCSP server information (AIA extension) as specified in RFC5280 [26] and RFC 2560 [22].

NOTE: Server information for CRL and/or OCSP servers deployed in operator network may be configured in SeGW.
-
If the operator provides an OCSP server, the SeGW certificate shall carry the OCSP server information as specified in RFC 2560 [22]. This OCSP server information is not mandatory, if OCSP extension according to RFC 4806 [24] is used.
-
If the H(e)NB is enrolled to an operator PKI, the H(e)NB certificate issued by the operator CA and the H(e)NB device identity assigned by the operator may follow clause 6.1.3b of TS 33.310 [7] without additions and exceptions.

********************** start of next change **************************
8.3.2.2
Device Validation

The H(e)NB shall support a device validation method whereby the device implicitly indicates its validity to the H(e)MS by successful execution of device authentication. To achieve this, the following requirement applies:

-
If the device integrity check according to clause 6.1 failed, the TrE shall not give access to the sensitive functions using the private key needed for H(e)NB device authentication with the H(e)MS.
-
The CA issuing the H(e)NB device certificate need to be trusted by the manufacturer or vendor of the H(e)NB, whoever of both is responsible for the device integrity of the H(e)NB.

NOTE 1:
This trust in the CA issuing the device certificate is in addition to the requirements given in clause 5.2.
NOTE 2:
If the H(e)NB is enrolled to an operator PKI, and the operator device certificate is used during authentication, then also such successful authentication towards SeGW or other network elements includes the indication of successful device validation. This transitive trust is possible, as the enrolment takes place based on the vendor device certificate. This transition of trust must be considered by the operator.
********************** start of next change **************************
8.3.3.1 
TLS entity certificates

The H(e)NB and H(e)MS certificates for use with TLS shall both conform to the requirements set out in clauses 6.1.1 and 6.1.3a of TS 33.310 [7] with the following additions and exceptions:

-
The H(e)NB certificate shall be signed by an entity that is authorized by the operator, e.g. the manufacturer or the vendor. In addition, the entity signing the H(e)NB certificate shall be authorized by the manufacturer or vendor.
-
The H(e)NB certificate shall carry the HNB unique identity in FQDN format, as specified in TS 23.003 [8], in both the subjectAltName extension of type dNSName and in the common name field.
-
If the manufacturer or vendor provides a CRL or OCSP server, the H(e)NB certificate shall carry the CRL distribution point as specified in TS 33.310 [7] or the OCSP server information (AIA extension) as specified in RFC 5280 [26] and RFC 2560 [22].

NOTE 1: Server information for CRL and/or OCSP servers deployed in operator network may be configured in H(e)MS.
· The H(e)MS certificate shall carry the identity of the H(e)MS in FQDN format in both the subjectAltName extension of type dNSName and in the common name field.

NOTE 2: The reason for carrying the identities in the common name field is compatibility.
-
If an OCSP server is provided for the H(e)MS certificates, the H(e)MS certificate shall carry the OCSP server information as specified in RFC 2560 [22]. This OCSP server information is not mandatory, if OCSP extension to TLS according to RFC 4366 [25] is used.

NOTE 3:
In general, it is possible to use a TLS client certificate in accordance with this specification also for IKEv2, if key exchange algorithm and used key length for both TLS and IKEv2 are chosen identically. 
NOTE 4:
Methods for securely updating the TLS client certificate remotely are handled in the present document only for the case when enrolment to an operator PKI is supported and used. If it is not possible to update the TLS client certificate, the certificate lifetime needs to exceed the expected lifetime of the H(e)NB.
-
If the H(e)NB is enrolled to an operator PKI, the H(e)NB certificate issued by the operator CA and the H(e)NB device identity assigned by the operator may follow clause 6.1.3a of TS 33.310 [7] without additions and exceptions.

********************** start of next change **************************
8.3.4
TR-069 protocol profile

For the management of the H(e)NB by the H(e)MS, the CPE WAN Management Protocol TR-069 [15] shall be used with the following restrictions and extensions:

-
The TLS profile specified in TS 33.310 [7], Annex E, shall apply.

-
Shared-secret-based authentication between H(e)NB acting as CPE and H(e)MS acting as ACS shall not be allowed. Only certificate-based authentication shall be allowed.

-
The use of TLS to transport the CPE WAN Management Protocol shall be mandatory in case that the H(e)MS is accessible on public internet or when TLS is used within the IPsec tunnel.

-
The H(e)MS URI shall be specified as an HTTPS URL in case that the H(e)MS is accessible on public internet or when TLS is used within the IPsec tunnel.

-
Ciphersuites with RC4 shall not be used. The support of TLS cipher suite RSA_WITH_RC4_128_SHA shall not be mandatory
-
The H(e)NB acting as CPE shall not be obliged to wait until it has accurate absolute time before it contacts the H(e)MS acting as ACS.

NOTE 1:
The term "absolute time" refers to UTC and its use is consistent with its definition and use in the sections on "Use of SSL/TLS and TCP and on Data Types" in TR-069 [15].

-
If the H(e)NB contacts the H(e)MS without having the accurate absolute time, it shall not ignore components of the H(e)MS certificate related to absolute time, e.g. not-valid-before and not-valid-after certificate restrictions, but use the local clock set according to the procedure on restoration of power specified in clause 6.3.1 of the present document.

-
The support for H(e)NB authentication using client-side (CPE side) certificates shall be mandatory.

-
The H(e)NB acting as CPE shall be authenticated to the H(e)MS by the H(e)NB identity contained in the H(e)NB certificate in case that mutual authentication between H(e)NB and H(e)MS is performed. The exact format of the TLS client certificate is specified in clause 8.3.3.1.

********************** start of next change **************************
8.z
Enrolment of H(e)NB to an Operator PKI

8.z.1
General

For certain use cases it is advantageous to authenticate the H(e)NB with a device identity and a device certificate issued by the operator. For such cases an automatic enrolment of H(e)NBs to an operator PKI is specified based on device authentication using a vendor device certificate.
Support and usage of enrolment of a H(e)NB to an operator PKI is optional.

If the establishment of direct links between H(e)NBs according to clause 4.3.x is is supported, then support of enrolment according to the clause 8.z is mandatory.

8.z.2
Enrolment Procedure

The enrolment procedure to an operator PKI shall follow clause 9 of TS 33.310 [7] with the following additions and exceptions:

-
The H(e)NB shall be pre-provisioned with the operator root CA certificate before the start of the procedure specified in clause 9 of TS 33.310 [7].

NOTE 1:
The operator root CA certificate may be provisioned e.g. by pre-provisioning by the manufacturer/vendor or by a management procedure from a H(e)MS accessed using a vendor device certificate.

-
The vendor device certificate used for enrolment (and the certificate chain up to the root certificate of the vendor certificate) shall either follow the rules given in clause 9.4 of TS 33.310 [7] or the rules given in clause 7.2.5.2 of the present document.

NOTE 2:
The enrolment procedure may take place with a RA/CA accessible on the public Internet or via a SeGW with a RA/CA accessible on the MNO Intranet. In the latter case the SeGW has to accept a vendor device certificate for enrolment connection, even if the operator device certificate may be used later by the SeGW on establishment of the operational backhaul link.

8.z.3
Certificate Validation
If enrolment to an operator PKI is supported, the H(e)NB may check the revocation status of certificates using CRLs according to TS 33.310 [7].

NOTE:
Certificate validation using CRLs is the normal method specified in TS 33.310 [7] in conjunction with operator-provided certificates. Thus all H(e)NBs supporting operator PKI enrolment should also support CRLs.

********************** start of next change **************************
xx
Security Procedures for Direct Interfaces between Base Stations
xx.1
General
For all security features specified in the clause xx the usage of operator certificates is required. Thus in the context of the clause xx the support of enrolment according to clause 8.z of the present document is mandatory.
xx.2
Direct Link between two H(e)NBs
The security procedures specified in this subclause apply to the Iurh interface between two HNBs as specified in TS 25.467 [12] and the X2 interface between two HeNBs as specified in TS 36.300 [27].
The security procedures specified in this subclause are mandatory to support if direct links for Iurh or X2 interfaces as specified in clause 4.3.x of the present document are supported. The usage of the security procedures shall depend on operator policy.
NOTE 1:
In particular in enterprise deployment case, the operator may consider the enterprise IP infrastructure as trustworthy, and may waive the usage the security procedures.

The security procedures on the direct link between two H(e)NBs shall follow the procedure given in clauses 7.2 and 7.4 of the present document. The H(e)NB both as IKEv2 initiator and responder shall perform the handling of the certificate of the other party in the same way as the handling of the SeGW certificate given in clause 7.2.2.
NOTE 2:
According to clause 4.4.y, transport mode is optional to implement (in addition to mandatory implementation of tunnel mode).

NOTE 3:
The usage of OCSP in-band signaling of certificate revocation status in IKEv2 according to RFC 4806 [24] (cf. clause 7.2.2) may not be applicable, as in this case the responding H(e)NB would have to contact the OCSP server,
NOTE 4:
CRL or OCSP messages may be carried within the backhaul link between H(e)NB and SeGW.

NOTE 5:
Allocation of remote (i.e. inner) IP addresses (cf. clause 7.4) during IKEv2 is not relevant for the establishment of the direct link.
*********************** end of changes ***************************
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