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1
Introduction
It is desirable to reuse the standardized solutions in TS 33.328 also for other types of media such as SIP MESSAGE. The body in SIP MESSAGE contains MIME encoded data. Secure/Multipurpose Internet Mail Extensions (S/MIME), defined in IETF RFC 5751, is a standard for encryption and signing of MIME encoded data. S/MIME uses Cryptographic Message Syntax (CMS), defined in IETF RFC 5652, to cryptographically protect MIME entities. But while S/MIME provides pre-shared key encryption (enveloped-data), it does not provide pre-shared key authentication (authenticated-data). 

To protect SIP MESSAGE with keys from MIKEY-TICKET, new registrations in the prot type registry are needed (see S3-110458), and it needs to be defined how to use CMS’s authenticated-data to protect MIME encoded data.
2
Proposal
It is proposed that the annex defining pre-shared key MIME protection is approved.

3
PCR

*** BEGIN CHANGES ***
2
References

[yy]
IETF RFC 5751: "Secure/Multipurpose Internet Mail Extensions (S/MIME) Version 3.2 Message Specification"
[zz]
IETF RFC 5652: "Cryptographic Message Syntax (CMS)"

*** NEXT CHANGE ***
Annex Y (normative):
Pre-Shared Key MIME Protection

Y.1
Design Considerations

Secure/Multipurpose Internet Mail Extensions (S/MIME), defined in IETF RFC 5751 [yy], is a standard for encryption and signing of MIME encoded data. S/MIME uses Cryptographic Message Syntax (CMS), defined in IETF RFC 5652 [zz], to cryptographically protect MIME entities. But while S/MIME provides pre-shared key encryption (enveloped-data), it does not provide pre-shared key authentication (authenticated-data). Pre-shared key protection of MIME encoded data could for example be designed in the following ways:

· Using S/MIME with smime-type=enveloped-data and define how a message authentication code is transported outside of S/MIME.

· Extending S/MIME by defining smime-type=authenticated-data (this would likely require an IETF RFC).

· Defining a new protocol X/MIME which works almost like S/MIME but allows xmime-type=authenticated-data.

Y.2
Pre-Shared Key MIME Protection
This clause defines Pre-Shared Key MIME protection.

Editor’s note: The protocol specification is ffs. 

*** END OF CHANGES ***
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