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1. Introduction

In S3-110030, Nokia and NSN discussed the analogy between the SIP-Digest SSO and HTTP Digest, and analyzed the so-called GBA_H protocol (HTTP Digest Over TLS Bootstrapping), introduced by CableLabs (http://www.cablelabs.com/specifications/PKT-SP-33.220-I03-070925.pdf), which uses HTTP Digest over TLS, to elicit potential security vulnerabilities of the current SIP-Digest SSO methods discussed in TR 33.914.  
In S3-110030, Nokia and NSN further suggested that although the use of TLS protection offered a ‘basic protection against a simple MitM’ attack,  it still ‘leaves open some vulnerabilities for an potential attacker’ who ‘runs a TLS session with the BSF and interacts with the UE via HTTP outside of the TLS tunnel’ and is capable of mounting an ‘MitM-in-tunneled-authentication’ attack, and cited a 2003 Nokia Research paper N. Asokan, V. Niemi, K. Nyberg (http://asokan.org/asokan/research/mitm.html) (to be referred to [Asokan, Niemi, Nyberg] hereon). The mechanism of such an attack was summarized in S3-110030 as:
· The MitM attacker, which could be a corrupted server or an additionally installed server, or a IMS S-CSCF impersonator, runs a TLS session with the BSF and interacts with the UE via HTPT outside of the TLS tunnel

· The MitM attacker then tricks the UE into communicating with another attacker residing outside of the TLS tunnel and to use there HTTP-Digest. 

· The user could be tricked (e.g. by e-mail, social engineering, etc) to contact the MitM server requiring the user to run HTTP Digest 
Observing also that ‘users tend to re-use their passwords for different purposes’, Nokia and NSN maintained that the aforementioned MitM-in-tunnelled-authentication should be taken seriously and also that the same vulnerability applied to APP_SSO SIP digest approaches currently in TR 33.914. Further, as a remedy, Nokia and NSN proposed that it may be necessary to modify existing browser implementations for extracting the TLS master key. 
Taking cues from the HTTP Digest over TLS approach from the GBA_H protocol, InterDigital proposes an alternative and more efficient technique whereby an outer authentication protocol established by the TLS tunnel is bound with the inner authentication established through the GBA process. More specifically the proposed alternative binds a derived shared secret key between the UE and the BSF (denoted Ksip-digest) with the TLS tunnel master session key. In this fashion the BSF is assured that the (non-BSF) entity with which it authenticates is the same for both the inner and outer protocols. This is not established by GBA_H.
By binding the formation of the outer protocol (TLS tunnel authentication) with the inner protocol (HTTP Digest authentication), our proposal provides for a secure implementation of GBA in the context of SIP-Digest, and does so in a way that avoids the use of the additional network functionality required by the “binding agent” previously suggested in [Asokan, Niemi, Nyberg] in the context of “explicit authentication”, thereby gaining efficiency in terms of securing the Ua interface, over the method sketched in the paper.   

2. pCR

The following pCR part is against S3-110206, the current draft of the 3GPP TR 33.914 “Single Sign On Application Security for Common IMS—based on SIP Digest”. The pCR part proposes a new section 7.2.X for our proposed new solution. Because the entire content of the pCR part is new to the TR, we did not use the TrackChange marks below. 
**************************** start of the change *****************************

7.2.X The Use of Protocol Binding for SIP Digest Over TLS to Prevent MitM Attacks

The solution described in this section assumes the same architectural framework given in figure 7.2-1. The new solution improves upon the solution depicted in Figure 7.2-1 in two aspects:

1. The solution uses TLS as an underlying security protocol for SIP Digest, providing basic protection against simple MitM attacker. 

2. The solution further uses binding between the TLS tunnel and the SIP digest protocol, thereby providing protection against man-in-the-middle (MitM) attackers by preventing such an attacker from running a TLS session with the BSF and interacting with the UE via HTTP outside of the TLS tunnel.  
The new solution, which is a non-UICC based (SIP Digest) protocol on top of a TLS tunnel, employs a generic form of GBA based on the solution provided in TS 33.220. The binding solution makes explicit use of the shared SIP Digest credentials between the network and the UE. As a result of the binding between the TLS and SIP-Digest, this solution prevents a MitM attacker from taking advantage of the dual authentication aspects of the protocol. The following Figure 7.2.X and the step-wise description below the figure explain the protocol flow of the new solution. 
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 Figure 7.2-X procedure of non-UICC based GBA solution, using TLS and binding to SIP-Digest
The proposed binding solution is illustrated in Fig. 7.2-X above and described as follows:

1. The UE starts the bootstrapping procedure by initiating a TLS session with the BSF. The UE and BSF. The UE authenticates the BSF by the certificate presented by the BSF. The BSF does not require authentication from the UE at this point.
2. Following the establishment of the TLS tunnel the UE sends an HTTP Request message (which includes  the IMPI) to the  BSF.
3. The BSF requests an authentication vector (AV) from the HSS.
4. The HSS sends the AV to the BSF.
5. The BSF sends the UE an authentication challenge in a HTTP 401 Unauthorized response. This challenge includes a www-authenticate header (constructed according to RFC 1750) and a randomly generated nonce.
6. The UE calculates a cnonce and generates an HTTP request message which is calculated according RFC 2617. While calculating this response, the UE also generates a SIP-Digest response session key, denoted Ksip-digest, from the SIP Digest credential, H(A1), and cnonce. The UE then generates a message authentication code (MAC) value Bres using both the TLS tunnel session key and Ksip-digest as inputs for the MAC algorithm. This binds the TLS tunnel authentication with the SIP-Digest authentication within GBA. 
7. Both the SIP-Digest authentication challenge response and Bres are sent back to the BSF as part of the Authorization header in a GET request message. The Get request message is integrity protected using the key Ksip-digest.

NOTE:  Bres may be calculated by the same algorithm as the authentication response, however with different input parameters. 

8. The BSF receives the GET request which contains the authentication challenge response and checks that the expected response, i.e., the integrity value which is to be calculated by the BSF, matches the integrity value of the received challenge response. The BSF calculates Ksip-digest from the SIP-Digest credential H(A1) it already has from the AV and the cnonce received from the GET request. The BSF then checks Bres against its own, computed expected value (called XBres). It can do so because it now knows both keys (Ksip-digest and the TLS tunnel session key) used in the calculation of Bres. If the received Bres matches XBres, and the received authentication challenge response integrity value matches its expected integrity value the BSF determines that the UE has been authenticated and also assures itself that, because of the binding effect verified from the matching of the Bres and XBres, the entity (UE) that was authenticated in the formation of the tunnel is the same entity it (the BSF) just authenticated in the GBA aspect of the protocol. If these checks are successful, the user is considered authenticated and the user's private user identity is registered to the BSF. 
9. The BSF indicates to the UE the successful authentication of the user by sending the UE a 200 OK response which includes B-TID, Ks_lifetime, and rspauth (generated according to RFC 2617).
10. The UE and the BSF both derive Ks_NAF using Ks.  Ks_NAF is then used to secure the Ua reference point

Note: it is assumed that the application specific key for security over the Ua reference point is derived, at least in part, from a bootstrapped key via GBA (for example Ks_NAF). The binding is still effective if Ks_NAF is derived from both Ksip-digest and the session key established during the formation of the TLS tunnel. Thus Ks_NAF is shared only between the UE and the network. It is not available to any MitM.

**************************** end of the change *****************************
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