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Abstract of the contribution: 
This contribution proposes the possible solution to guarantee e2e security for SRVCC scenario.
1 Introducation

This contribution is a following contribution of S3-110430; this pCR aims to solve the Editor’s Note in 6.2 and provides a possible solution according to support e2e security of SRVCC.
2 Proposal
It is proposed that the following content is approved for inclusion in the TR on Extended IMS media plane security features.

***** Start of first change *****
6.2
Use case description
If a UE requires protected communication, after the SRVCC procedure, the media still needs to be protected, and the security should not be degraded after the handover. In this scenario, end-to-end security requirement needs to be always satisfied. 

6.3
Solution(s)
To maintain end-to-end security when SRVCC happens, and considering impacting the current network deployment and network element as little as possible, the following solution is proposed.

The general idea is that, when secure communication is required, the encrypted media stream, i.e. the SRTP stream is considered as the user data in CS domain, which will be transparently transmitted over the CS network. The enhanced MSC, eMSC, determines the communication is a secure session, either by an indication during the signalling exchange or by analysing the received media stream. 

Note: How the eMSC is informed by the indication of a secure communication is FFS.

eMSC is responsible for the protocol conversion. It decapsulates CS data to get the SRTP stream, then does encapsulation again over UDP/IP and sends the packet over IP bearer to UE B. For UE B, in aspect of handling the secure communication, it doesn’t see any difference before and after the SRVCC. The session key materials generated/negotiated based on the IMS media plane security mechanisms before the SRVCC procedure will still be used after the SRVCC procedure. Thus, the e2e security can be guaranteed for this scenario. 

***** End of changes *****
