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Abstract of the contribution: Analyze how source DeNB learns about the KeNB used in source RN if intra-cell HO has occurred in source RN.
1. Introduction

As confirmed by RAN2, all handover scenarioes listed in 8.7.1, TR33.816 should be considered. And security handling for UE handover from/to relay was included in 8.7.2, TR33.816 in last SA3 meeting. However, there remains one issue to be solved, e.g. how source DeNB learns about the KeNB that is used to calculate the key material for the target after RN has performed intra-cell HO or key-change-on-the-fly.This contribution gives some consideration on the issue. 
2. Analysis
The DeNB’s proxy function for all S1/X2 messages terminating in the RN enables it to obtain the security parameters used to update the keys during handover procedure. While backward security is not affected, one-hop forward security is achieved by RN if the DeNB is responsible for caculating the keys for target cell and cells for establishment.And in this case the target DeNB shall locally keep the (NCC, NH) pair received from MME but not forward them to the target RN during X2 handover. This way, during the next HO procedure, the source RN (which is the target RN now) is not aware of the keys derived for the target node. 
After the attach procedure, the MME transfers the KeNB to RN through the DeNB. At this point the DeNB knows the KeNB of RN. Also, during the HO procedure the DeNB can obtain the key of the RN through the proxy capability described above.

If the RN performs intra-cell HO or key-change-on-the-fly, the RN shall refer to the horizontal key derivation defined in 7.2.8.1.1，33.401 because there is no fresh (NCC, NH) in the RN. In this case, the KeNB will change while the associated NCC is not increased. The source DeNB may assume that the KeNB used in the source RN has changed according to the associated NCC transferred to the DeNB in the handover request message if there is fresh (NCC, NH) in the DeNB. The DeNB will regard its local (NCC, NH) pair as fresh parameters if the received NCC in the handover request message is lower than the locally stored NCC.
If the source DeNB finds that the NCC in the handover request message is equal to the locally kept NCC, it will not know whether the local KeNB kept for the RN is the same as the KeNB used in the RN, due to the possibility that intra-cell HO may have performed in the RN for the UE.

The source RN may transfer the current used KeNB to the source DeNB in the handover request message, the source DeNB can ignore the received KeNB if it finds fresh (NCC, NH) locally and use the fresh NH to derive KeNB* for target node(s).Otherwise the source DeNB will use the received KeNB to derive KeNB* for target node(s).
From security perspective, it may be acceptable that the KeNB used in the source RN is known by source DeNB even if the HO ultimately fails due to the fact that the proxy function in the DeNB allows it has knowledge of sensitive information of the RN (e.g. locally kept KeNB, NCC, NH, etc.).
3. Proposal

From above analysis, we propose that SA3 adopts the proposals and the CR S3-110418. 
Proposal 1: The source RN should transfer the current used KeNB to the source DeNB during handover;
Proposal 2: The target DeNB shall keep the received (NCC, NH) locally and not forward to the target RN during X2 HO;
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