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6 Preventive Measures

Preventive measures can be regarded as measures that prevent a malicious user from initiating SPIT/UC at all while reactive measures try to protect the SPIT/UC victim if the SPIT/UC has already been initiated. Therefore preventive measures are the first line of defense against SPIT/UC and are well suited to at least significantly diminish the SPIT/UC problem, before it arises. They can be split into

· non-technical prevention measures like legislation or contractual agreements and

· technical prevention measures like the reliable identification of the originating communication source

6.1 Non-Technical Prevention Measures

Non-technical prevention measures are mainly on the level of

· legislation that may be and usually is country- or region-specific

· contractual agreements between operators and their customers

· contractual agreements between different operators, called Service Level Agreements (SLAs)

Legislation

The preventive effect of legislation is that it illegalizes activities like SPIT/UC and inflicts a penalty on individuals that contravene the corresponding law. In a specific country (e.g. Germany) or a specific region (e.g. Europe, especially EU) with a coherent legislation this may be a powerful countermeasure, if the identity of the SPITter can be verified.

Although SPIT/UC related legislation is already available for a number of countries – among a significant part of OECD countries – it differs unfortunately in the definition of SPIT/UC, in the definition of SPIT/UC concerned communication services and in the handling of SPIT/UC suspicious or SPIT/UC identified communication. This scattered SPIT/UC legislation landscape with different SPIT/UC prevention approaches complicates the verification and the penalization of SPITters and opens also legal grey-zones in cross-border communication while it achieves a consistent protection in the corresponding country or the corresponding region where the law is valid.

As an example for this problem look at the consent achievement whether a communication is SPIT/UC or not. In one region (e.g. EU) a SPIT/UC prevention law determines the Opt-In principle where the initiator of a bulk UC communication (e.g. advertisement) has to prove that the recipient has explicitly given consent. In another region (e.g. US) another SPIT/UC prevention law determines the Opt-Out principle with the consequence that the initiator is allowed to perform the same bulk UC communication without consent of the recipient if there is an easy possibility to get deleted from the address list in order to stop further nuisance in a timely manner. While each law is consistent in the corresponding region, these two different principles are unfortunately mutually exclusive in EU ↔ US communication and open therefore a legal grey-zone.

Therefore it would be helpful to define as well a set of rules regulating the legal aspects of cross-border communication.

Contractual agreements between operators and their customers

Contractual agreements between operators and their customers can have a similar preventive effect as legislation. Any individual wishing to use the services of an operator has to enter into a contract with the corresponding operator. There the operator can specify the terms of use and the consequences if the customer defies the agreed contractual agreements. In contrast to legislation the consequences are now not generally defined by a law but only specifically by an operator. The potential customer has the possibility to either accept the contractual agreements or to choose an operator with less strict terms of use.

The terms of use may control the behavior of a customer by certain parameters like for example the number of calls per time interval, the number of international calls per time interval or the total duration of international calls per time interval. Additionally the operator can restrict the usage of its services to ‘only private and non-commercial’ and rate calls contravening these conditions another price making misuse by SPITters unattractive. In worst case, if the operator identifies a specific customer as a permanent source of malicious usage, the operator may reserve the right to terminate the contract with this user.

However with the rising of VoIP and with the interconnection of the currently existing VoIP islands it is no longer guaranteed that all VoIP users will have a contract with an operator at all. Nevertheless it is interesting to see that today also well-known VoIP providers that offer free communication over the Internet behave operator-like (charging of small fees; terms of use restricting the capabilities of a user), if they connect to existing PSTN networks. But even the contracts of the different operators may differ in their conditions so that the trust into an operator may range from high to low.

On the other hand these varying levels of trust give trusted operators also the opportunity to differentiate from their competitors. Today it is not clear whether the majority of users is willing to accept a large number of nuisances like SPIT/UC for the benefit of a lower price. Therefore the trust level of the operator will perhaps also have consequences for a differentiation between the kinds of customers joining the network: ‘normal’ customers may perhaps accept an additional charge for a network, almost clean of nuisances like SPIT/UC, while customers with a restricted budget and happy with ‘trying out new things’ may choose an operator with lower price and lower trust level. But trusted operators carry then the responsibility to which other operator networks they connect under which terms to protect their own network against external nuisances. This is usually regulated by contractual agreements between different operators, usually called Service Level Agreements (SLAs; see next sub-section).

Generally even the non-operator centric part of the VoIP community in IETF acknowledges in RFC 5039, section 3.13 that today’s operator controlled networks experience relatively little SPIT/UC and takes this as proof that this kind of arrangement can work.

Contractual agreements between different operators (SLAs)

Operator networks face two kinds of major interfaces, one towards their customers and one towards peering operator networks. While the last sub-section has illustrated the possibilities to tackle the SPIT/UC problem in the own operator’s network, this section deals with the protection of the operator network against SPIT/UC traffic originating from peering operator networks. The protection is achieved by bilateral contractual agreements between the peering operators, usually called SLAs.

These SLAs may for example specify the amount of allowed nuisance originating from the peering network, countermeasures to identify and stop malicious sources in the peering network, thresholds for SPIT/UC attacks where the operator is allowed to block the complete traffic of its peering counterpart or compensatory payments if the SLAs are violated.

The preventive effect of these SLAs is that they delegate responsibility towards the peering operator and regulate the consequences if the peering operator doesn’t live up to this responsibility. SLAs have turned out to be a powerful means for operators to maintaincontrol over their network and the connected customers. They are widely adopted, e.g. in the telco and the ISP area and are therefore well suited as a preventive measure suppressing the generation of SPIT/UC as far as possible.

6.2 Technical Prevention Measures

The by far most important technical prevention measure is the reliable identification of the communication source. The preventive effect is that the communication source is no longer able to act anonymously and, as a consequence, can therefore be held responsible for actions like e.g. the sending of SPIT/UC. 

The effectiveness of reliable identification is underlined by RFC 5039, section 4. RFC 5039 sees the reliable identification of the communication source as the key enabler to make reactive SPIT/UC measures work. The key role of reliable identification is also accentuated in various sections of 3GPP TR 33.937.

This item is discussed in more detail in clause 7.1.2 of this TR. There the already widely adopted mechanism of ‘P-Asserted Identity’ is proposed as an agreed identity mechanism for interworking between VoIP operators mutually trusting each other. Additionally the definition of a new optional signaling element allowing VoIP operators to reliably convey rich information related to SPIT/UC is discussed as a long term solution.

This section shows that a reliable identification mechanism is the indispensible prerequisite to enable reactive SPIT/UC measures like filtering or SPIT/UC scores at all.
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