3GPP TSG-SA3 (Security)
S3-110409
SA3#63, 11-15 Apr 2011; Chengdu, China


Source:
Nokia Corporation, Nokia Siemens Networks
Title:
Pseudo CR to TR 33.829: Impact of Communications Diversion (CDIV) on peer identification
Document for:
Discussion and approval 

Agenda Item:
8.3 Extended IMS Media Plane Security Features
Work Item / Release:
Study on Extended IMS Media Plane Security Features / Rel.11
1. Introduction 
This contribution proposes to add to TR 33.mps a description of the impact of Communications Diversion (CDIV) on the identification of communication peers.
2. Proposal 

We propose to modify TR 33.mps as follows (changes marked with MS-Word revision marks):


9.2
Use cases and requirements
In CDIV scenarios, the diverted communication should still be protected with the required security level. In such cases, a call usually terminates in a phone registered by a user other than the intended receiver; the caller cannot know whether a call will be diverted when the caller makes the call. What the caller knows is just the identity of the intended user.

For secure communication, assurance about the identity of the communication peer is important. When communications diversion is possible, a calling user cannot always be sure whether a session will be established to the intended callee or to another user (to which the call has been diverted to). Depending on the subscription options selected by the called user, the calling user may or may not be notified about diversion of a call (by receiving a response 181 - call is being forwarded).

A user calling another user with the goal to establish a media session with e2e media security may want to make sure that the session is established with the called user rather than with some other user, to which the call may have been diverted. 

If no indication of the call being forwarded is received, a way to find out whether the call has been diverted is to check the response on the INVITE for a P-Asserted-Identity header field containing the public identity of the answering IMS user. However, such a header field may or may not be present. (If the Privacy SIP header is set to "id" in the response, the P-Asserted-Identity header is removed in the terminating network. This may happen if a supplementary service such as Terminating Identity Restriction is used by the called subscriber - see TS 24.608 for details.)

If a P-Asserted-Identity is given and matches the called identity, the calling user knows that the call is established as intended. Otherwise, the calling user either knows which other user he will be connected to (namely when the call has been diverted and the P-Asserted-Identity of the diverted-to user is presented to the caller), or the caller knows that the call has been diverted without knowing to whom, or the caller only gets the information that the identity of the terminating user is unknown.









