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1.
Introduction

3GPP has recently agreed a work item on security aspects of the Public Warning System (PWS) (SP-110223). This work will involve considering signature algorithms and key management schemes which can make use of the timestamp and digital signature fields that are defined in current 3GPP Earthquake and Tsunami Warning System (ETWS) specifications. The work will also look at extending such authentication mechanisms for ETWS and for other types of Public Warning Systems (PWS) that are standardised by 3GPP.

In this paper we discuss options for distributing public keys which may be used to verify signatures appended to warning messages in ETWS and in PWS in general.
2.
Requirements

Whilst it is vital to provide authentication of warning messages distributed over broadcast channels to protect against spoofed messages which may cause confusion and panic, it is critically important that the authentication solution is robust against errors so that genuine (potentially lifesaving) messages do not get rejected due to some error in the network or in the authentication mechanism itself.

The space available in broadcast warning messages for security information might be quite limited. For example, in the current ETWS specifications, the security information is limited to 51 bytes (7 bytes timestamp plus 43 bytes signature). Solutions should therefore be designed to take into account message size constraints.
There are also constraints and requirements due to the need to process warning messages quickly in the UE. For example, in ETWS the primary notification must be delivered within 4 seconds.

3.
Limitations of certificate-based approaches
For any signature-based authentication solution, the verifying party needs to obtain an authentic copy of the signer’s public key, and be assured that the key has not been revoked. The classic way to achieve this goal is to use Public Key Infrastructure (PKI) to create, distribute, manage and revoke public key certificates. However, a certificate-based approach has a number of disadvantages when used to protect warning messages:

· Ensuring that the correct root keys are configured on UEs to ensure that warning messages can be authenticated even when roaming is non trivial:
· A solution based on a single root CA has the challenge of determining who would run such a CA. It would also create a single point of failure.

· A solution involving pre-configuration of the appropriate regional or national CA certificates on UEs would have huge logistical challenges and would be error prone.

· A solution based on cross-certification between regional or national CAs would also have huge logistical challenges and would be error prone.
· The need to process certificate chains when verifying certificates creates the following challenges:
· It would be error prone and could result in genuine messages being rejected.
· It could be time consuming and cause difficulties meeting delay targets.
· Any need or desire to to distribute certificates, certificate chains, or certificate revocation lists to UEs within the warning messages themselves may result in the length constraints of such messages being exceeded. 

· The need to check the revocation status of certificates may critically depend on the availability of revocation services which if unavailable could result in the inability to process genuine messages. Revocation checking may also add delay.
· The need for a reliable time source to verify certificate validity and certificate revocation validity may be difficult to achieve in all situations, and could lead to rejection of genuine messages due to time synchronisation problems.

4.
An alternative approach
Because of the limitations of PKI solutions, we suggest an alternative approach based on public signature verification keys being distributed over a secure point-to-point channel while the UE is network registered. With this approach, each serving network operator is responsible for distributing the correct key for the correct region to all UEs registered on its network. The serving network is also responsible for ensuring that key updates are communicated to all users. For simplicity it is assumed that the same key pair can be used across the entire coverage area of a serving network, and that there is no need to use separate key pairs for regions within a serving network’s coverage area. According to this approach, distribution of the public keys could be handled as follows:

· In response to each successful location area, routing area or tracking area update, the serving network provides the identity of the current public key and optionally the identity of next public key. If the UE notices that it does not have the current and/or the next public key, it immediately requests the missing keys from the network, and the keys are distributed as described below. If no key identities are provided by the serving network during location area, routing area or tracking area update it means that the network has deactivated warning message signature verification. Subsequently the UE shall ignore the signature fields of warning messages until signature verification is activated again by adding key identities during location area, routing area or tracking area update. 

· When the UE needs to request the current or next public key from the network, this is done using a Layer 3 signalling procedure over a secure point-to-point channel. As well as distributing the public key to the UE, the network shall also provide a complete security context consisting of at least the following:
· The public key to be used to authenticate warning messages.
· An identifier for the public key.
· An identifier for the signature verification algorithm to be used with that key.
· The response to each successful location area, routing area or tracking area update (that contains either the public key identities when PWS authentication is activated, or the absence of public key identities when PWS authentication is deactivated), as well as the public key request and response messages shall be protected as follows:

· LTE: The messages shall be integrity protected between the UE and MME using the UE’s NAS security context.
· 3G: The messages shall be integrity protected channel between the UE and RNC using the UE’s RRC security context.

· GSM: The messages shall be protected between the UE and BTS (CS domain) and between the UE and SGSN (PS domain) using an enhanced GSM/GPRS security context for the UE (more details in section 6).

An alternative approach would be to use Generic Bootstrapping Architecture (GBA) as defined in 3GPP TS 33.220 to establish the secure channel for distributing this information, but this approach was not pursued as it was considered preferable to integrate the mechanism tightly with network attach procedures. A further alternative would be to use SIM OTA to distribute public keys, but this approach does not easily support the ability for roaming users to verify warning messages.
· The warning message security context is stored in the UE. For the UE’s home network, and optionally for visited networks, the UE should store the security context in non-volatile memory.

· When the UE fetches the next public key, it always keeps the current public key until the serving network indicates that the next public key has become the current public key in the response to a successful location area, routing area or tracking area update.

· When a UE receives a warning message, it first attempts to authenticate it using the current public key; if this is unsuccessful it tries the next public key if available. Alternatively, the warning message could include a key identifier if space permits.
· A timestamp is not included in the warning message (see section 5 for a discussion on replay protection).

· Public keys shall be changed much less frequently than the frequency of typical location, routing and tracking area updates. This is to ensure that UEs will receive new keys before they are taken into use.
· A serving network should periodically send test warning messages on the broadcast channel. These messages are verified according to the above rules, but are not notified to the user as warning messages. If the verification of the warning message fails, the UE will refresh its public key store immediately after the next network location area, routing area or tracking area update. The UE reports the success or failure of the verification of both test and non-test warning message to the serving network during its next public key request. The serving network could use this information to detect key distribution errors or malicious attacks. 
5.
Analysis 

· Replay protection: Replay attacks may occur across both time and space. For example, whilst maliciously replaying the same message in the same area at a later time may be harmful, replaying a message from one area in a different area may also be harmful. With the suggested scheme, timestamps are not used to avoid the need for the UE to have a reliable time source, and to avoid errors due to loss of time synchronisation. Instead, a limited form of replay protection can be achieved by updating the public key soon after a warning message, or series of related warning messages, have been transmitted. Although public keys cannot be updated more frequently than the frequency of typical location, routing and tracking area updates, this may still offer an acceptable level of protection against replay attacks providing genuine warning messages are sent relatively rarely. 

· Length of key identifier: The key identifier should be long enough to allow the UE to reliably identify whether or not it has a copy of the current public key even when it has not been attached to the network for a long time. On the other hand, the key identifier should not take up too much space in the location area, routing area and tracking area accept messages. If we consider an extreme case where public keys would be updated once a day, and the UE is powered off for 256 days, then a key identifier of 8 bits would be sufficient. As the key would be allowed to wrap around, there is a small chance that a UE that has been disconnected from the network for a long time may not recognise that a new key has been published because the identifier of the new key matches the identifier of the old key. The UE would recover from this situation when either the new key is taken into use, or when the verification of the test warning message fails, whichever happens sooner. 
6.
Enhanced GSM/GPRS security context 

The suggested mechanism relies on a secure point-to-point channel to distribute the public key to the UE. Whilst such a channel exists in LTE and 3G due to mandatory use of integrity protection on the radio interface, such a secure channel does not currently exist in GSM or GPRS due to the fact that integrity protection is not supported and ciphering, while supported, is optional. As a consequence, enhancements to the GSM/GPRS security context would be needed. We consider two possible approaches:

1. Mandatory ciphering for distribution of warning message public keys

The existing GSM ciphering mechanism could be used to protect the distribution of the public keys. 

2. Introduction of new integrity protection mechanism for GSM and GPRS

Here the existing cipher mode procedure could be enhanced to add the possibility to enable integrity protection, and an integrity protection mechanism could be specified. The public keys would then be protected using the new integrity protection mechanism. 
Approach (1) is simpler to introduce, but offers a relatively low level of security because it relies on stream ciphering rather than dedicated integrity protection to protect the public key. Security is also relatively low because a false base station that wishes to spoof warning messages could force the use of the weakest ciphering algorithm available on the UE in order to distribute a fake public key to the UE. However, in practice such attacks would be quite difficult to launch, and the mechanism may still provide a sufficient level of protection against spoofing of harmful warning messages on the broadcast channel. 
Unfortunately approach (1) has the disadvantage that it would not work properly in networks which which are not permitted to use GSM/GPRS encryption. A solution for that situation could be to allow the public key to be received by the UE over the unencrypted point-to-point channel. Whilst such a solution would be vulnerable to a false base station attack, it would still offer better security than a solution where the signature on the warning message is simply ignored. This is because distributing the fake public key point-to-point is more difficult than simply sending a fake warning message on the broadcast channel. With approach (1), it has to be decided how terminals would behave in the event that the public key is sent over an unencrypted point-to-point channel, e.g. ignore warning, display warning, or display warning with notification about lack of full authentication. Consideration should be given to default UE behaviour, and whether the end user should be given the ability to change the UE behaviour using device settings.
Approach (2) offers much better security but has a bigger impact on terminals and network infrastructure. It would also have the advantage that the integrity protection mechanism could be reused to introduce protection against false base station and bidding down attacks into GSM/GPRS. In addition, it would work in networks which are not permitted to use GSM/GPRS encryption.
If it is agreed to introduce protection against false base station and bidding down attacks in GSM/GPRS into the same 3GPP release as the authenticated warning messages solution, then approach (2) seems favourable, otherwise approach (1) seems preferable.
7.
Variants

7.1
Broadcast of public key identifiers and security contexts
The following optimisations could be considered:

· Rather than including the current (and optionally also the next) key identifier in every LA/RA/TA update response, the serving network could broadcast that information. An authenticated activation/deactivation flag would still be needed in the LA/RA/TA update response in order to securely activate and deactivate PWS message authentication, but this approach would still reduce the amount of PWS security information that needs to be sent in every LA/RA/TA update response.

· When a UE needs a new public key and associated information, rather than sending all the information point to point, the serving network could broadcast it, and just send an authenticated hash point to point. 

7.2
Distribution of root keys

Instead of distributing the public keys used for verifying warning messages, the above methods could be used to securely distribute root keys of a certificate-based warning message PKI. This would provide the benefits of a PKI approach, such as the ability to delegate signing ability to multiple entities without exposing the top-level private key, whilst avoiding the need to establish a globally trusted root CA and avoiding the complexity of cross-certification between disparate warning system PKIs.
8.
Proposal

We propose that SA3 study the certificate-less mechanism described in this document as a possible solution for securing warning messages. It is recognised that further study is needed to assess the security of the suggested mechanism, and to assess whether it is sufficiently robust against errors to sufficiently reduce the risk that genuine messages would be not be successfully verified. The impact of the solution on other 3GPP working groups should be investigated and liaison with the impacted groups should be started soon to ensure that PWS work item timescales can be met.
