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Abstract of the contribution: Analyze the algorithm selection and activation requirements on Un interface.
1. Introduction

PDCP protection shall be used for SRBs and all DRBs over Un if the security is enabled for the DRB. This contribution gives some considerations for data protection details on Un interface, e.g. algorithm selection and activation associated with the security requirements. 
2. Analysis
There are three types of data on Un interface, which are RRC messages, S1/X2-AP messages and S1/X2 user plane data.According to RN security requirements, integrity protection and confidential protection for DRBs of user plane data are optional, due to capacity and efficiency considerations. 
To support the optional integrity and confidentiality protection of user plan data, the security activation procedure needs to provide flexibility to enable/disable integrity protection and confidential protection for DRBs of user plane data. Furthermore, because integrity and confidentiality can be individually signalled to be on or off, an indicator may be appropriate.
According to legacy EPS security mechanism, the algorithms are independently selected for data on radio interface and for data on backhaul. As for Un interface, data of DRB is transmitted on wireless backhaul and data of SRB is on radio interface. How to select algorithms for the two types of data shall be considered.

The security requirements for data of DRBs on Un interface are as follows:

· The integrity protection for S1/X2 control plane traffic between RN and DeNB shall be at least the same strength as curremt EPS architecture;

· The confidential protection for the S1/X2 user plane traffic over the Un should provide protection as same as the user plane on Uu interface。

To fulfil above requirements with simplified mechanism, the same integrity algorithm and same confidential algorithm should be selected for all types of data transmitted on Un interface，though legacy EPS security allows independent selection for data on radio interface and backhaul.  Certainly there is no foreseeable security justification to select different algorithms. 
3. Proposal

From above analysis, we propose that SA3 adopts the following proposals and the CR S3-110358. 
Proposal 1:  Integrity protection and confidential protection for data of DRBs are separately indicated during the security activation procedure.
Proposal 2: An indicator is used to indicate integrity or confidentiality is turned on.
Proposal 3: The same integrity algorithm and same encryption algorithm are selected for all types of data transmitted on Un interface, which includes RRC messages, S1/X2-AP messages and S1/X2 user plane data.
