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Abstract of the contribution: This contribution analyses the binding of UICC and RN. 
1. Introduction
Binding of RN and UICC in the relay security solution is not described clearly. This contribution provides some analysis, additional details and clarification of the binding between RN and UICC.
2. Analysis

In the relay security solution, there shall be a one-to-one association between the USIM-RN and the RN.

In the pre-shared key case, this one-to-one association is ensured by the fact that the key pre-shared between the USIM-RN and the RN shall not be available in any other entity. So the one-to-one PSK can ensure the binding of RN and UICC.
In the certificate-based case, the bindging of RN-ID and USIM-RN IMSI shall be pre-established in the UICC. Before the phase II attachment, the UICC shall verify the RN-ID in the RN certificate during the establishment of secure channel. The RN-ID may be some kind of identity related to the operator certificate, which is embedded into the operator certificate by RA/CA during RN’s certificate enrolment according to TS33.401.Therfore, the RN-ID in the UICC is pre-established before the RN can obtain the actual RN-ID generated by RA/CA. How to synchronize the binding between UICC and RA/CA is not clear. So we need to analyse this issue and then detail the binding of RN and UICC. 
Two alternatives are provided as follows: 
Alternative 1: Binding USIM-RN to an RN 
During RN certificate enrolment, RN will use its vendor certificate to exchange the operator certificate, and the RN-ID of the operator certificate may come from the vendor cerficate ID. The vendor certificate is pre-installed into the RN in the factory, which is before the RN deployment. The operator can obtain the vendor cerficate ID and generate corresponding operator certificate ID, which is provided to the UICC producer and then associated with USIM-RN IMSI in the UICC.

As the operator certificate ID is fixed before the RA/CA issues the operator certificate, the operator shall configure the derivation of operator certificate ID from vendor cerficate ID in the RA/CA. In this way the actural RN-ID in the operator certificate will synchronize with the RN-ID in the UICC.
In this alternative, the binding is between a UICC and a real RN entity. 
Alternative 2: Binding USIM-RN to an RN-ID
The operator randomly generates the RN-ID and records the mapping of the RN-ID and the USIM-RN IMSI. The RA/CA shall be configured with the binding table of the UICC and specific RN_ID. When issuing the operatoe certificate, the RA/CA shall look up the binding table and find the appropriate RN_ID, which is actually the operator certificate ID. 
In this way, the RA/CA synchronizes the binding of USIM_RN IMSI and RN-ID with the UICC. 
Two detailed cases may exist for the binding table:
1. One is that RA/CA shall maintain a “binding table” which has a one-to-one binding of RN-ID, IMSI of USIM-INI and IMSI of USIM-RN.
In this case, the RN shall forward the USIM-INI IMSI to the CA/RA. 

2. The other one is that RN transmits IMSI of USIM-RN to RA/CA and now the “binding table” in the RA/CA can be the binding of RN-ID and USIM-RN. 
In this alternative, the USIM-RN is actually bound with a RN ID other than a RN entity. The RN-ID is generated by RA/CA and issued to RN through RN certificate enrolment procedure. The RN-ID has no relationship with RN entity before the certificate is issued to the RN, and RN-ID can be assigned to any RN entity by RA/CA.  However, once the certificate is issued to the RN, the binding of the USIM IMSI and specific RN is fixed.
Some problems may exist:

1. It will increase cost and complication for RA/CA to maintain a “mapping table”. 
2. In the second case, it may need to transmit IMSI of USIM-RN to RA/CA during RN initial attachment through some new messages in the CMPv2 between RN and RA/CA.
3. Proposals
According to the above analysis, we propose the binding method of USIM-RN to an RN as the detailed binding for relay security and propose SA3 to agree the CR S3-110352.
