
3GPP TSG SA WG3 (Security) meeting #63
S3-110307
Chengdu, China, 11-15 April 2011                                                  
 
Source:
Alcatel-Lucent, AT&T, Vodafone, Alcatel-Lucent Shanghai Bell
Title:
A way forward for the treatment of the newly discovered vulnerability due to undefined H(e)NB Identity binding to H(e)NB-GW
Document for:
Discussion and Approval 
Agenda Item:
7.8 Security Aspects of Home (e)NodeB
Abstract: This paper presents a way forward for the treatment of the newly discovered vulnerability with the current security architecture of H(e)NB.  It proposes that the described vulnerability be shared with 3GPP  architecture working groups (RAN3 and SA2) in order to decide for appropriate changes in the H(e)NB architecture.
1. Background

The security architecture specified in TS 33.320 provides for strong authentication of a H(e)NB at the SeGW.  However, once the IPsec tunnel is established, the H(e)NB registers with the H(e)NB-GW, and there is no authentication information present in the registration message.  Consequently, an attacker can establish the IPsec tunnel using the correct credentials, but can thereafter register with the H(e)NB-GW using a falsified identity.  At present, there is no mechanism specified in 3GPP standards which will detect such an attack.

The H(e)NB-GW function includes the requirement that it perform access control for non-CSG UEs.  This intention of this check was to limit eavesdropping and masquerade attacks performed using a compromised H(e)NB to members of the Access Control List (ACL) of that H(e)NB. However, if an attacker can spoof the identity of an H(e)NB to the H(e)NB-GW, then the ACL check is circumvented.  This means that the attacker can impersonate another subscriber’s H(e)NB and can then eavesdrop or masquerade calls from this other subscriber’s ACL.  Therefore, the attacker can potentially eavesdrop on, or masquerade as, any user who belongs to any ACL at all (provided the attacker can discover the corresponding H(e)NB Identity).

Such an attack scenario becomes most aggravated when an attacker masquarades as an open (no CSG) H(e)NB to the H(e)NB-GW thereby gaining access to an unspecified number of attached UEs.

For example, suppose a celebrity has an H(e)NB and the H(e)NB Identity is known to a journalist with a compromised H(e)NB.  This journalist can impersonate the celebrity’s H(e)NB when registering their compromised H(e)NB with the H(e)NB-GW and can then subsequently eavesdrop on any call which they are able to capture (e.g. in an open area using a directional antenna on the compromised H(e)NB).  

The findings of the paragraphs above were presented at the SA3#62 meeitng in Ljubljana in S3-110051. A few delegates, while acknowledging the finding as legitimate, were resisting any proposal to solve the vulnerability. The main reason for that they stated that this vulnerability is possible because TRE in the current specification protects only limited H(e)NB functionality. As such many other attacks would be possible if an adversary has access to the unprotected parts of H(e)NB. SA3#62 decided to study this vulnerability further.
2. Discussion
While “holistically” solving this vulnerability would require extending TRE to the whole H(e)NB, such blanket solution could prove itself too complex and prohibitive to the deployment in today’s operators’ networks. Furthermore, even if it becomes feasible and cost effective to implement the entire H(e)NB inside a TRE, we still cannot rule out that vulnerabilities are discovered which cannot easily be identified or remotely patched. For these reasons opportunities should be taken to implement controls at the network side to limit the risk exposure, reduce the incentive to tamper with an H(e)NB, and to provide defence-in-depth. 

It was the defence-in-depth principle that led SA3 to to request (approximately 2 years ago) that the RAN groups add a second access control enforcement point in the H(e)NB GW. In order to ensure the effectiveness of this enforcement point a H(e)NB binding solution is needed at the H(e)NB GW to address the vulnerability identified in S3-110051. Whilst proprietary solutions could be deployed to achieve this binding, we believe standardised solutions are preferable to ensure interoperability between the SeGW, AAA and H(e)NB GW.

Even with no access control enforcement in the H(e)NB GW, a tampered closed mode H(e)NB that routes traffic for UEs that are not on the ACL, could be detected based on analysis of call records and other retained data. However, it is much more preferable to prevent such attacks before they occur rather than detect them after the event.

Note that this same defence-in-depth principle leads to the need to implement firewalling, filtering and rate limiting at the network side to protect against tampered H(e)NBs launching DoS attacks against the core network. However, such controls do not need to be standardised.
Of course any controls at the network side to protect against tampered H(e)NBs do need to be cost effective. However, we believe that the H(e)NB binding can be achieved with relatively low complexity and cost e.g. based on the solution suggested in S3-110051. If there are genuine concerns about the cost effectiveness of the solution, then the solution could be standardised but left as optional to use.
3. Recommended way forward
It is our understanding based on the SA3 Terms of Reference that SA3 has to communicate to the architectural groups (RAN3 and SA2) its findings with regards to the newly discovered vulnerability in H(e)NB deployments. This vulnerability has to be communicated in an LS. It is recommended but not necessary to include the solution outlined in the S3-110051.
4. Conclusion
It is proposed that SA3 review the vulnerability and agree the way forward outlined in this discussion paper.

