
3GPP TSG-SA3 (Security)
S3-110187
SA3#62, 24-28 January; Ljubljana, Slovenia
revision of S3-1101145
	CR-Form-v9.7

	CHANGE REQUEST

	

	(

	33.401
	CR
	439
	(

rev
	1
	(

Current version:
	9.6.0
	(


	

	For HELP on using this form look at the pop-up text over the (
 symbols. Comprehensive instructions on how to use this form can be found at http://www.3gpp.org/specs/CR.htm.

	


	Proposed change affects:
(

	UICC apps(

	
	ME
	
	Radio Access Network
	X
	Core Network
	X


	

	Title:
(

	Providing relay node security by enhancing the E-UTRAN authentication

	
	

	Source to WG:
(

	Qualcomm Incorporated

	Source to TSG:
(

	SA3

	
	

	Work item code:
(

	LTE_RELAY-SEC
	
	Date: (

	25/01/2011

	
	
	
	
	

	Category:
(

	B
	
	Release: (

	Rel-10

	
	Use one of the following categories:
F  (correction)
A  (corresponds to a correction in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
R99
(Release 1999)
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)
Rel-7
(Release 7)
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)

	
	

	Reason for change:
(

	Relay Nodes require changes to the standard UE procedures in order to provide the necessary security     

	
	

	Summary of change:
(

	The CR adds a method of enhancing the AKA procedures in order to provide an enhanced authentication based on both the subscription on the USIM and a key held in the Relay Node     

	
	

	Consequences if 
(

not approved:
	

	
	

	Clauses affected:
(

	2, 3.1, 3.3, 4, 5.1.0 (new), 5.1.3.1, 5.1.4.1, 5.1.4.2, 6.0 (new), 6.2, 7.0 (new), 7.2.2, 7.2.4.1, 7.2.4.2.1 , 7.2.9.1, 7.3.2 (new), Clause X (new), Annex A.7, Annex A.Y(new), Annex A.(Y+1) (new), Annex Y, Annex Z

	
	

	
	Y
	N
	
	

	Other specs
(

	Y
	
	 Other core specifications
(

	TS 24.301, TS 24.008, TS 23.003, TS 29.274, TS 36.331, TS 36.323

	affected:
	
	N
	 Test specifications
	

	
	
	N
	 O&M Specifications
	

	
	

	Other comments:
(

	


************** FIRST CHANGE ***************

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 23.401: "General Packet Radio Service (GPRS) enhancements for Evolved Universal Terrestrial Radio Access Network (E-UTRAN) access".

[3]
3GPP TS 23.003: "Numbering, addressing and identification".

[4]
3GPP TS 33.102: "3G security; Security architecture".

[5]
3GPP TS 33.210: "3G security; Network Domain Security (NDS); IP network layer security".

[6]
3GPP TS 33.310: "Network Domain Security (NDS); Authentication Framework (AF)".

[7]
IETF RFC 4303: "IP Encapsulating Security Payload (ESP)".

[8]
3GPP TS 33.220: "Generic Authentication Architecture (GAA); Generic bootstrapping architecture".

[9]
3GPP TS 24.301: "Non-Access-Stratum (NAS) protocol for Evolved Packet System (EPS); Stage 3".

[10] – [11]
Void.

[12]

3GPP TS 36.323: "Evolved Universal Terrestrial Radio Access (E-UTRA); Packet Data Convergence Protocol (PDCP) specification"

[13]
3GPP TS 31.102: "Characteristics of the Universal Subscriber Identity Module (USIM) application".

[14]
3GPP TS 35.215: "Confidentiality and Integrity Algorithms UEA2 & UIA2; Document 1: UEA2    and UIA2 specifications"
[15]
NIST: "Advanced Encryption Standard (AES) (FIPS PUB 197) "

[16]
NIST Special Publication 800-38A (2001): "Recommendation for Block Cipher Modes of Operation".

[17]
NIST Special Publication 800-38B (2001): "Recommendation for Block Cipher Modes of Operation: The CMAC Mode for Authentication".
[18] – [20]
Void.

[21]
3GPP TS 36.331:"Evolved Universal Terrestrial Radio Access (E-UTRA) Radio Resource Control (RRC); Protocol specification".

[22]
3GPP TS 23.216: "Single Radio Voice Call Continuity (SRVCC); Stage 2".

[23]
3GPP TS 22.101: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Service aspects; Service principles".

[24]
3GPP TS 25.331: "3rd Generation Partnership Project; Technical Specification Group Radio Access Network; Radio Resource Control (RRC); Protocol Specification ".

[25]
3GPP TS 44.060: "3rd Generation Partnership Project; Technical Specification Group GSM/EDGE Radio Access Network; General Packet Radio Service (GPRS); Mobile Station (MS) - Base Station System (BSS) interface; Radio Link Control/Medium Access Control (RLC/MAC) protocol.

[26]
3GPP TS 23.122: "3rd Generation Partnership Project; Technical Specification Group Core Network and Terminals; Non-Access-Stratum (NAS) functions related to Mobile Station (MS) in idle mode".
[27]
3GPP TS 33.320: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Security of Home Node B (HNB) / Home evolved Node B (HeNB)"
[aa]
3GPP TS 36.300: "3rd Generation Partnership Project; Technical Specification Group Radio Access Network; Evolved Universal Terrestrial Radio Access (E-UTRA) and Evolved Universal Terrestrial Radio Access Network (E-UTRAN); Overall description; Stage 2"
[bb]
NIST Special Publication 800-56B: " Recommendation for Pair-Wise Key Establishment Schemes Using Integer Factorization Cryptography", August 2009.
************** NEXT CHANGE ***************
3.3
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

AES
Advanced Encryption Standard

AK
Anonymity Key

AKA
Authentication and Key Agreement

AMF
Authentication Management Field

AN
Access Network

AS
Access Stratum
AUTN
Authentication token

AV
Authentication Vector

ASME
Access Security Management Entity

Cell-ID
Cell Identity as used in TS 36.331 [21]

CK
Cipher Key

CKSN
Cipher Key Sequence Number

C-RNTI
Cell RNTI as used in TS 36.331 [21]
DeNB
Donor eNB
DoS
Denial of Service

EARFCN-DL
E-UTRA Absolute Radio Frequency Channel Number-Down Link

ECM
EPS Connection Management
EEA
EPS Encryption Algorithm

EIA
EPS Integrity Algorithm
eKSI
Key Set Identifier in E-UTRAN 

EMM
EPS Mobility Management

eNB
Evolved Node-B

EPC
Evolved Packet Core

EPS
Evolved Packet System

EPS-AV
EPS authentication vector

E-UTRAN
Evolved UTRAN

GERAN
GSM EDGE Radio Access Network

GUTI
Globally Unique Temporary Identity

HE
Home Environment

HFN
Hyper Frame Number

HO
Hand Over

HSS
Home Subscriber Server

IK
Integrity Key

IKE
Internet Key Exchange

IMEI
International Mobile Station Equipment Identity
IMEISV
International Mobile Station Equipment Identity and Software Version number
IMSI
International Mobile Subscriber Identity

IRAT
Inter-Radio Access Technology

ISR
Idle Mode Signaling Reduction

KDF
Key Derivation Function

KSI
Key Set Identifier

LSB
Least Significant Bit

LSM
Limited Service Mode

MAC-I
Message Authentication Code for Integrity (terminology of TS36.323 [12])

MACT
Message Authentication Code T used in AES CMAC calculation

ME
Mobile Equipment

MME
Mobility Management Entity
MME-RN
MME serving a RN
MS
Mobile Station

MSC
Mobile Switching Center

MSIN
Mobile Station Identification Number
NAS
Non Access Stratum

NAS-MAC
Message Authentication Code for NAS for Integrity (called MAC in TS24.301 [9])

NCC
Next hop Chaining Counter

NH
Next Hop
PCI
Physical Cell Identity as used in TS 36.331 [21]

PLMN
Public Land Mobile Network

PRNG
Pseudo Random Number Generator

P-TMSI
Packet- Temporary Mobile Subscriber Identity

PDCP
Packet Data Convergence Protocol

RAND
RANDom number

RAU
Routing Area Update
RN
Relay Node
RRC
Radio Resource Control

SGSN
Serving GPRS Support Node

SIM
Subscriber Identity Module

SMC
Security Mode Command

SN
Serving Network

SN id
Serving Network identity

SQN
Sequence Number

SRB
Source Route Bridge
SRVCC
Single Radio Voice Call Continuity

S-TMSI
S-Temporary Mobile Subscriber Identity

TAI
Tracking Area Identity

TAU
Tracking Area Update

UE
User Equipment

UEA
UMTS Encryption Algorithm
UIA
UMTS Integrity Algorithm

UICC
Universal Integrated Circuit Card

UMTS
Universal Mobile Telecommunication System

UP
User Plane

USIM
Universal Subscriber Identity Module

UTRAN
Universal Terrestrial Radio Access Network

XRES
Expected Response 

************** NEXT CHANGE ***************
4
Overview of Security Architecture 

Figure 4-1 gives an overview of the complete security architecture.
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Figure 4-1: Overview of the security architecture

Five security feature groups are defined. Each of these feature groups meets certain threats and accomplishes certain security objectives:

-
Network access security (I): the set of security features that provide users with secure access to services, and which in particular protect against attacks on the (radio) access link.

-
Network domain security (II): the set of security features that enable nodes to securely exchange signalling data, user data (between AN and SN and within AN), and protect against attacks on the wireline network.

-
User domain security (III): the set of security features that secure access to mobile stations.

-
Application domain security (IV): the set of security features that enable applications in the user and in the provider domain to securely exchange messages.

-
Visibility and configurability of security (V): the set of features that enables the user to inform himself whether a security feature is in operation or not and whether the use and provision of services should depend on the security feature.
Editor’s Note: an architecture figure showing relay nodes needs to be added. 

************** NEXT CHANGE ***************
5.1.0
General

The statements relating to eNBs in clause 5.1 apply also to RNs regarding the security between a UE and a relay node.
The statements relating to UEs in clause 5.1 apply also to RNs regarding the security between a relay node and a Donor eNB and between a relay node and its MME unless stated otherwise.
************** NEXT CHANGE ***************
5.1.3.1
Ciphering requirements

Ciphering may be provided to RRC-signalling to prevent UE tracking based on cell level measurement reports, handover message mapping, or cell level identity chaining. RRC signalling confidentiality is an operator option.

Synchronization of the input parameters for ciphering shall be ensured for the protocols involved in the ciphering.

The NAS signalling may be confidentiality protected. NAS signalling confidentiality is an operator option.

NOTE 1:
RRC and NAS signalling confidentiality protection is recommended to be used.

When authentication of the credentials on the UICC during Emergency Calling in Limited Service Mode, as defined in the TS 23.401 [2], can not be successfully performed, the confidentiality protection of the RRC and NAS signaling, and user plane shall be omitted (see clause 15). This shall be accomplished by the network by selecting EEA0 for confidentiality protection of NAS, RRC and user plane. This text on Emergency Calling does not apply to RNs.
User plane confidentiality protection shall be done at PDCP layer and is an operator option.

NOTE 2:
User plane confidentiality protection is recommended to be used.

NOTE 3:
Confidentiality protection for RRC and UP is applied at the PDCP layer, and no layers below PDCP are confidentiality protected. Confidentiality protection for NAS is provided by the NAS protocol.

************** NEXT CHANGE ***************
5.1.4.1
Integrity requirements

Synchronization of the input parameters for integrity protection shall be ensured for the protocols involved in the integrity protection.

Integrity protection, and replay protection, shall be provided to NAS and RRC-signalling.

All NAS signaling messages except those explicitly listed in TS 24.301 [9] as exceptions shall be integrity-protected. All RRC signaling messages except those explicitly listed in TS 36.331 [21] as exceptions shall be integrity-protected.

When authentication of the credentials on the UICC during Emergency Calling in Limited Service Mode, as defined in the TS 23.401 [2], can not be successfully performed, the integrity and replay protection of the RRC and NAS signaling shall be omitted (see clause 15). This shall be accomplished by the network by selecting EIA0 for integrity protection of NAS and RRC. EIA0 shall only be used for unauthenticated emergency calls. 

User plane packets between the eNB and the UE shall not be integrity protected if no RN is present between the eNB and the UE. User plane packets between the RN and the UE shall not be integrity protected. All S1 and X2 messages carried between RN and DeNB shall be integrity-protected. Integrity protection for all messages between RN and DeNB shall be optionally supported.
************** NEXT CHANGE ***************
5.1.4.2
Algorithm Identifier Values
All algorithms specified in this subclause are algorithms with a 128-bit input key.

NOTE:
Deviations from the above requirement have to be indicated explicitly in the algorithm identifier list below.

Each EPS Integrity Algorithm (EIA) will be assigned a 4-bit identifier. Currently, the following values have been defined:
"00002"      EIA0      Null Integrity Protection algorithm
"00012"      128-EIA1      SNOW 3G

"00102"      128-EIA2 
 AES
The remaining values have been reserved for future use.

UEs and eNBs shall implement 128-EIA1 and 128-EIA2 for RRC signalling integrity protection. 

UEs and MMEs shall implement 128-EIA1 and 128-EIA2 for NAS signalling integrity protection.

UEs shall implement EIA0 for integrity protection of NAS and RRC signalling. As specified in clause 5.1.4.1 of this specification, EIA0 is only allowed for unauthenticated emergency calls. EIA0 shall not be used for integrity protection between RN and DeNB.
Implementation of EIA0 in MMEs and eNBs is optional, EIA0, if implemented, shall be disabled in MMEs and eNBs in the deployments where support of unauthenticated emergency calling is not a regulatory requirement.
************** NEXT CHANGE ***************
6.0
General 

The statements relating to eNBs in clause 6 apply also to RNs regarding the security between a UE and a relay node.
The statements relating to UEs in clause 6 apply also to RNs regarding the security between a relay node and a Donor eNB and between a relay node and its MME unless stated otherwise.
************** NEXT CHANGE ***************
6.2
EPS key hierarchy

Requirements on EPC and E-UTRAN related to keys:

a)
The EPC and E-UTRAN shall allow for use of encryption and integrity protection algorithms for AS and NAS protection having keys of length 128 bits and for future use the network interfaces shall be prepared to support 256 bit keys.

b)
The keys used for UP, NAS and AS protection shall be dependent on the algorithm with which they are used.
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Figure 6.2-1: Key hierarchy in E-UTRAN 
Editor’s Note: a new figure showing the use  of KUPint with relay nodes needs to be added.
The key hierarchy (see Figure 6.2-1) includes following keys: KeNB, KNASint, KNASenc, KUPenc, KUPint, KRRCint and KRRCenc
· KeNB is a key derived by ME and MME from KASME  or by ME and target eNB. 
Keys for NAS traffic: 

· KNASint is a key, which shall only be used for the protection of NAS traffic with a particular integrity algorithm This key is derived by ME and MME from KASME, as well as an identifier for the integrity algorithm using the KDF as specified in Annex A.

· KNASenc is a key, which shall only be used for the protection of NAS traffic with a particular encryption algorithm. This key is derived by ME and MME from KASME, as well as an identifier for the encryption algorithm using the KDF as specified in Annex A. 

Keys for UP traffic: 

· KUPenc is a key, which shall only be used for the protection of UP traffic with a particular encryption algorithm. This key is derived by ME and eNB from KeNB, as well as an identifier for the encryption algorithm using the KDF as specified in Annex A. 
· KUPint is a key, which shall only be used for the protection of UP traffic between RN and DeNB with a particular encryption algorithm. This key is derived by RN and DeNB from KeNB, as well as an identifier for the encryption algorithm using the KDF as specified in Annex A.
Keys for RRC traffic: 

· KRRCint is a key, which shall only be used for the protection of RRC traffic with a particular integrity algorithm. KRRCint is derived by ME and eNB from KeNB, as well as an identifier for the integrity algorithm using the KDF as specified in Annex A.

· KRRCenc is a key, which shall only be used for the protection of RRC traffic with a particular encryption algorithm. KRRCenc is derived by ME and eNB from KeNB as well as an identifier for the encryption algorithm using the KDF as specified in Annex A.

Intermediate keys: 

· NH is a key derived by ME and MME to provide forward security as described in clause 7.2.8. 

· KeNB* is a key derived by ME and eNB when performing an horizontal or vertical key derivation as specified in clause 7.2.8 using a KDF as specified in Annex A. 

Figure 6.2-2 shows the dependencies between the different keys, and how they are derived from the network nodes point of view. Figure 6.2-3 shows the corresponding relations and derivations as performed in the ME. Two dashed inputs to a KDF means one of the inputs is used depending on the circumstances of the key derivation.

NOTE: Figures 6.2-2 and 6.2-3 do not  cover the derivations at IRAT mobility (see clauses 9 and 10).

[image: image3]
Figure 6.2-2: Key distribution and key derivation scheme for EPS (in particular E-UTRAN) for network nodes.
Editor’s Note: a new figure showing KUPint derivation by DeNB needs to be added.

[image: image4]
Figure 6.2-3: Key derivation scheme for EPS (in particular E-UTRAN) for the ME.
Editor’s Note: a new figure showing KUPint derivation by RN needs to be added.
As the figures 6.2-2 and 6.2-3 show, the length of KASME, KeNB and NH is 256 bits, 256-bit NAS, UP and RRC keys are always derived from KASME and KeNB respectively. In case the encryption or integrity algorithm used to protect NAS, UP or RRC requires a 128-bit key as input, the key is truncated and the 128 least significant bits are used. Figures 6.2-2 and 6.2-3 illustrate the truncation to 128 bits keys.

The function Trunc takes as input a 256-bit string, and returns a truncated output as defined in Annex A.7.
************** NEXT CHANGE ***************
7.0
General 

The statements relating to eNBs in clause 7 apply also to RNs regarding the security between a UE and a relay node.
The statements relating to UEs in clause 7 apply also to RNs regarding the security between a relay node and a Donor eNB and between a relay node and its MME unless stated otherwise.

************** NEXT CHANGE ***************
7.2.2
E-UTRAN key identification

Clause 6.3 of this specification states how the key KASME is identified, namely by the key set identifier eKSI. Keys KNASenc and KNASint in the E-UTRAN key hierarchy specified in clause 6.2, which are derived from KASME, can be uniquely identified by eKSI together with those parameters from the set {algorithm distinguisher, algorithm identifier}, which are used to derive these keys from KASME according to Annex A. 

The initial KeNB can be uniquely determined by the key set identifier, i.e. eKSI, together with the uplink NAS COUNT are used to derive it. The intermediate key NH as defined in clause 7 can be uniquely determined by the key set identifier, i.e. eKSI, together with the initial KeNB derived from the current NAS security context for use during the ongoing CONNECTED state and a counter counting how many NH-derivations have already been performed from this initial KeNB.according to Annex A.4. The next hop chaining count, NCC, represents the 3 least significant bits of this counter. 

Intermediate key KeNB*, defined in clause 7, as well as keys non-initial KeNB, KRRCint, KRRCenc, KUPint and KUPenc in the E-UTRAN key hierarchy specified in clause 6.2 can be uniquely identified by eKSI together with those parameters from the set {Initial KeNB or NH, algorithm distinguisher, algorithm identifier, and sequence of PCIs and EARFCN-DLs used in horizontal key derivations from the initial KeNB or NH}, which are used to derive these keys from KASME according to clause 7 and Annex A. 

It is specified in the remainder of clause 7, as well as in clause 9 and 10, which of the above parameters need to be included in a security-relevant message to allow the entity receiving the message to uniquely identify a certain key. 

************** NEXT CHANGE ***************
7.2.4.1
Requirements for algorithm selection

a) An active UE and a serving network shall agree upon algorithms for

· RRC ciphering and RRC integrity protection (to be used between UE and eNB)

· UP ciphering (to be used between UE and eNB)

· NAS ciphering and NAS integrity protection (to be used between UE and MME)
An active RN and a network serving the RN shall additionally agree upon algorithms for UP integrity.
b) The serving network shall select the algorithms to use dependent on

· the UE security capabilities of the UE,

· the configured allowed list of security capabilities of the currently serving network entity

c) The same set of ciphering and integrity algorithms shall be supported by the UE both for AS and NAS level.

d) Each selected algorithm shall be acknowledged to the UE in an integrity protected way such that the UE is ensured that the algorithm selection was not manipulated, i.e. that the UE security capabilities were not bidden down.

e) The UE security capabilities the ME sent to the network shall be repeated in an integrity protected NAS level message to the ME such that "bidding down attacks" against the UE's security capabilities can be detected by the ME. The UE security capabilities apply to both AS and NAS level security.

f) Separate AS and NAS level security mode command procedures are required. AS level security mode command procedure configures AS security (RRC and UP) and NAS level security mode command procedure configures NAS security.

a. Both integrity protection and ciphering for RRC are activated within the same AS SMC procedure, but not necessarily within the same message. 

b. User plane ciphering is activated at the same time as RRC ciphering.
c. User plane integrity, if applicable, is activated at the same time as RRC integrity.
g) It shall be possible that the selected AS and NAS algorithms are different at a given point of time.

************** NEXT CHANGE ***************
7.2.4.2.1
Initial AS security context establishment

Each eNB shall be configured via network management with lists of algorithms which are allowed for usage. There shall be one list for integrity algorithms, and one for ciphering algorithms. These lists shall be ordered according to a priority decided by the operator. When AS security context is established in the eNB, the MME shall send the UE EPS security capabilities to the eNB. The eNB shall choose the ciphering algorithm which has the highest priority from its configured list and is also present in the UE EPS security capabilities. The eNB shall choose the integrity algorithm which has the highest priority from its configured list and is also present in the UE EPS security capabilities. The chosen algorithms shall be indicated to the UE in the AS SMC. The ciphering algorithm is used for ciphering of the user plane and RRC traffic. The integrity algorithm is used for integrity protection of the RRC traffic, and, if applicable, for the integrity protection of user plane traffic between RN and DeNB.

************** NEXT CHANGE ***************
7.2.9.1
General

Key-change-on-the fly consists of re-keying or key-refresh.

Key refresh shall be possible for KeNB, KRRC-enc, KRRC-int, KUP-int and KUP-enc and shall be initiated by the eNB when a PDCP COUNTs is about to be re-used with the same Radio Bearer identity and with the same KeNB. The procedure is described in clause 7.2.9.3.

Re-keying shall be possible for the KeNB , KRRC-enc, KRRC-int , KUP-int and KUP-enc  . This re-keying shall be initiated by the MME when an EPS AS security context different from the currently active one shall be activated. The procedures for doing this are described in clause 7.2.9.2.

Re-keying shall be possible for KNAS-enc and KNAS-int. Re-keying of KNAS-enc and KNAS-int shall be initiated by the MME when a EPS NAS security context different from the currently active one shall be activated. The procedures for doing this are described in clause 7.2.9.4. 

Re-keying of the entire EPS key hierarchy including KASME shall be achieved by first re-keying KASME, then KNAS-enc and KNAS-int, followed by re-keying of the KeNB and derived keys. For NAS key change-on-on-the fly, activation of NAS keys is accomplished by a NAS SMC procedure. 

AS Key change on-the-fly is accomplished using a procedure based on intra-cell handover. The following AS key changes on-the-fly shall be possible: local KeNB refresh (performed when PDCP COUNTs are about to wrap around), KeNB re-keying performed after an AKA run, activation of a native context after handover from UTRAN or GERAN.

************** NEXT CHANGE ***************
7.3.2
UP integrity mechanisms

This subclause applies only to the user plane on the Un interface between RN and DeNB:

The user plane data is integrity-protected by the PDCP protocol between the UE and the eNB as specified in TS 36.323 [12]. Replay protection shall be activated when integrity protection is activated. Replay protection shall ensure that the receiver only accepts each particular incoming PDCP COUNT value once using the same AS security context.
The use and mode of operation of the 128-EIA algorithms are specified in Annex B.

The input parameters to the 128-bit EIA algorithms as described in Annex B are a 128-bit cipher key KUPint as KEY, a 5-bit bearer identity BEARER which value is assigned as specified by TS 36.323 [12], the 1-bit direction of transmission DIRECTION, and a bearer specific, time and direction dependent 32-bit input COUNT which corresponds to the 32-bit PDCP COUNT.
The supervision of failed UP integrity checks shall be performed both in the RN and the DeNB. In case of failed integrity check (i.e. faulty or missing MAC-I) is detected after the start of integrity protection, the concerned message shall be discarded.  This can happen on the DeNB side or on the RN side.
Editor’s Note: It is for stage 3 to define whether the concerned message is silently discarded or not (cf. NOTE in clause 7.4.1). 
************** NEXT CHANGE ***************
X
Security for Relay Node

X.1
General 

Relay Nodes (RN) are a type of eNB that also includes  the UE functionality and uses E-UTRAN access using a macro eNB that is enhanced to support RN (called Donor eNB) to provide its backhaul connection to the rest of the EPS network. A RN makes two types of connections to the LTE network, namely Phase I and Phase II. During a Phase I connection, the RN behaves exactly like a UE with the intention of being able to contact the various management servers in the operator’s network in order to obtain the necessary configuration information to enable it to act like a full RN. A Phase II connection is when the RN acts as an eNB and allows other subscriber UEs to connect to it. In this case the RN connects to a Donor eNB (DeNB) and a MME-RN, that is a MME that is serving a RN. As well as providing eNB functionality for a RN, the DeNB also provides S/P-GW functionality for a RN. This is illustrated in figure X.1-1. More details of RNs can be found in TS 36.300 [aa].
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Figure X.1-1: Relay Node architecture
The interface between the RN and DeNB is called the Un interface. In addition to carrying the signalling traffic (RRC and NAS) related to the RN, it also carries the S1-AP and X2-AP signalling that relates to the UE(s) attached to the RN, user plane traffic of the UE(s) attached to the RN and user plane data for the RN itself (e.g. for connecting to the OAM system).   The latter three types of traffic are all carried in the user plane of the RN’s connection.

A RN contains an UICC with an USIM application that is used as part of the RN authentication procedures with the network. 

X.2
Access security mechanisms for relay nodes 

X.2.1
General
When connecting to the network, whether for a Phase I connection or a Phase II connection, a RN uses procedures that are very similar to E-UTRAN UEs that are attaching to the network. This sub clause provides the details of  the security mechanisms used when RN connects to the network differ from that of an ordinary UE. 

Before attempting to connect to the network, the RN performs an autonomous validation of the platform. 

X.2.2
Phase I access authentication and key management
When connecting to the network for Phase I access, the RN and network use the same security procedures as described in clauses 6, 7 and 8 of this specification with the following exceptions;

-
Before initiating an attach procedure to request a Phase I connection, the RN shall delete any enhanced EPS NAS security contexts that it holds.

-
The MME serving the RN (MME-RN) shall limit the APN(s) that can be activated such that the RN can contact the relevant management servers but not allow access to other E-UTRAN service.

NOTE: This functionality is needed to prevent the UICC being stolen from the RN and being used to gain free E-UTRAN service.  
X.2.3
Phase II access authentication and key management

X.2.3.1
General
In a Phase II connection, the RN is connecting to the network in order to act like a RN and have UEs connect to it. The RN and network follow the security procedures given in clause 6, 7 and 8 of this specification except where noted.  To be able to successfully establish a Phase II connection, the RN needs to be able to run an enhanced AKA (see clause X.2.3.4) with the network. 
There are two types of enhanced AKA procedures, a public key variant and a symmetric key variant. Both variants are mandatory to implement in the RN and MME-RN. The background for each is given in X.2.3.2 and X.2.3.3 respectively.
X.2.3.2 Public key variant background
. For the public key variant, an enhanced AKA procedure requires the RN to have a public/private key pair and the associated certificate (RN certificate). The RN private keys shall be stored in the secure environment of the RN. Whether the RN certificate is pre-provisioned onto the RN during its manufacture or enrolled using the certificate enrolment mechanism specified in TS 33.310[6] is left to the operator network policy. If the enrolment procedures in TS 33.310 are used to issue the RN certificate, then it may take place during a phase I connection.

The MME-RN requires access to the RN’s certificate before it can issue a public key variant of the enhanced AKA challenge. The RN-MME shall check the validity of the certificate (including revocation status) before proceeding with an enhanced AKA. 

The profile of the certificate is given in Annex (Z+1).
X.2.3.3
Pre-shared key variant background
For the pre-shared key variant, an enhanced AKA procedure requires the RN and the MME-RN to share a 256-bit symmetric key that is called the pre_shared_key. The shared key in the RN shall be stored in the secure environment of the RN.
The MME-RN requires the device identifier in order to identify of the symmetric key shared with the RN. 
X.2.3.4
Enhanced AKA  

During a phase II connection, the MME-RN shall perform enhanced AKA with the RN.  
The purpose of an enhanced AKA run is to create an EPS NAS security context that is bound not only to the RN subscription but also to a key held on the RN platform itself. This type of EPS NAS security context is called an enhanced EPS security context. More details of the handling of  EPS NAS security context in a Phase II connection is given in sub clause X.2.3.4.
An enhanced AKA follows the procedures of an EPS AKA (see sub clause 6.1.1) with some additional parameter exchanged that enable the RN and MME-RN to agree on a KASME_D rather than KASME as the root key for the enhanced EPS NAS security context. This subclause provides only the additional procedures for an enhanced AKA run over an EPS AKA run.

For the public key variant the following has to be done by the RN and the MME-RN:

· To initiate an public key variant of the enhanced AKA, the MME-RN shall include a network_nonce (a 128 bit random number) and may include an encrypted_key (a temporary key bound to the RN that is encrypted with the  public key of the RN certificate) in the User authentication request message. The encrypted_key shall be included in response to an Attach Request from the RN that was not protected by an enhanced EPS NAS security context or if the MME-RN no longer wants to use the device_temp_key from the current enhanced EPS NAS security context being used by the RN. If encrypted_key is to be included, then the MME-RN generates a 256-bit device_temp_key and calculates encrypted_key using RSA-OEAP as described in Annex Z. If encrypted_key is not sent, the MME-RN uses device_temp_key from its current EPS NAS security context to create a new RN EPS NAS security context. 
· Upon receiving a User authentication request message  including the network_nonce parameter, i.e. an enhanced AKA run, for the public key variant the RN shall first perform all the procedures required by EPS AKA and calculate RES and KASME as detailed in sub clause 6.1.1. If the encrypted_key was included in the User authentication request message, then the RN extracts the device_temp_key from the encrypted_key  using RSA-OEAP as described in Annex Z. Otherwise, it uses the device_temp_key from its current RN EPS NAS security context to create the new RN EPS NAS security context. 
For the pre-shared key variant the following has to be done by the RN and the MME-RN:

· To initiate a pre-shared key variant of the enhanced AKA, the MME-RN shall include a network_nonce (a 128 bit random number) in the User authentication request message. 
· Upon receiving a User authentication request message  including the network_nonce parameter, i.e. an enhanced AKA run, for the pre-shared key variant, the RN shall perform all the procedures required by EPS AKA and calculate RES and KASME as detailed in sub clause 6.1.1. 

The RN then generates device_nonce (a 128 bit random number) and calculates device_res  as described in Annex A.(Y+1) and KASME_D  as described in Annex A.Y. The RN includes device_nonce and device_res in the User authentication response message. 

After receiving the User authentication response message and performing the checks for EPS AKA in subclause 6.1.1, the MME-RN shall calculate the expected device_res (see Annex A.(Y+1)). If the expected device_res matches the one received by the RN in the User authentication response, the MME-RN calculates KASME_D in the same way as the RN (see Annex A.Y).  Otherwise, an authentication reject message shall be sent as per the EPS AKA procedures.

A successful enhanced AKA run results in the RN and MME-RN creating the same enhanced EPS NAS security context.  
X.2.3.5
Handling of RN  EPS security contexts
The handling of RN EPS security contexts differs from the EPS security contexts described in clauses 6, 7 and 8 in the following respects.

· The RN shall delete any EPS NAS security context that was creating during a Phase 1 connection before attempting a Phase II connection. 

· Enhanced EPS NAS security contexts shall always be stored in the RN and shall never be stored on the UICC.

· For the public key variant an enhanced EPS NAS security context includes the device_temp_key  that was used to create its KASME_D  in addition to the parameters in an non-enhanced EPS NAS security context. In particular, device_temp_key shall be stored and deleted in conjunction with the rest of the enhanced EPS NAS security context.
X.2.3.6
Error cases

In the case that the MME-RN considers the certificate provided by the RN to be unacceptable for access, the MME-RN shall reject the EPS attach request by the RN.  This rejection shall not prevent the RN trying a phase I connection with the network.

If the RN receives a non-enhanced AKA challenge, i.e., one not including network_nonce, when it is trying to attach for a phase II connection or it receives an enhanced authentication challenge that was  incorrect (e.g. the old device_temp_key included was incorrect), the RN shall respond with the error message to indicate an  incorrect enhanced authentication.
If the MME-RN receives an incorrect device_res from the RN , it shall treat the RN as though it has returned an incorrect RES (i.e., it may re-try authentication after checking it had the correct parameters for the RN before sending an authentication reject to the RN). This rejection shall not prevent the RN from trying a phase I connection with the network.

X.2.4
Protection of traffic to/from the RN
The requirements and mechanisms for the confidentiality and integrity protection of RRC and NAS signalling traffic between the RN and DeNB  are given in  clauses 5.1.3, 5.1.4, 7.4 and 8. 

The requirements and mechanisms for confidentiality protection of user plane traffic between the RN and DeNB are given in eNB  clauses 5.1.3 and 7.3.  

The requirements and mechanisms for the integrity protection of user plane traffic between the RN and DeNB are given in clause 5.1.4 and 7.3.2.
X.3
Network domain control plane and backhaul link user plane protection
The protection of control plane protocols that terminate at the DeNB shall be according to clause 11 of this specification.

The protection of user plane protocols that terminates in the DeNB shall be according to clause 12 of this specification. 

************** NEXT CHANGE ***************

A.7
Algorithm key derivation functions

When deriving keys for NAS integrity and NAS encryption algorithms from KASME and algorithm types and algorithm IDs, and keys for RRC integrity, UP integrity in the case of relay nodes, and RRC/UP encryption algorithms from KeNB, in the UE, MME and eNB the following parameters shall be used to form the string S.

-
FC = 0x15

-
P0 = algorithm type distinguisher

-
L0 = length of algorithm type distinguisher (i.e. 0x00 0x01)

-
P1 = algorithm identity

-
L1 = length of algorithm identity (i.e. 0x00 0x01)

The algorithm type distinguisher shall be NAS-enc-alg for NAS encryption algorithms and NAS-int-alg for NAS integrity protection algorithms. The algorithm type distinguisher shall be RRC-enc-alg for RRC encryption algorithms, RRC-int-alg for RRC integrity protection algorithms,  UP-enc-alg for UP encryption algorithms and, in the case of relay nodes, UP-int-alg for UP integrity protection algorithms (see table A.6-1). The values 0x06 to 0xf0 are reserved for future use, and the values 0xf1 to 0xff are reserved for private use.

Table A.7-1: Algorithm type distinguishers

	Algorithm distinguisher
	Value

	NAS-enc-alg
	0x01

	NAS-int-alg
	0x02

	RRC-enc-alg
	0x03

	RRC-int-alg
	0x04

	UP-enc-alg
	0x05

	UP-int-alg
	0x06


The algorithm identity (as specified in clause 5) shall be put in the four least significant bits of the octet. The two least significant bits of the four most significant bits are reserved for future use, and the two most significant bits of the most significant nibble are reserved for private use. The entire four most significant bits shall be set to all zeros.

For NAS algorithm key derivations, the input key shall be the 256-bit KASME, and for UP and RRC algorithm key derivations, the input key shall be the 256-bit KeNB.

For an algorithm key of length n bits, where n is less or equal to 256, the n least significant bits of the 256 bits of the KDF output shall be used as the algorithm key.

************** NEXT CHANGE ***************

A.Y Derivation of KASME_D
This input string is used when there is a need to derive KASME_D (a 256-bit entity) when it is created in the RN and MME after a successful enhanced AKA. KASME and device_temp_key are 256-bit entities. The following input parameters shall be used.

· FC = 0x??
· P0 = network_nonce
· L0 = length of network_nonce  (i.e. 0x00 0x10)
· P1 = device_nonce
· L1 = length of device_nonce (i.e. 0x00 0x10)

For the public key variant, the input key shall be device_temp_key || KASME.
For the shared key variant, the input key shall be pre_shared_key || KASME.
A.(Y+1)Derivation of device_res

This input string is used when there is a need to derive device_res (a 128-bit entity) when it is created during in a RN and MME in an enhanced AKA. The following input parameters shall be used.

· FC = 0x??
· P0 = network_nonce
· L0 = length of network_nonce  (i.e. 0x00 0x10)
· P1 = device_nonce
· L1 = length of device_nonce (i.e. 0x00 0x10)

For the public key variant, the input key shall be device_temp_key (a 256-bit entity).
For the shared key variant, the input key shall be pre_shared_key (a 256-bit entity).
The 128 least significant bits of the 256 bits of the KDF output shall be used for device_res. 

************** NEXT CHANGE ***************

Annex Z Profile of RSA-OEAP 

RSA-OEAP as specified in [bb] is used to encrypt the device_temp_key when it is sent from the MME to the RN according to the following profile;
HASH function = SHA-256
The additional input A = empty string if the authentication is part of the attach procedure and the user authentication will be/ was sent unprotected and the old device_temp_key otherwise


For encryption, the MME-RN shall use the public key of the RN 
For decryption, C is the encrypted key that was sent to the RN

For decryption, the RN uses its private key.

************** NEXT CHANGE ***************

Annex (Z+1) Certificate format 

The RN certificates shall conform to the requirements in clause 6.1.1 and 6.1.3b of TS 33.310 [6] with the following additions and exceptions:

· The RN certificate shall be signed by an entity that is authorized by the operator.

· The RN certificate shall include the IMEI of the RN in FQDN format as the RN unique identity in the subjectAltName. 
NOTE 1: Format of RN unique identity needs to be defined in TS 23.003

· Support for CRL or OCSP is optional. If the manufacturer or vendor provides a CRL or OCSP server, the RN certificate shall carry the CRL distribution point as specified in TS 33.310 or the OCSP server information (AIA extension) as specified in RFC5280 and RFC 2560.
NOTE 2: Server information for CRL and/or OCSP servers deployed in operator network may be configured in MME-RN.
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