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Abstract of the contribution: Proposals on how to secure the X2 interface between HeNBs which have the same CSG ID are presented.
Introduction

At their August 2010 meeting, RAN3 agreed to support X2-based mobility involving HeNBs in a number of cases, including between closed/hybrid HeNBs which have the same CSG ID. S3-110013/R3-103754 explains the benefits of this feature, but securing these connections requires the communicating HeNBs to be able to mutually authenticate and setup an IPsec connection. In general, HeNBs from different vendors may not have any cross-certification to enable this authentication. Of course, this is true for macro eNBs as well but operator certificate enrolment solves the problem for these devices.
IP address discovery for X2
In order to establish an X2 connection, the HeNB initiating the X2 connection needs to know the IP address of the peer HeNB. This is a RAN3 issue and we assume that RAN3 will specify how the X2 end-point IP addresses are discovered and X2 initiated. Therefore, in this contribution we focus on the security aspects of such X2 connections.

Direct X2 with no security

In some cases, the operator may trust the physical and network security offered by an enterprise. In this case the use of IPsec and certificate based mutual authentication between HeNBs is not required and can be left to operator policy. Such policy can be configured on the HeNBs by the HeMS using the existing TR-069 mechanisms.
Proposal 1: The use of IPsec for direct X2 shall be optional and is determined based on the operator policy configured on the HeNB.

Direct X2 with certificate based security

If the security offered by an enterprise network domain is not acceptable to the operator, then there is a need to secure the X2 interface. Below we describe a few approaches to solving this problem for HeNBs.
An enterprise may choose to deploy HeNBs from a single vendor. These HeNBs from the same vendor should share a certificate authority somewhere in their certificate chains and would therefore be able to mutually authenticate and setup IPsec over X2 using the existing security procedures specified in TS 33.320. 
If an enterprise deploys HeNBs from more than one vendor, then the use of IPsec over X2 requires that at least one CA certificate from the peer HeNB certificate chain is configured in the trust store for X2 of the HeNB. This can be achieved by using HeMS to configure each HeNB with certificate chain(s) for all of the vendors supported within the given enterprise network. Because the number of HeNB vendors supported within an enterprise is expected to be small, this will not create signifcant management overhead. To enable X2 connections between Home and macro eNBs, CA certificates for macro eNBs should be similarly configured in the HeNBs. The corresponding configuration of HeNB CA certificates in the macro eNBs is also needed and requires changes to SA5 specifications.
In order to ensure that this trust store is not used for any malicious purposes (e.g., vendor A trying to establish management connection to a HeNB from vendor B), the trust store for trusted CA certificates for X2 must be maintained in the HeNB separately from any other trust store for CA certificates.

An alternate approach is to use the operator certificate enrolment mechanisms for macro eNBs described in TS 33.310 for HeNBs. However, this may pose a significant management burden on an operator that may have potentially millions of HeNBs within their network and is therefore not preferred.

Proposal 2: If the use of IPsec for direct X2 is required, then it shall make use of certificate based mutual authentication during connection setup.
Proposal 3: The trusted CA certificates required to authenticate X2 end-points shall be configured in HeNB in a trust store specifically designated for X2.

SeGW based X2 (Logical X2)

In some limited scenarios, direct X2 connection between HeNBs may not be possible but it may still be desirable to support logical X2 to enable mobility (such as when two HeNBs are not in the same enterprise CSG, e.g. between a CSG HeNB and open HeNB). In these cases, the secure connection between HeNB and the SeGWs can be leveraged to setup a logical X2 connection.

Proposal 4: When direct X2 is not possible, HeNBs should establish a logical X2 connection through the SeGW. 
Applicability for HNBs:

If RAN3 determines that the HNB equivalent of Iur support is needed for HNBs, then it’s straightforward to apply the same solutions proposed in this contribution to HNBs.
Proposal:

We kindly request SA3 to adopt the proposals 1 to 4 in this contribution as working assumptions to secure the X2 interface for HeNBs and inform RAN3 and SA5 (for HeNB management aspects related to X2 security).
