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1. Introduction 
This contribution comments on S3-110143 and proposes some modifications to the pCR text proposed in S3-110143. The modifications include suggested editorial changes to provide clarity regarding the authenticiation procedure.   

2. Rationale 
In S3-110143, the  description of  platform validation implies the validation occurs between the RN and the DeNB.  The more generic definition should include mutual authentication with the network rather thatn the DeNB.  Therefore,we propose to change references to DeNB to network in S3-110143.
3. pCR

InterDigital’s proposed text changes (on top of the proposed pCR text from S3-110143) are marked with a different Track-Change color than the text in S3-110143. 

************ Start of first change (pasted from S3-1110143 and then edited with suggested comments and changes *******************************
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1. Introduction

The need for platform validation has been established in that all remaining solutions depend upon this procedure. 
This pCR provides the platform validation requirements for section 9.3. 

Upon agreement of the requirement, we propose the removal of the platform validation editor’s notes in the validation section. 
2. Rationale
The remaining solutions #4/11, #5, #7, and #9 depend upon platform (autonomous) validation. Solutions #4/11, #5, and #7 mention the procedure explicitly (see below for excerpts from the latest version of the RN security TR draft).  
Excerpts regarding platform validation found in the current version of the RN security TR draft:

Solution 4/11: 

“The main features of this solution are: (1) Autonomous validation of the RN platform; …”

Solution 5: 

“Threat 6: Control of the RN platform 

This threat is prevented by autonomous validation and device authentication.”
Solution 7: 

“And the procedures above can be based on the platform validation or integrity check which has certificate to make sure this device security. But platform validation is independent procedure and shall be applied into every solution.”
Furthermore,  the authors of solution #9 verbally agreed during discussion at meeting #61 that Ko would only be released for use in the secure environment if the RN integrity is assured. In the below, we also copy some of the exceprts from Solution 9 description which imply the need for platform validation. 
 Solution 9: 

“However, as the security solutions for relay node security are based on trust in the integrity of secure environments, attacks requiring compromise of a secure environment are not to be considered for development of specific countermeasures.”

“Since the KO is protected by IPsec tunnel or is extracted from the TLS keying material which is bound to RN platform authentication, it is only accessible inside the RN secure environment and the DeNB secure environment.”

“KO is only known inside the secure environment and hence an attacker having access to CK/IK from the USIM will not be able to read user plane data from mobile connected to the RN.”

Since the need for the platform validation procedure is thus established for all of the currently surviving solutions, requirements pertaining platform validation should be included. Preferably, relevant references should also be made from existing specifications if possible. Finally, the editor’s note in the platform validation section should be removed. 

TS 33.401 is referenced whenever possible for RN security environment requirements but it does not provide any text on platform validation. Authors of the TS 33.401 specification recognized that some types of eNBs may have addition security requirements and provides that reference in section 5.3.1, “The security requirements given in this section apply to all types of eNodeBs. More stringent requirements for specific types of eNodeBs may be defined in other documents.” 
TS 33.320 includes requirements for device validation. The description in TS 33.320 was mentioned at meeting #61 as a possible reference for platform validation requirements as it is the only other known use of this within SA3 technical specifications. In order to prevent multiple descriptions of validation and to prevent mismatches over time as documents evolve, the TS 33.320 validation requirements should be directly referenced. 
However, referencing the requirement directly from where it exists, in the HeNB TS 33.320, is a bit confusing since the HeNB connects to different elements in the network. The connecting network element is the DeNB for Relays and the HeNB connects to the SeGW or HeMS. It can not be assumed that it is obvious to the reader that the DeNB should be used in place of the SeGW.
Therefore we propose to copy, and modify for clarification and harmonization purposes, the TS 33.320 device validation requirements.

The  Device Validation requirements from TS 33.320 is copied in the below:
7.1
Device Validation

The H(e)NB shall support a device validation method where the device implicitly indicates its validity to the SeGW or H(e)MS by successful execution of device authentication. To achieve this, the following requirement applies:

-
If the device integrity check according to clause 6.1 failed, the TrE shall not give access to the sensitive functions using the private key needed for H(e)NB device authentication with the SeGW.

-
The CA issuing the H(e)NB device certificate need to be trusted by the manufacturer or vendor of the H(e)NB, whoever of both is responsible for the device integrity of the H(e)NB.

NOTE:
This trust in the CA issuing the device certificate is in addition to the requirements given in clause 5.2.
3. pCR

This pCR proposes the following changes….
**************************** start of 1st change ****************************

9.3 RN Platform Validation


The RN shall support an automous validation method where the RN implicitly indicates its validity to the  network by successful execution of mutual authentication. To achieve this the following requirement applies:

-
If the RN platform integrity is not assured (i.e. integrity checks failed), the RN platform secure environment shall not give access to the secret key needed for authentication of the RN platform to thenetwork.
**************************** end of 1st change *****************************
