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3.3
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

AES
Advanced Encryption Standard

AK
Anonymity Key

AKA
Authentication and Key Agreement

AMF
Authentication Management Field

AN
Access Network

AS
Access Stratum
AUTN
Authentication token

AV
Authentication Vector

ASME
Access Security Management Entity

Cell-ID
Cell Identity as used in TS 36.331 [21]

CK
Cipher Key

CKSN
Cipher Key Sequence Number

C-RNTI
Cell RNTI as used in TS 36.331 [21]
DeNB
Donor eNB
DoS
Denial of Service

EARFCN-DL
E-UTRA Absolute Radio Frequency Channel Number-Down Link

ECM
EPS Connection Management
EEA
EPS Encryption Algorithm

EIA
EPS Integrity Algorithm
eKSI
Key Set Identifier in E-UTRAN 

EMM
EPS Mobility Management

eNB
Evolved Node-B

EPC
Evolved Packet Core

EPS
Evolved Packet System

EPS-AV
EPS authentication vector

E-UTRAN
Evolved UTRAN

GERAN
GSM EDGE Radio Access Network

GUTI
Globally Unique Temporary Identity

HE
Home Environment

HFN
Hyper Frame Number

HO
Hand Over

HSS
Home Subscriber Server

IK
Integrity Key

IKE
Internet Key Exchange

IMEI
International Mobile Station Equipment Identity
IMEISV
International Mobile Station Equipment Identity and Software Version number
IMSI
International Mobile Subscriber Identity

IRAT
Inter-Radio Access Technology

ISR
Idle Mode Signaling Reduction

KDF
Key Derivation Function

KSI
Key Set Identifier

LSB
Least Significant Bit

LSM
Limited Service Mode

MAC-I
Message Authentication Code for Integrity (terminology of TS36.323 [12])

MACT
Message Authentication Code T used in AES CMAC calculation

ME
Mobile Equipment

MME
Mobility Management Entity
MME-RN
MME serving a RN
MS
Mobile Station

MSC
Mobile Switching Center

MSIN
Mobile Station Identification Number
NAS
Non Access Stratum

NAS-MAC
Message Authentication Code for NAS for Integrity (called MAC in TS24.301 [9])

NCC
Next hop Chaining Counter

NH
Next Hop
PCI
Physical Cell Identity as used in TS 36.331 [21]

PLMN
Public Land Mobile Network

PRNG
Pseudo Random Number Generator

P-TMSI
Packet- Temporary Mobile Subscriber Identity

PDCP
Packet Data Convergence Protocol

RAND
RANDom number

RAU
Routing Area Update
RN
Relay Node
RRC
Radio Resource Control

SGSN
Serving GPRS Support Node

SIM
Subscriber Identity Module

SMC
Security Mode Command

SN
Serving Network

SN id
Serving Network identity

SQN
Sequence Number

SRB
Source Route Bridge
SRVCC
Single Radio Voice Call Continuity

S-TMSI
S-Temporary Mobile Subscriber Identity

TAI
Tracking Area Identity

TAU
Tracking Area Update

UE
User Equipment

UEA
UMTS Encryption Algorithm
UIA
UMTS Integrity Algorithm

UICC
Universal Integrated Circuit Card

UMTS
Universal Mobile Telecommunication System

UP
User Plane

USIM
Universal Subscriber Identity Module

UTRAN
Universal Terrestrial Radio Access Network

XRES
Expected Response 

************** NEXT CHANGE ***************

X
Security for Relay Node

X.1
General 

Relay Nodes (RN) are a type of eNB that also includes  the UE functionality and uses E-UTRAN access using a macro eNB that is enhanced to support RN (called Donor eNB) to provide its backhaul connection to the rest of the EPS network. A RN makes two types of connections to the LTE network, namely Phase I and Phase II. During a Phase I connection, the RN is behaves exactly like a UE with the intention of being able to contact the various management servers in the operator’s network in order to obtain the necessary configuration information to enable it to act like a full RN. A Phase II connection is when the RN acts as an eNB and allows other subscriber UEs to connect to it. In this case the RN connects to a Donor eNB (DeNB) and a MME-RN, that is a MME that is serving a RN. As well as providing eNB functionality for a RN, the DeNB also provides S/P-GW functionality for a RN. This is illustrated in figure X.1-1. More details of RNs can be found in TS 36.300 [aa].
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Figure X.1-1: Relay Node architecture
The interface between the RN and DeNB is called the Un iterface. In addition to carrying the signalling traffic (RRC and NAS) related to the RN, it also carries the S1-AP and X2-AP signalling that relates to the UE(s) attached to the RN, user plane traffic of the UE(s) attached to the RN and user plane data for the RN itself (e.g. for connecting to the OAM system).   The latter three types of traffic are all carried in the user plane of the RN’s connection.

A RN contains an UICC with an USIM application that is used as part of the RN authentication procedures with the network. 

X.2
Access security mechanisms for relay nodes 

X.2.1
General
When connecting to the network, whether for a Phase I connection or a Phase II connection, a RN uses procedures that are very similar to E-UTRAN UEs that are attaching to the network. This sub clause provides the details of  the security mechanisms used when RN connects to the network differ from that of an ordinary UE. 

Before attempting to connect to the network, the RN performs an autonomous validation of the platform. 

X.2.2
Phase I access authentication and key management
When connecting to the network for Phase I access, the RN and network use the same security procedures as described in clauses 6, 7 and 8 of this specification with the following exceptions;

-
Before initiating an attach procedure to request a Phase I connection, the RN shall delete any enhanced EPS NAS security contexts that it holds.

-
The MME serving the RN (MME-RN) shall limit the APN(s) that can be activated such that the RN can contact the relevant management servers but not allow  access to other E-UTRAN service.

NOTE: This functionality is needed to prevent the UICC being stolen from the RN and being used to gain free E-UTRAN service.  
X.2.3
Phase II access authentication and key management

X.2.3.1
General
In a Phase II connection, the RN is connecting to the network in order to act like a RN and have UEs connect to it. The RN and network follow the security procedures given in clause 6, 7 and 8 of this specification except where noted in the following sub clauses. 
X.2.3.2 Relay Node Certificate
To be able to successfully establish a Phase II connection, the RN needs to be able to run an Enhanced AKA (see clause X.2.3.3) with the network. An Enhanced AKA procedure requires the RN to have a public/private key pair and the associated certificate (RN certificate). The RN private keys shall be stored in the secure environment of the RN. Whether the RN certificate is pre-provisioned onto the RN during its manufacturing or enrolled using the certificate enrolment mechanism specified in TS 33.310[6] is left to the operator network policy. If the enrollment procedures in TS 33.310 are used to issue RN certificate, then it may take place during a phase I connection.

The RN-MME requires access to the RN’s certificate before it can issue an enhanced AKA challenge. The RN-MME shall check the validity of the certificate before proceeding with an enhanced AKA. 

The profile of the certificate is given in Annex (Z+1).

X.2.3.3
Enhanced AKA  

During a phase II connection, the MME-RN shall perform enhanced AKA with the RN.  
The purpose of an enhanced AKA run is to create an EPS NAS security context that is bound not only to the RN subscription but also to a key held on the RN platform itself. This type of EPS NAS security context is called an enhanced EPS security context. More details of the handling of  EPS NAS security context in a Phase II connection is given in sub clause X.2.3.4.
An enhanced AKA follows the procedures of an EPS AKA (see sub clause 6.1.1) with some additional parameter exchanged that enable the RN and MME-RN to agree on a KASME_D rather than KASME as the root key for the enhanced EPS NAS security context. Furthermore, a successful enhanced AKA run creates an enhanced EPS NAS security context at both the RN and MME-RN. This sub clause provides only the additional procedures for an enhanced AKA run over an EPS AKA run.

To initiate an enhanced AKA, the MME-RN shall include a network_nonce (a 128 bit random number) and may include an encrypted_key (a temporary key bound to the RN that is encrypted with the  public key of the RN certificate). The encrypted_key shall be included in response to an Attach Request from the RN that was not protected by an enhanced EPS NAS security context or the MME-RN no longer wants to use the device_temp_key from the enhanced EPS NAS security context being used by the RN. If encrypted_key is to be included, then the MME-RN generates a 256-bit device_temp_key and calculates encrypted_key as described in Annex Z. If encrypted_key is not sent, the MME-RN uses devive_temp_key from its current EPS NAS security context to create a new RN EPS NAS security context. 

Upon receiving a User authentication response message including the network_nonce parameter, i.e. for an enhnaced AKA run, the RN shall first perform all the procedures required by EPS AKA and calculate RES and KASME as detailed in sub clause 6.1.1. If the encrypted_key was included in the User authentication request message, then the RN extracts the device_temp_key from the encrypted_key using secure environment of the RN as described in Annex Z. Otherwise, it uses the device_temp_key from its current RN EPS NAS security context to create the new RN EPS NAS security context. 

The RN then generates device_nonce (a 128 bit random number) and calculates device_res from device_temp_key, newtork_nonce and device_nonce as described in Annex A.(Y+1) and KASME_D from the same parameters and KASME as described in Annex A.Y. The RN includes device_nonce and device_res in the User authentication response message. 

After receiving the User authentication response message and performing the checks for EPS AKA in subclasue 6.1.1, the MME-RN shall calculate expected device_res from device_temp_key, network_nonce and device_nonce (see Annex A.(Y+1)). If the expected device_res matches the one received by the RN in the User authentication response, the MME-RN calculates KASME_D in the same way as the RN (see Annex A.Y).  Otherwise, authentication failure messages shall be sent as per the EPS AKA procedures.

A successful enhanced AKA run results in the RN and MME-RN creating the same EPS NAS security context.  
X.2.3.4
Handling of RN  EPS security contexts
The handling of RN EPS security contexts differs from the EPS security contexts described in clauses 6, 7 and 8 in the following respects.

· The RN shall delete any EPS NAS security context that was creating during a Phase 1 connection before attempting a Phase II connection. 

· Enhanced EPS NAS security contexts shall always be stored in the RN and shall never be stored on the UICC.

· An enhanced EPS NAS security context includes the device_temp_key  that was used to create its KASME_D  in addition to the parameters in an non-enhanced EPS NAS security context. In particular, device_temp_key shall be stored and deleted in conjunction with the rest of the enhanced EPS NAS security context.
X.2.3.5
Error cases

In the case that the MME-RN considers the certificate provided by the RN to be unacceptable for access, the MME-RN shall reject the EPS attach request by the RN.  This rejection shall not prevent the RN trying a phase I connection with the network.

If the RN receives a non-enhanced AKA challenge, i.e., one not including network_nonce, when it is trying to attach for a phase II connection or it receives an enhanced authentication challenge that was  incorrect (e.g. the old device_temp_key included was incorrect), the RN shall respond with the error message to indicate an  incorrect enhanced authentication.
If the MME receives an incorrect device_res from the RN failing response, it shall treat the RN as though it has returned an incorrect RES (i.e., it may re-try authentication after checking it had the correct parameters from the RN before sending an authentication reject if the RN does not subsequently pass the authentication). This rejection shall not prevent the RN from trying a phase I connection with the network.

X.2.4
Protection of traffic to/from the RN
The confidentiality and integrity protection of RRC and NAS signalling traffic to/from the RN use the requirements and mechanisms for UE, eNBs and MMEs with RN being the UE, DeNB being the eNB and MME-RN being the MME respectively (see clauses 5.1.3, 5.1.4, 7.4 and 8). 

Similarly, the confidentiality protection of UP traffic between the RN and DeNB follows the requirements and mechanism for UEs and eNBs (see clauses 5.1.3 and 7.3).  

For user plane traffic, it is mandatory to implement and use integrity and replay protection of bearers that are carrying S1-AP and X2-AP signalling and optional to implement and use for other bearers. In order to provide such integrity and replay protection, RNs and DeNB shall implement 128-EIA1 and EIA2 using the mechanism for RRC signalling described in clause 7.4.1.
X.3
Network domain control plane and backhaul link user plane protection
The protection of control plane protocols that terminate at the DeNB shall be according to clause 11 of this specification.

The protection of user plane protocols that terminates in the DeNB shall be according to clause 12 of this specification. 

************** NEXT CHANGE ***************

A.Y Derivation of KASME_D
This input string is used when there is a need to derive KASME_D (a 256-bit entity) when it is created in the RN and MME after a successful enhanced AKA. KASME and device_temp_key are 256-bit entities. The following input parameters shall be used.

· FC = 0x??
· P0 = network_nonce
· L0 = length of network_nonce  (i.e. 0x00 0x10)
· P1 = device_nonce
· L1 = length of device_nonce (i.e. 0x00 0x10)

The input key shall be device_temp_key || KASME.

A.(Y+1)Derivation of device_res

This input string is used when there is a need to derive device_res (a 128-bit entity) when it is created during in a RN and MME in an enhanced AKA. The following input parameters shall be used.

· FC = 0x??
· P0 = network_nonce
· L0 = length of network_nonce  (i.e. 0x00 0x10)
· P1 = device_nonce
· L1 = length of device_nonce (i.e. 0x00 0x10)

The input key shall be device_temp_key (a 256-bit entity).
The 128 least significant bits of the 256 bits of the KDF output shall be used for device_res. 

************** NEXT CHANGE ***************

Annex Z Profile of RSA-OEAP 

RSA-OEAP as described in [bb] is used to encrypt the device_temp_key when it is sent from the MME to the RN according to the following profile;
HASH function = SHA-256
The additional input A = empty string if the authentication is part of the attach procedure and the user authentication will be/ was sent unprotected and the old device_temp_key otherwise


For encryption, the MME-RN shall use the public key of the RN 
For decryption, C is the encrypted key that was sent to the RN

For decryption, the RN used its private key.

************** NEXT CHANGE ***************

Annex (Z+1) Certificate format 

The RN certificates shall conform to the requirements in clause 6.1.1 and 6.1.3b of TS 33.310 [6] with the following additions and exceptions:

· The RN certificate shall be signed by an entity that is authorized by the operator.

· The RN certificate shall include the IMEI of the RN in FQDN format as the RN unique identity in the subjectAltName. 
NOTE 1: Format of RN unique identity needs to be defined in TS 23.003

· Support for CRL or OCSP is optional. If the manufacturer or vendor provides a CRL or OCSP server, the RN certificate shall carry the CRL distribution point as specified in TS 33.310 or the OCSP server information (AIA extension) as specified in RFC5280 and RFC 2560.
NOTE 2: Server information for CRL and/or OCSP servers deployed in operator network may be configured in MME-RN.
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