SA WG3 Temporary Document

Page 3
-


3GPP TSG-SA3 (Security)
S3-110133
SA3#62, 24-28 January; Ljubljana, Slovenia


Source:
Ericsson, ST-Ericsson
Title:
pCR on TS 33.mps: Call diversion for KMS based media security
Document for:
Discussion and decision

Agenda Item:
8.3 Extended IMS media plane security features
Work Item / Release:
extMEDIASEC / Rel-11
1
Introduction
This contribution presents a way to handle call diversion when KMS based media security is used, which doesn't require any new network functionality.
2
PCR
<*****  Start of changes  *****>

9.3 
Solution(s)

9.3.1
General

If SDES is used, when communication diversion service is trigged, the AS will re-invite the corresponding user still using SDES based solution for a secure communication. For example, user A initiates a call to user B which has subscribed the CDIV service, when the diversion condition is met, the call is re-invited by the CDIV AS to user C which is pre-assigned by user B. If SDES is used, A includes a key K1 in the SIP message, AS obtains K1 and includes it in the SIP message to C, C responds with a SIP message including a second key K2, thus the communication between A and C is protected.
If KMS is used, the diverted user must be authorized. In normal use of the KMS based solution whenthe caller requests a ticket based on the identity of the intended user, a diverted call will very likely fail as the ticket is not valid for the terminating side. One way to support secure communication of CDIV use case, is to require that the KMS should be able to authenticate the diverted-to user. Another option is to allow the diverted to user to decline the call with an appropriate failure code. This would allow the caller to send a new invite with or without security.   
9.3.2
KMS-based solution no 1.
In this sub clause, a possible solution based on KMS is given. The solution basically works as follows: Firstly, the initiator of a call requests keys and a ticket from the KMS. The ticket contains the keys in a protected format. The initiator then sends the ticket to the desired recipient. When the recipient subscribes the CDIV service and the diverting condition is met, the call will be forwarded to the pre-assigned user by the CDIV AS. The recipient presents the ticket to the KMS and the KMS returns the keys on which the media security shall be based. When the terminating side requests the KMS to resolve a ticket and return the keys to be used, the KMS interworks with CDIV AS, i.e., KMS sends a inquire request to AS with the identity of initiator, the desired user and the diverted-to user, AS checks whether the diverted-to user is correct, and response to the KMS with the inquire result. This authorization is based on information about allowed recipients carried in the ticket and the authenticated identity of the requesting user carried in the request message. Thus the KMS knows whether the diverted-to user is authorized to resolve the ticket or not.

Figure 9.3.2-1 illustrates the procedure of secure CDIV using KMS based solution, here the CFU service is used as an example to describe the security procedure, the procedure of other CDIV services is in principle the same. The procedure shown in figure 9.3.2-1 is based on signalling flow for a successful communication forwarding unconditional described in TS 24.604 [11]. Note that for simplicity some of the nodes, e.g. CSCFs in IMS network, and messages have been omitted. The detailed signalling flow for a successful communication forwarding unconditional based on an AS providing the forwarding is described in TS 24.604 [11] A1.1.
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Figure 9.3.2-1: Procedure of secure CDIV using KMS based solution
Description:

User B has activated the CFU service.
1.
UE A requests a ticket from the KMS to communicate with UE B.

2.
The KMS generates a corresponding ticket and sends it back to UE A in the ticket response message.

3.
UE A sends initial INVITE request including the ticket towards UE B through the IMS network.

4.
UE B is subscribed to the CFU service, with the use of the IFC, the INVITE message is forwarded to the AS.
5-6.
Procedures for CFU are executed. Depending on the value of subscription option “Originating user receives notification that his communication has been diverted (forwarded or deflected)”, a 181 (Call Is Being Forwarded) response is sent towards the UE A indicating that the communication is diverted.
7.
An INVITE request including URI-C as destination is sent back from the AS to the S-CSCF in the IMS network. Additional the History-Info header, identity of the AS and possibly a CDIV indication is included.
8.
The INVITE message is sent to the UE C through the IMS network.

9.
UE C sends ticket resolve message to the KMS including ticket, ID-AS, ID-C and possible CDIV indication.

10.
The KMS sends a inquire request including ID-A, ID-B based on information about allowed recipients carried in the ticket and the authenticated identity ID-C carried in the resolve request message.
11.
The AS checks whether UE C is the correct diverted-to user set by UE B and then sends inquire response message to the KMS to inform the inquire result.

12.
If UE C is authenticated as the correct user, the KMS resolves the ticket and returns the keys to UE C in resolve response message. Otherwise, the KMS refuses to solve the ticket.
13-16. 
UE C sends 200 OK including TRANSFER_RESP message to UE A as specified in TS 33.328 [3].
Thus the communication between UE C and UE A can be protected. 
9.3.X
KMS-based solution no 2.

This clause doesn't really propose a new solution but describes how current procedures could be used and handled in call diversion scenarios.  The handling is described in the following step by step description:

1
The caller requests a ticket for the intended receiver. The ticket may include other receivers as well.

2
The caller INVITEs the intended receiver using the requested ticket

3
The INVITE is diverted with the original ticket.

4
The receiver checks if he is an authorized user of the ticket. If he is, he accepts the INVITE. If not

5
The receiver declines the call and responds with an error message indicating that it is not authorized for a secure call using the ticket in the INVITE. The response includes the identity of the receiver.

6
The caller checks the error message and notices that the responder wasn't authorized for use of the ticket.

7
The caller now checks the identity of the responder and notices that it is different from the identity of the intended receiver. 

8
The caller now has three choices: a) to hang up, b) to send an INVITE for a plain call to the responder, c) to send and INVITE for a secure call to the responder. Choosing option c requires that the caller request a new ticket with the responder as an authorized receiver.

The described handling of call diversion has the great benefit that there is no need for new network functionality. Furthermore it leaves the decision on how to handle a diverted secure call to the initiator of the call.
<*****  End of changes  *****>
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