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Introduction
The included pCR 

1. Updates figure 5.1.1-1 according to according to TS 24.147 updates.

2. Adds a section on key management 

3. Moves a general editor's note for solutions stating that it is for further study how secure conferences with media protection are established to become specific for the SDES based solution

4. General editorials for corrections and clarifications.
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<*****  Start of changes  *****>

5.1
Introduction

5.1.1
General

An overview of the IMS conferencing service is given in TS 24.147 [4]. The conferencing service provides the means for a user to create, manage, terminate, join and leave conferences. The conference system also can provide information (notifications) about conference events to the conference users. Conference users SUBSCRIBE to the information. 

Conferencing applies to any kind of media stream by which users may want to communicate, including audio and video media streams as well as instant message based conferences and gaming. It is optional to support floor control. Floor control is implemented using BFCP (The Binary Floor Control Protocol) [5]. BFCP transport is TCP.

The conferencing service is implemented in an AS together with an MRFC and a MRFP.  The functional split and the interfaces between these entities are depicted in Figure 5.1.1-1 (copy of figure 4.1 in TS 24.147 [4]) 


[image: image2]
Figure 5.1.1-1: Functional split between the AS, MRFC and MRFP

The Focus (see Figure 5.1.1-1) in a conference solution is a SIP user agent that is addressed by a conference URI and identifies a conference. The focus maintains a SIP signalling relationship with each participant in the conference.  The focus is responsible for ensuring, in some way, that each participant receives the media that make up the conference.  The focus also implements conference policies.  The focus is a logical role. 

Figure 5.1.1-1 indicates that the network operator or the user may apply membership and media policies to a conference. Policy control mechanisms are currently not standardized.

In IMS, only ad hoc conferencing is specified. Ad hoc conferences are, as their name implies, instantiated on the fly by a user. Planned, pre-established conferences, often use non-IMS means to create the conference. 

The protocol used for the Mr and Mr' reference points is SIP. The Cr reference point allows interaction between an Application Server and an MRFC for media control and session control. The Mp reference point allows an MRFC to control media stream resources provided by an MRFP.

5.1.2

Immediate security observations/requirements

To secure an IMS conference the following types of security should be considered:

-
Key management. The natural place to perform key management is the AS. This means that media plane keys have to be transported from the AS to the mixer over the interfaces between the AS, MRFC and MRFP. Requirements on the protection of these internal interfaces have to be evaluated. 

Editor's note: It has to be clarified which interfaces these are, e.g. whether Cr and Mp are to be used, how these interfaces would have to be enhanced or whether new interfaces should be specified.
In any case, IP based interfaces may be protected using NDS/IP with additional confidentiality (IPsec ESP with non-null encryption).

-
Rekeying. If a group key is used to protect media in a conference then it may be required to perform rekeying when a participant joins or leaves the conference; this to guarantee forward and backward security. The cost to do such rekeying may be high and it should be evaluated if and how such a service can be included in the secure conference service.

Editor's note: A possible issue may be the beginning/end of a conference, where users join/leave frequently. Rekeying for intervals of seconds rather than minutes may not be reasonable, in particular for large conferences.

-
Media plane security. Requirements may differ depending on type of mixer. In use cases when the mixer performs switching of the media rather then mixing, it may not be necessary to decrypt and re-encrypt the media in the mixer, but normally incoming media to the mixer has to be deciphered and the mixed output signal enciphered before it is sent out. It should be evaluated if the media sent out from the mixer could be ciphered with a key common for all users and thus not have to be individually ciphered for each conference participants.
-
Event packages. Event packages may carry security sensitive information and should thus be protected. This means that NOTIFY messages have to be protected and such protection is investigated in the clause on session-less messaging

-
Floor control. Floor control messages may disclose information which is sensitive about who is speaking and may thus have to be protected. As BFCP is transported over TCP, securing TCP is similar to securing MSRP.

Editor's note: Securing BFCP should be aligned with a future solution for securing TCP based media traffic. In absence of such a solution, BCFP (which is not mandatory in IMS conferencing) may only be used without protection.

-
Conference server "internal" interfaces.  It should be evaluated which the security requirements on the internal interfaces in the conference service are. 

Editor's note: It has to be clarified what is meant by "internal" interfaces in this remark. (There would be no need to specify security requirements for unspecified internal interfaces.)

-
Authentication of participating users and conference service. In some applications it may be essential that conference participants can authenticate the conference service and get assurance that they have been connected to a legitimate service. It may also be essential that the conference participants are securely informed about the other participants’ identities. 

5.1.3
Requirements

Editor's note: Requirements may be missing.

The following are general requirements on a secure conference solution are:

-
A user shall be able to initiate creation of an ad hoc secure conference.

There must be some means for an ad hoc conference creator to signal that the conference should be secure.

-
A secure conference shall be able to securely authenticate all conference participants.

In most secure conference scenarios it would not be meaningful to set up a secure conference with protected media if the participants could remain anonymous and anyone could join. 

-
All participants in a secure conference shall use media protection. 

We believe this is a reasonable restriction. 

Editor’s note: Conferences where some media/participant isn't secured could be possibly studied later. 

-
Different media streams shall use different key streams. 

This is to make sure that no two-time pads occur. 

-
It should be possible to use group keys to protect media streams intended for all participants.

One use case when this could be beneficial is when e.g. a mixed output stream is intended for all participants.

-
Rekeying of a conference should be possible. 

By rekeying of a conference is meant that all key streams in the conference shall be based on new, fresh key material. Rekeying may e.g. occur when a participant joins or leaves a conference. 

-
A secure conference supporting event packages shall provide security for the event packages.

Event packages may carry security critical information.

-
A secure conference supporting floor control shall provide security for the floor control signalling.

Floor control signalling could carry security critical information.

<*****  Start of next changes  *****>

5.3
Solution(s)


5.3.1
SDES based Solution
Editor’s note: It is for further study how secure conferences with media protection are established.

The SDES based solution for e2e media plane security described in [3] is applicable to the communication between a conference participant and the conference server, i.e. with the participant and the conference server as the two endpoints. 

According to the use cases described above, the establishment of the conference includes INVITE dialogues between participants and the conference server. By these dialogues, SDP is exchanged in the bodies of SIP messages that describe the media flows between the participants and the conference server. In the SDES based solution, crypto attributes as part of the SDP are used as described in [3] to exchange keys and other cryptographic parameters between the participants and the conference server.

With SDES, the sender of a media stream specifies the key used to protect this stream. This facilitates the usage of bilateral keys as well as of group keys. E.g., if the conference server distributes an identical media stream to multiple participants, the conference server may use a group key, meaning that encryption has to be performed only once and the same encrypted stream can be sent to these multiple participants. In this case, the conference server will specify the same crypto attribute in all dialogues used to set up this stream from the conference server to the participants.

For unicast media streams from participants to the conference server, usage of group keys does not allow for significant efficiency gain. In the SDES based solution, each participant specifies an arbitrary key for such a media stream, and the conference server uses these individual keys for the individual streams it receives from individual conference participants.

The SDES based solution for conferencing inherits the security prerequisites and properties of the SDES based solution for e2e media security. It requires trust in the conference server not to abuse the media. (For conferences where the conference server needs access to cleartext media, e.g. for mixing, this is an inherent requirement for all possible solutions.)

5.3.2
KMS based solution

5.3.2.1
Introduction and overview 
5.3.2.1.1 
General

The KMS based key management solution is based on the assumption that that the conference system is an authorized user of KMS services. Furthermore it is assumed that one or more group keys are used to key all media streams used in the conference. These group keys are generated by the KMS on request from the conference system. 

To ensure that different SRTP protected media streams are protected by different key streams the conference system must enforce that all media streams in the conference have unique SSRCs. This requirement on that there are no SSRC collisions in the conference shall be enforced by the conference system.

5.3.2.1.2 Conference creation

To create a conference a user requests a TICKET from the KMS and INVITEs the conference factory to a secure session. The TICKET shall contain the conference factory as a recipient; other allowed recipients of the TICKET define the set of possible conference participants in addition to the conference creator. The set of allowed conference participants is recorded by the conference system and is later used to verify that only authorized users join the conference.  

The conference factory sends the ticket in the INVITE in a RESOLVE_INIT to the KMS. This will allow the conference factory to securely authenticate the initiator and verify that the initiator is authorized to set up a secure conference. The checking of the authorization to set up secure conferences is either against a conference policy maintained in the conference system or it is checked by the KMS when the ticket is resolved. The KMS may have a policy defining if the TICKET issuer is authorized to have a secure session with the conference factory which would correspond to being allowed to establish secure conferences.

<*****  Start of next changes  *****>

5.3.2.2
Protection of non-media information 

Protection of event packages should follow the solution for immediate messaging described in this TR. Protection of floor control signalling should follow the solution for described for protection of TCP/MSRP in this TR. The TICKET/KEMAC used to define the keys for media protection should include keys for protection of event packages and/or floor control.
<*****  Start of next changes  *****>

5.3.2.X Key management
5.3.2.X.1 Prinicples

The basic principle for the key management is that the conference centre controls the creation and use of all group keys for media protection.  It shall also authenticate all participants and itself towards all participants. This is achieved by requiring that all INVITEs AND REFERs to the conference focus by the conference creator as well as conference participants use tickets and settings to allow authentication of the sender. The conference creator shall in the Ticket used when creating a conference include the conference focus and the set of possible conference participants as authorized recipients. Furthermore INVITES and REFERs from the conference focus shall use tickets and settings to allow authentication of the conference focus and invited participants in addition to distribution of media protection keys.
5.3.2.X.2 Example signalling diagrams

Editor's Note: Example signalling diagram to be inserted.
<*****  End of  changes  *****>
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