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8.1
Abstract of the contribution
This pCR shows that the same security gain as provided by solution 2 can be obtained by increasing the authentication frequency, at the expense of a higher signalling load and a higher load on the HLR. Further study is needed to assess the cost reduction achieved by the reduced load in comparison to the cost of functional UKH enhancements.
Start of the pCR
7
Evaluation of proposed solutions

7.x Comparing solution 2 to increasing the authentication frequency

Solution 2 aims “… to give a method of providing CN and RAN level key separation including fresh RAN keys for each Idle to Active transition. The goals of this solution are to enable these security features in the following manner, such that only CN nodes need to be upgraded, i.e. no changes to RNC are necessary…” (from clause 5.2).  
But, in principle, the generation of fresh RAN keys for each Idle to Active transition can be achieved by performing an AKA for each Idle to Active transition, without any changes to the key hierarchy. 

Clearly, the increased use of AKA will be put a higher burden on the signalling channels and on the HLR, and it would increase call set-up delays for all calls, while, currently, that delay is incurred only for those 1 in n calls (n small) that are authenticated. But, on the other hand, it would be possible without any functional changes to existing nodes and could be achieved by mere configuration. 

Editor’s Note: Further study is needed to assess the cost reduction achieved by the reduced load in comparison to the cost of functional UKH enhancements. That it is not completely out of the question to authenticate every idle-to-active transaction, at least for the CS domain, is suggested by the fact that authenticating every call and SMS is under serious consideration as a short term countermeasure against attacks on A5/1 in GSM CS.

Conclusion: the same security gain as provided by solution 2 can be obtained by increasing the authentication frequency, at the expense of a higher signalling load and a higher load on the HLR. Hence, solution 2 can be considered a performance optimisation whose cost saving effect needs further study.
NOTE: It cannot be inferred from this conclusion that solution 2 should not be introduced, but it demonstrates that there are alternatives. 
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