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8.1
Abstract of the contribution
It is proposed in a companion contribution that “The cost/benefit analysis of the proposed UKH enhancements needs to be performed also against a 3G system where collapsed RNC/NBs provides a (yet to be defined) degree of platform security. ” In order for this to be possible platform security needs to be desribed at least to a certain extent. This is provided by this pCR. 
Furthermore, it is proposed to include this text in a new clause 7 as the current clause 6 is entitled “Comparison of proposed Solutions” and seems focused only on the solutions in the TR, but not on an evaluation of the benefits of this solutions with respect to other measures. 

Start of the pCR
7
Evaluation of proposed Solutions

7.1 Evaluation under the assumption of platform security in collapsed RNC/NBs
7.1.1 Platform security

7.1.1.1 Introduction

When performing a cost/benefit analysis of a proposed measure it is important to choose the appropriate basis for comparison.

The explicit motivation for studying UKH enhancements is a 3G architecture with collapsed RNC/NBs and the perceived increased risk of compromise of the latter. UKH enhancements are only beneficial under the assumption that the security termination point, the RNC, can be compromised, and that this compromise goes unnoticed (as, otherwise, the base station could be disconnected). Hence, the benefits in a cost/benefit analysis greatly depend on the strength of the platform security measures.
Therefore, for making the required evaluation possible a description of platform security requirements expected of collapsed RNC/NBs is needed. This subclause provides such a description.
7.1.1.2 Requirements on platform security
Editor’s note: the requirements on platform security are ffs. A good starting point are the requirements on eNBs in clause 5.3 of TS 33.401. They address the following aspects: 

· Requirements for setup and configuration
· Requirements for key management inside the node

· Requirements for handling user and control plane data

· Requirements for secure environment. 

8
Conclusions

Editor’s note: should conclude on the comparison and evaluation in the previous clauses.
End of the pCR

