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8.1
Abstract of the contribution
The cover sheet to the presentation of TR 33.859 v0.6.0 to SA#50 states that a cost/benefit analysis of the proposed enhancements to the UTRAN key hierarchy (UKH) is still outstanding. This contribution argues that it would be a methodological mistake to only compare the UKH enhancements against the existing 3G security architecture. Rather, the comparison shall also take into account other possible 3G security enhancements. In particular, platform security of base stations, which is a cornerstone of EPS security, needs to be taken into account, and the cost/benefit analysis of the proposed UKH enhancements needs to be performed also against a 3G system where collapsed RNC/NBs provide platform security.  Furthermore, the analysis needs to take into account that any security enhancements would be introduced into an already deployed system (network and terminals). 
1. A bit of SA3 history
The work on possible enhancements to the 3G security architecture started in SA3 in October 2006 with the discussion papers S3-060654, by Nokia, Lucent, T‑Mobile, Vodafone, Alcatel, China Mobile, and Telecom Italia, and S3-060664, by Qualcomm, and the reply LS S3-060789 sent to RAN3. The discussion paper S3-060654 was attached to the reply LS and its major findings were agreed by SA3 and reflected in the reply LS. A key statement in the reply LS was: “It is the view of SA3 that the collapsed architecture option could be made secure enough, and the threats can be mitigated by following specific requirements which include implementation of the security functionality in the NodeB. These requirements follow the principles of physical security or platform security or a combination of both.” The very brief discussion paper S3-060664 called for starting a study on security requirements for terminating security in an edge node. It contained the statement “As one possible area of investigation, available secure platform solutions could be used in the Node B+, …”.

For the rest of this contribution, we consider the term “platform security” to comprise physical security as well.

There was no discussion of enhancing the UTRAN key hierarchy in 2006. 

The work on UKH enhancements started in October 2007 with the Study Item Description SP-070782, which was updated in SP-090283 in 2009. Neither of the SIDs mentions the work in 2006; in particular, there is no reference at all to platform security. The current version of TR 33.859 does not contain any reference to platform security either. This can be interpreted in different ways: 
· One interpretation – to which we could agree - is that the need for platform security was taken for granted when the work on UKH enhancements was initiated, and the UKH enhancements were meant to further enhance security on top of what would already be provided by platform security, similar to what has been done for EPS. The reason why the study focused entirely on UKH would have been that UKH enhancements were considered much more complex, at least from a specification point of view, than new requirements on platform security. 
· Another interpretation could be that UKH enhancements were considered as independent of platform security and could possibly be deployed without the latter. This would not be acceptable as there are scenarios that can only be addressed by platform security as shown in companion contributions. 

But even with the first interpretation, it is important that platform security is not forgotten when it comes to the cost/benefit analysis.
2. Basis of comparison for a cost/benefit analysis
When performing a cost/benefit analysis of a proposed measure it is important to choose the appropriate basis for comparison.

The explicit motivation for studying UKH enhancements is a 3G architecture with collapsed RNC/NBs and the perceived increased risk of compromise of the latter. UKH enhancements are only beneficial under the assumption that the security termination point, the RNC, can be compromised, and that this compromise goes unnoticed (as, otherwise, the base station could be disconnected). This then implies that the benefits of UKH enhancements decrease with a decreasing likelihood of undetected compromise of the RNC. Or, in other words, the benefits in a cost/benefit analysis greatly depend on the strength of the platform security measures. Any comparison that does not take into account the latter is therefore largely meaningless. 
It is less clear how the degree to which platform security is provided would affect the cost of UKH enhancements. It could be argued that it is more costly to implement a complex key handling on a secure platform than on an ordinary platform, but this cannot be taken for granted and would need further study. 

Furthermore, there are use cases where only platform security, and not UKH enhancements, brings any benefits at all, e.g. when the user remains stationary such as in uses of HSPA as a substitute for DSL. Hence, a certain degree of platform security is a must anyhow. 
For these reasons, any cost/benefit analysis of UKH enhancements must take into account the degree of platform security as a basis for comparison. 

As a caveat: we are not saying that UKH enhancements would not bring any benefits because, certainly, no practical equipment can be made fully tamper-proof and, hence, compromises of nodes need to be considered, but we are saying that the cost/benefit tradeoff will be affected. 
Side remark: Regarding the motivation for introducing UKH enhancements it could be argued that more frequent session key changes reduce the exposure of the session key, and the risk of a successful cryptanalytic attack, but this argument would apply to classical 3G architectures as well and seems of little practical relevance anyhow given the undisputed strength of 3G cryptographic algorithms, and the key changes through AKA runs. The frequent session key change can therefore not serve as a rationale for introducing UKH enhancements unless attacks are considered where the attacker gains control of the platform for a period much shorter than the period between two authentications.

3. An important evaluation criterion: complexity of interworking with legacy equipment
When considering the cost of a proposed measure it is important to be aware of the difference between introducing such a measure into a system that is in the process of being designed, such as EPS in Release 8, or into an already deployed system (network and terminals). This insight is also reflected in the discussion paper S3-060654 from 2006 where the following was stated: “It is important to understand the main requirement of compatibility when replacing a single part within an existing system. For a completely new system like LTE/SAE, a completely new security architecture can be set up. This is not the case for HSPA Evolution.”
One aspect to consider when applying this criterion is that the cost may effect all new equipment immediately while the benefit of the proposed measure may materialize only when the proposed measure has reached a certain degree of penetration in practical deployments. 

 4. Proposal

It is proposed that SA3 agrees the following: 
· The cost/benefit analysis of the proposed UKH enhancements needs to be performed also against a 3G system where collapsed RNC/NBs provides a (yet to be defined) degree of platform security.  
· The cost/benefit analysis of the proposed UKH enhancements needs to take into account the difference between introducing such a measure into a system that is in the process of being designed and into an already deployed system (network and terminals).
