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1. Introduction
SA3 has defined group optimization in the section 5.2 in the living document S3-101398. Group based optimization may include many optimizations. Group based authentication which may provide signalling savings is one solution for Group based optimization. 
This contribution proposes MTC Group based authentication to achieve group based optimization.
2. pCR

It is kindly proposed SA3 to agree the following pCR to include the group based authentication solution into TR 33.8xx.

**************************** start of change *******************************
6
Solutions

Editor’s Note: This section is intended to describe solutions which fulfil the security requirements in the previous section. Solutions to all Key Issues listed in section 3.1 are listed here. 

6.X
Solution for Group based optimization

6.X.1
Group based authentication

6.X.1.1 scenario
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Figure 6.x -1 group based authentication scenario

As is shown in the above figure, it is described the group authentication scenario with the following preconditions:

1.  These MTC Devices in Group A have the at least one same characteristic, and members of the group individually store their identification in core network.
2.  MTC Devices in Group A communicate with each other by private communication protocol. All the MTC Devices in Group A can transfer their keying material to MTC delegate. MTC delegate can compute the group key Kgroup and be able to do access authentication with the network. The delegate of the group can be changed.

Note: The private communication protocol is out of scope of this document.
6.X.1.2  Procedure
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Figure 6.x-2: group based authentication flow

1.  Each MTC Devicei respectively send their keying material to MTC delegate according to private communication protocol. Each keying material is one piece to assemble key for group authentication. All key material transfering should be protected by using at least 128-bit length algorithm. MTC delegate will delegate all the members of Group A to perform mutual authentication.

2. MTC delegate compute the group key Kgroup through threshold mechanism algorithm.


i)  While mutual authentication between Group A and Core network is performed, MTC delegate is responsible for sending authentication request message.


ii)  Only MTC delegate obtains all the Ki from Group A to compute the correct group key K. Consequently, we can assume that all the members of Group A participate in the mutual authentication when MTC delegate performs mutual authentication with Core network.

3. Core network generates authentication vectors according to the authentication request message from MTC delegate, and then performs a mutual authentication procedure.


i)  During the mutual authentication procedure, MTC delegate will compute CKgroup/IKgroup according based on the AV. Then it will abandon the keying material for security purposes.

4. MTC delegate will send CKgroup/IKgroup to the other member of Group A after mutual authentication. 

5. Then Core network and MTC Devicei individually derive the CKindividual/IKindividual from CKgroup/IKgroup and individual root key, Note: This step will be protected by the secure protocol.

6. Then the Group communication between MTC Devices and network can be protected by CKgroup/IKgroup, and the individual communication between MTC Devicei and network can be protected by CKindividual/IKindividual. 
6.X.2
Impacts on existing nodes or functionality


Group based authentication doesn’t change the current entity authentication mechanism in 3GPP.

A network entity should be able to store the group key Kgroup for each group.

A network entity should be able to derive the individual CKindividual/IKindividual from Group key CKgroup/IKgroup which is derived from Group based authentication. 

The MTC Devices should be able to send their keying material securely to the agent authentication node through private communication protocol in Group.
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