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7.7.3 Relay Node Security
1
Introduction
In last SA3 meeting a question was raised whether the same certificate could be used for the protection of the backhaul link from the DeNB to the core network and for protection of the interface between the DeNB and the RN.
2
Analysis
A first observation is that they both use X509v3 certificates. The profiling done in TS 33.310 does not seem prohibit the use of the same certificate in both places. In fact, clause 6.1.3 (referenced from clause 6.1.3b for NEs) of TS 33.310 states:

SEG certificates shall be directly signed by the SEG CA in the operator domain that the SEG belongs to. Any SEG shall use exactly one certificate to identify itself within the NDS/AF.
However, clause 6.1.3a specifying the TLS entity certificate profile does not give any such requirement. This indicates that it would be allowed to have a TLS certificate in addition to the IPsec certificate used for the backhaul.

It is a question whether one would prefer a policy where one of the certificates has a shorter lifetime or uses a different policy. In that case it could make sense to use different certificates. Even if the certificates are not the same, there seems to be nothing preventing them to be part of the same PKI.
It can be left to operator policy to choose whether the TLS certificate and the IPsec certificate are the same or coming from the same PKI.

3
pCR
10.9.1
General

This solution has two different flavours: an IPsec based flavour and an AS security based flavour. The first one uses IPsec to protect the S1/X2 User-UE control plane between the RN and DeNB and AS level security mechanism to protect the user plane. The IPsec tunnel provides integrity and confidentiality protection for the S1/X2 User-UE control plane between the RN and the DeNB. Confidentiality protection for the User-UE user plane traffic is provided by AS confidentiality protection. The keys used for AS protection are bound to the IPSec SA (keys) that is set-up and its associated authentication of the RN as a genuine relay node, i.e., RN platform authentication. The setup is depicted in Figure 10.9.1-1.
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Figure 10.9.1-1 Set up of security protocols for Solution 9 when IPsec is used to protect S1AP/X2AP

The second flavour of Solution 9 is based on that integrity protection and ciphering of S1AP/X2AP is provided by AS. For this to be possible, it must be possible to configure also DRBs to use integrity protection. In this case there is no need to use IPsec. However, to allow for RN platform authentication and to bind the AS keys to the RN platform authentication, a TLS tunnel is setup between the eNB-persona of the RN and the DeNB. The AS keys are then bound to the RN platform authentication via the keys established for the TLS tunnel. This is depicted in Figure 10.9.1-2.
A first observation is that they both use X509v3 certificates. The profiling done in TS 33.310 does not seem prohibit the use of the same certificate in both places. In fact, clause 6.1.3 (referenced from 6.1.3b for NEs) of TS 33.310 states:

SEG certificates shall be directly signed by the SEG CA in the operator domain that the SEG belongs to. Any SEG shall use exactly one certificate to identify itself within the NDS/AF.
However, clause 6.1.3a specifying the TLS entity certificate profile does not give any such requirement. This indicates that it would be allowed to have a TLS certificate in addition to the IPsec certificate used for the backhaul.

It is a question whether one would prefer a policy where one of the certificates has a shorter lifetime or uses a different policy. In that case it could make sense to use different certificates. Even if the certificates are not the same, there seems to be nothing preventing them to be part of the same PKI.

It can be left to operator policy to choose whether the TLS certificate and the IPsec certificate are the same or coming from the same PKI.
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Figure 10.9.1-2 Set up of security protocols for Solution 9 when AS is used to protect S1AP/X2AP

Note that the so called IPsec based flavour could of course also be implemented by using TLS as the secure channel for protection of S1AP and X2AP and establishment of KO.
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