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Abstract of the contribution: This contribution proposes to add the support of the enhanced UTRAN security context of ME to SMC message. 
1
Discussion
In section 5.2.3.1.3.1 of TR 33.859, it describes an ME+ shall signal it support of the enhanced UTRAN security context to the SGSN in all Attach Request and RAU Request messages.  
But when the "the support of the enhanced UTRAN security context of ME+" is sent to the network in the Attach Request message, the integrity protection is not started and the attach request message is an unprotected message. The content of the attach request may be altered by an attacker, so SGSN+ will regard that the UE as not supporting the enhanced UTRAN security context. To mitigate this threat, it is recommended the "support of the enhanced UTRAN security context of the ME+" be echoed back from SGSN+ to the ME+ in the subsequent SECURITY MODE COMMAND message. The SECURITY MODE COMMAND message send from RNC to ME+ is integrity protected, ME+ can verify that "the support of the enhanced UTRAN security context of ME+" that reached the SGSN+ was not altered.

2
Proposal
It is suggest the"the support of the enhanced UTRAN security context of ME+" is echoed back from SGSN+ to the ME+  in the SECURITY MODE COMMAND message after the attach procedure, and the according description is suggested to add to section 5.2.3.1.3.3
It is proposed that SA3 agree the pCR below for inclusion in the UTRAN KH TR. 

3
pCR
***************BEFGIN OF FIRST CHANGE ************
5.2.3.1.3.3
Security mode command procedure

An SGSN+ that receives a message from a UE+ including a COUNT value and holds the enhanced security context for the UE does the following:

· it checks whether the received COUNT is greater than or equal to the stored COUNT 

· if so it sets the stored COUNT equal to the received COUNT + 1 and calculates CKS and IKS from KASMEU and the received COUNT value


- 
if not, the error case behaviour is FFS. 

A legacy SGSN will just ignore the COUNT value and use the CKL and IKL received from the old SGSN as keys. 

The SGSN will then initiate the security mode procedure and pass either CKL and IKL or CKS and IKS to the RNC depending on the situation above. The UE support of the enhanced UTRAN security context information also will be echoed back from the SGSN+ to the ME+ in the security mode command message. The RNC will then send the security mode command message to the UE using the keys it received. 
***************END OF FIRST CHANGE ************
***************BEFGIN OF SECOND CHANGE ************
5.2.3.4
Summary of changes to messages for PS

5.2.3.4.1
General

The following sub-clauses list the changes to existing messages that are needed to support the solution 2 for PS.  
5.2.3.4.2
Changes to TS 24.008

The following messages or IEs in TS 24.008 [5] that require a change to support solution 2.

Authentication and ciphering request message
An indication to the UE that it shall use an enhanced security context

 Attach request message

An indication that a UE+ supports enhanced security context functionality 

The COUNT value when the UE+ is using an enhanced security context

RAU Request message 
An indication that a UE+ supports enhanced security context functionality 

The COUNT value when the UE+ is using an enhanced security context

Service Request message

The COUNT value when the UE+ is using an enhanced security context

RAU Accept message

An indication that the target SGSN+ after an intra-UTRAN handover or a handover to UTRAN supports the enhanced security context

NAS Container for PS HO IE

One bit of this is set to inform the UE+ that the SGSN+ has performed a non-legacy key derivation

5.2.3.4.3
Changes to TS 24.301

The following messages or IEs in TS 24.301[6] that require a change to support solution 2.

Attach request message

An indication that a UE+ supports enhanced security context functionality 

Tracking area update request message

An indication that a UE+ supports enhanced security context functionality

NAS Security Mode Command message

An indication the MME used KASMEU to calculate KASME when creating this mapped security context  

NAS Security parameters to E-UTRA IE 

One bit of this is set to inform the UE+ that the MME+ has performed a non-legacy key derivation. 

5.2.3.4.4
Changes to TS 29.060

The following messages or IEs in TS 29.060 [7] that require a change to support solution 2.

Context Response message

An SGSN+ includes KASMEU if the security context being used is an enhanced one 

An SGSN+ includes COUNT if the security context being used is an enhanced one 

Forward Relocation Request message
An SGSN+ includes KASMEU if the security context being used is an enhanced one 

An SGSN+ includes COUNT if the security context being used is an enhanced one 
5.2.3.4.5
Changes to TS 29.274 

The following messages or IEs in TS 29.274 [8] that require a change to support solution 2.

Forward Relocation Request message
An indication that a UE+ supports enhanced security context functionality

An indication that the current mapped EPS NAS security context is an enhanced one  
Context Response message
An indication that the current mapped EPS NAS security context is an enhanced one
5.2.3.4.6
Changes to TS 25.413 

The following messages or IEs in TS 25.413 [9] that require a change to support solution 2.

SECURITY MODE COMMAND message
An indication whether or not the SGSN+ has used an enhanced security key derivation to get the keys 
The indication that a UE+ supports enhanced security context functionality which received in the first L3 message sent by UE.

5.2.3.4.7
Changes to TS 25.331 

The following messages or IEs in TS 25.331 [10] that require a change to support solution 2.

SECURITY MODE COMMAND message
An indication whether or not the SGSN+ has used an enhanced security key derivation to get the keys 
The indication that a UE+ supports enhanced security context functionality which received in the first L3 message sent by UE.
***************END OF SECOND CHANGE ************
