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Abstract of the contribution:

This pCR aims to do preliminary analysis on this topic and add the potential threats and corresponding security requirements to the living document.
1. Introduction

In the last #61 Sorrento Meeting, a living document (S3-1001449) of security study on IMS Based Peer-to-Peer Content Distribution Services was agreed.  This pCR aims to do preliminary analysis on this topic and add the potential threats and corresponding security requirements to the living document.

2. Discussion
Study of P2P services in SA1 has already proceeded, use cases, such as Content on Demand, Live Streaming, and File Downloading Service over IMS for large numbers of online users, also the related service requirements, charging requirements and security requirements of IMS based P2P Content Distribution Services (CDS) are identified in TR 22.906. To add value to the P2P CDS services, it is meaningful to study the security issues of this subject. 
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The above figure shows a simple example of IMS P2P Content Distribution Service (CDS); each user can download and contribute content from or to content server or the other user peer. Message exchanges include signalling and content exchanges between user peers and between the user and the content server. For example, as shown in the figure, a user may send content request message to another user peer to ask for the desired content, or a user sends content request to the content server and the content server may response with a content location list. 
2.1 Treats

Threat 1: User report cheating

User peers might not correctly report the information of their contributed or downloaded resources.

Threat 2: Content tampering

User peers might tamper with the content uploaded for other uses, worst case is that some malicious software such as Trojan Horse programs or virus may be inserted into the content sharing with other users.

Threat 3: copyright-protected content sharing

User peers subscribe to the service and download some copyright-protected content, but they might distribute the copyright-protected content to other un-authorized users.

Threat 4: Illegal content distributing

User peers or services may distribute illegal content to the other user through operator’s network, especially for the extent out of control of operators.

Threat 5: Eavesdropping
Signalling and content exchange between user peers and servers may be eavesdropped by malicious users. The attacker may steal some sensitive information of ongoing communication and get the content information. 

Threat 6: Routing Hijacking (Eclipse Attack) 

Malicious nodes conspire to hijack and dominate the neighbour set of correct nodes. Join messages may be misroute to malicious nodes, thus only malicious nodes is supplied as references. By this way, malicious nodes can control data traffic through routing. 
2.2 Requirements

Based on the security requirement identified in TR 22.906 and the threats listed above, corresponding security requirements are listed in this sub section:

· The network shall be able to identify whether the user report of contributed and/or downloaded resources information is correct.
· The network shall be able to identify whether the user tamper with the content uploaded for other users;

· The network shall be able to protect the content exchanged among users against unauthorized access (e.g. undesirable leakage of and/or modification on possibly copyright-protected content).

· The network shall be able to prevent the user and the content servers against distributing any illegal content to other users.

· The content messages between user peers and servers should be protected (e.g. against modification, eavesdropping, relay attack, man-in-the-middle attack).
· The network shall be able to against Eclipse attack.
3. Proposal

It’s proposed to document the following content in the living document.

3
Security threats
Editor’s note: This clause is intended to analyze relevant security threats caused by IMS P2P system compared to IMS system.

Threat 1: User report cheating

User peers might not correctly report the information of their contributed or downloaded resources.

Threat 2: Content tampering

User peers might tamper with the content uploaded for other uses, worst case is that some malicious software such as Trojan Horse programs or virus may be inserted into the content sharing with other users.

Threat 3: copyright-protected content sharing

User peers subscribe to the service and download some copyright-protected content, but they might distribute the copyright-protected content to other un-authorized users.

Threat 4: Illegal content distributing

User peers or services may distribute illegal content to the other user through operator’s network, especially for the extent out of control of operators.

Threat 5: Eavesdropping
Signalling and content exchange between user peers and servers may be eavesdropped by malicious users. The attacker may steal some sensitive information of ongoing communication and get the content information. 

Threat 6: Routing Hijacking (Eclipse Attack) 

Malicious nodes conspire to hijack and dominate the neighbour set of correct nodes. Join messages may be misroute to malicious nodes, thus only malicious nodes is supplied as references. By this way, malicious nodes can control data traffic through routing. 
4
Security Requirements
Editor's note:
This clause is intended to provide appropriate security requirements to eliminate or reduce the threats listed in above clause. 

Based on the security requirement identified in TR 22.906 and the threats listed above, corresponding security requirements are listed in this sub section:

· The network shall be able to identify whether the user report of contributed and/or downloaded resources information is correct.
· The network shall be able to identify whether the user tamper with the content uploaded for other users;

· The network shall be able to protect the content exchanged among users against unauthorized access (e.g. undesirable leakage of and/or modification on possibly copyright-protected content).

· The network shall be able to prevent the user and the content servers against distributing any illegal content to other users.

· The content messages between user peers and servers should be protected (e.g. against modification, eavesdropping, relay attack, man-in-the-middle attack).
· The network shall be able to against Eclipse attack.
================================   End of Change =====================================
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