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1. Introduction
The problem, that a “weak” credential was used in GBA, cf. our companion contribution in S3-11yyyy, is not an entirely new problem. In 2G GBA a similar problem occurred. There a TLS tunnel was deployed, but also some additional measures were taken. In this document we will outline how those additional measures work and offered the required protection level.

2. Discussion 

In TS 33.220 we find the following figure in Annex I for 2G GBA based bootstrapping:
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Figure1: Bootstrapping procedure for 2G GBA taken from Annex I TS 33.220
In the bootstrapping procedure for 2G GBA, the key Ks is derived from both the authentication result (Kc and SRES) and some information (Ks-input) which is transmitted inside of the TLS tunnel. This makes a crucial difference, since an attacker would need to obtain all pieces of information to take a correct response. 

The Ks is defined as Ks = KDF (key, Ks-input, "3gpp-gba-ks", SRES). The BSF converts one 2G authentication vector (RAND, Kc, SRES) to the parameter RES. 


RES = KDF (key, "3gpp-gba-res", SRES), truncated to 128 bits

where key = Kc || Kc || RAND and KDF is the key derivation function specified in Annex B of TS 33.220.

The construction of RES as above avoids the man-in-the-middle-in-tunnelled-authentication attack on GBA_H mentioned in the companion contribution S3-110030.  

The BSF shall also select a 128-bit random number "Ks-input" and set server specific data = Ks-input in the aka-nonce of HTTP Digest AKA. 

Note that this solution has specified that the TLS tunnel shall be encrypted. This enhances the security of the derived GBA-secret i.e. an eavesdropper does not know the Ks-input i.e. the nonce, so does not know Ks even if he finds back the Triple (authentication Vector) related to the bootstrapping run.
When thinking of transferring this approach directly to our SIP Digest problem, then the parameters Kc, RAND, and SRES from GSM can no longer be used, and one needs to find parameters from the context of using SIP Digest that could be used instead. 
The approach of modifying the Ks key generation as above has also the advantage that any standard browser TLS implementation can be utilized without requiring special functionality to extract the TLS master secret and to hand it over to the key generating module to utilize it for generating the Ks. 
3. Proposal
We kindly propose SA3 to study how the protection mechanisms used by 2G GBA can be usefully applied to SSO with SIP Digest.
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