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*** NEXT CHANGE ***
X
Security aspects of relay nodes
X.1
Security architecture
X.1.1
Security protocol protection 

The Un reference point between the RN and the DeNB carries several types of traffic. The RRC traffic between the DeNB and the RN shall be integrity protected and optionally ciphered. The user-UE userplane traffic between the DeNB and the RN carried in GTP-U shall be optionally ciphered. The same traffic may also be integrity protected if so allowed by the implementation. All this protection shall be provided by PDCP. Integrity protection for the userplane shall only apply to the Un reference point. The PDCP key used for this integrity protection is called KUPint.
The S1AP and X2AP traffic between the DeNB and the RN shall be integrity protected and ciphered. The protection shall be provided by PDCP.

Traffic from the DeNB towards the core network and other RAN nodes shall be proteced as defined for any other backhaul traffic in clauses 11, 12 and 13.
X.1.2
Component protection
An RN shall not attach to a network before autonomous validation of the platform integrity has been ensured by the RN.
The RN shall contain a secure environment. The secure environment shall provide protection for the private key used for RN platform authentication, any processing involving this key or any processing involving a key established using the private key as the basis for the security of the key establishment.
A USIM on a removable UICC shall be used to run EPS-AKA for the RN subscription authentication.
X.2
General description of security procedures
Support for LTE relay nodes is specified in the TS 36.300 [XX]. For definitions of Phase I, Phase II, RN etc, refer to that specification.

An RN operates in two phases. In the first phase (Phase I) the RN attaches to the network as a normal UE to be able to connect to certificate enrolment servers or to its OAM system to retrieve initial configuration data. In the second phase (Phase II) the RN attaches to the network as an RN to be able to provide relaying services to UEs. During Phase II is is also possible for the RN to connect to certificate enrolment servers and OAM system.
An RN shall only provide relaying services to UEs when it is in Secure Relaying state (SR state). This state is a security state which is not part of any of the existing RRC or NAS protocol states. An RN and a DeNB considers the RN to be in this state when 

· - the RN and the DeNB have successfully performed mutual platform authentication,

· - the RN and the DeNB have activated integrity protection for the DRBs carrying S1AP and X2AP traffic, and

· - the RN and the DeNB have bound the ciphering and integrity keys for their RBs to the platform authentication. 

The RN shall have access only to its OAM network and certificate enrolment servers before it has entered SR state. That is, during Phase I and before the DeNB has authenticated the RN platform, bound the integrity and ciphering keys for the RBs to the RN platform authentication and activated integrity protection for the S1AP/X2AP traffic to the RN during Phase II.

When the RN attaches to the network the HSS shall inform the MME during the subscription authentication procedure that the attaching entity has an RN subscription. The MME shall in turn inform the DeNB that the attaching entity has an RN subscription. As the DeNB gets this information, it shall ensure that the RN only has access to its OAM network and certificate enrolment servers until the DeNB considers the RN to be in SR state.

After the RN has downloaded any configuration data necessary from its OAM network and has enrolled an operator certificate it can be set up to provide relaying services. To this end, the RN shall first have an RRC connection established with the DeNB. The PDCP keys protecting this RRC connection and any associated DRBs are derived just as for use by a normal UE. The DeNB shall enable IP connectivity between the RN and the DeNB over a DRB. Over this IP network the RN shall initiate a TLS handshake towards the DeNB (see clause X.3.1). The purpose of this TLS handshake is to provide mutual authentication between the secure environment of the RN platform and the secure environment of the DeNB. The RN is the TLS client and the DeNB is the TLS server.

When the platform authentication is successfully completed the DeNB and the RN shall apply the TLS key exporter defined by IETF RFC 5705 "Keying Material Exporters for Transport Layer Security (TLS)" [YY]. The input to the TLS key exporter shall be as specified in clause X.3.2. The exported keying material is referred to as KOFFSET and shall be 256 bits long.

After successful platform authentication and derivation of KOFFSET, the DeNB shall finalize the process to put the RN into SR state. This process is coordinated via the RRC protocol. When the process is completed the DeNB and the RN shall consider the RN to be in SR state. When the RN and the DeNB consider the RN to be in SR state the RN and the DeNB shall use PDCP keys KRRCint, KRRCenc, KUPint and KUPenc derived from the KeNB and the KOFFSET as specified in annex A.y. Note well: the key derivation function in annex A.7 shall not be used. PDCP keys derived using the KOFFSET are referred to as being KOFFSET-bound.
Editor’s note: It is up to stage 3 specification groups to decide which RRC procedure is best suited to start the key mixing. It must be communicated from the DeNB to the RN that key mixing shall be started. It must also be communicated from the DeNB to the RN that integrity protection shall be started on the DRBs carrying S1AP and X2AP. These two things may be communicated in the same RRC procedure or different ones.

When the RN is in SR state the RN and the DeNB shall keep/update KeNB according to the same rules as apply to normal UE. Whenever a new KeNB is derived and activated, e.g., due to an intra-cell handover of the RN, the RN and the DeNB shall derive new PDCP keys according to annex A.y. These new PDCP keys shall be derived using the newly derived KeNB and the current KOFFSET. 
The DeNB is able to trigger a re-negotiation of the TLS security association. The DeNB shall trigger a re-negotiation of the TLS  security association according to operator policy. When the TLS security association is re-negotiated, a new KOFFSET  shall be derived. The new KOFFSET shall be activated using an RRC procedure which uniquely defines the change from the old KOFFSET to the new KOFFSET. When the new KOFFSET is activated, it is simultaneously mixed in to the PDCP key derivations. Since the DeNB is in control of both the TSL handshake and the activation of the use of the new KOFFSET, the DeNB can ensure that no race condifition between the two procedures occur.
Editor’s note: Re-negotiation of security associarions from the TLS server is supported by TLS, see for example clause 7.4.1.1 Hello Request in RFC 5246.
Platform authentication may be achieved using pre-shared keys instead of using certificates. If pre-shared keys are to be used for the platform authentication then one of the TLS pre-shared key cipher suites defined in IETF RFC 4279 "Pre‑Shared Key Ciphersuites for Transport Layer Security (TLS)" shall be used. The provisioning of the pre-shared key is out of scope, but the key shall be 256 bits long.
Support for pre-shared key and certificates based platform authentication shall be supported.

If the RN goes to RRC_IDLE state it shall keep the KOFFSET. When the RN transitions from RRC_IDLE to RRC_CONNECTED state and it has a KOFFSET, the RN shall not send or accept any traffic on DRBs until it has received and successfully verified the integrity of one message where the integrity protection has used PDCP keys that are bound to the keys KOFFSET. Most likely the first integrity protected message of this kind that the RN will receive is the RRC Security Mode Command. It is however possible that the RN will receive an RRC DLInformationTransfer message carrying a NAS message, e.g., EPS-AKA. 

When EPS-AKA is run for an RN that has a KOFFSET there are two possible cases:

1.
When the RN is in SR state the RN shall initiate a new TLS handshake with the DeNB. The DeNB and the RN shall then derive a new KOFFSET from the TLS master key. The DeNB and the RN shall derive a new PDCP keys from the new KOFFSET and the current KeNB. The DeNB shall initiate a change to the new PDCP keys. The change shall be coordinated by an RRC procedure. The RN and the DeNB may transmit and receive traffic on any DRB during this period. The traffic is protected with the current security context until the change of keys is completed.

2.
When the RN is not in SR state but does have a KOFFSET, is treated as an abnormal case. This case may arise when the RN has initiated a transition from RRC_IDLE to RRC_CONNECTED state, but the DeNB has not yet activated integrity protection for the DRBs carrying S1AP/X2AP traffic. In this case the RN shall initiate a new TLS handshake with the DeNB and the DeNB and the RN shall then derive a new KOFFSET from the generated TLS master key. The DeNB and the RN shall derive new PDCP keys from the new KOFFSET and the current KeNB. The DeNB shall initiate a change to the new PDCP keys. The DeNB and the RN shall not send or accept any traffic on DRBs before the change to the new PDCP keys is completed.

Editor’s note: It is FFS which PDCP keys would be used when recovering from this abnormal error situation. Perhaps re-attaching is most efficient if the case is sufficiently rare.  

An RN shall keep the KOFFSET until it deregisters from the network. When the RN has deregistered from the network the RN and the DeNB shall delete the KOFFSET.

Figure X.2-1 shows a highlevel overview of security procedures in the RN start up procedure. It is assumed in the figure that the RN has already downloaded any necessary configuration from its OAM system and has been enrolled with an operator certificate.
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Figure X.2-1: Highlevel overview of Phase II of the RN startup procedure 

The purpose of Figure X.2-1 is not to define the RN start up procedure, but rather show where the security functionality fits. The figure does therefore not cover all details of the procedures and only logically shows the security functions.

1.
The RN starts to set up an RRC connection. It does however include an indication to the DeNB that it is an RN. This indication is not cryptographically protected. The DeNB restricts RN's IP access to the RN's OAM system and certificate enrolment servers.

2.
The RN initiates an Attach procedure to the core network.

3.
The MME-RN optionally retrieves authentication vectors.

4.
The MME-RN optionally initiates an EPS-AKA run.

5.
The MME retrieves the subscription profile containing an indication of whether the attaching entity has an RN subscription or not.

6.
The MME-RN informs the DeNB that the RN has a valid RN subscription and that it is authenticated. The MME also provides the DeNB with the KeNB derived from the KASME established by the EPS-AKA run.

7.
The DeNB and the RN activates the normal AS security protection for RRC and user plane traffic. The DeNB enables IP access over a DRB which enables the RN to run the TLS handshake with the DeNB. As a result of the TLS handshake there is mutual authentication between the secure environment of the RN and the secure environment of the DeNB. Further, the DeNB and the RN derives the KOFFSET from the TLS master key using a TLS key exporter.

8a and 8b.
The DeNB and the RN starts to mix in the KOFFSET in the PDCP key derivations. The DeNB activates integrity protection on any DRB that will carry S1AP or X2AP traffic.
Once all this is complete, the RN is considered by the DeNB and the RN itself to be in SR state. The DeNB hence removes the IP access restrictions and allows the RN to provide relay functionality for UEs.

X.3
RN platform authentication

X.3.1
TLS handshake

RN platform authentication is performed between a secure environment in the RN platform and the secure environment of the DeNB. As a result of this authentication the DeNB has verified that the secure environment in the RN is in possession of a secret key associated with the RN. The RN platform authentication shall be achived by running a TLS handshake.

The TLS handshake shall use one of the Diffie-Hellman based ciphersuites listed in TS 33.310 [6] to agree on the TLS security association. 
If pre-shared keys are to be used for the platform authentication then one of the TLS pre-shared key cipher suites defined in IETF RFC 4279 "Pre‑Shared Key Ciphersuites for Transport Layer Security (TLS)" shall be used. The provisioning of the pre-shared key is out of scope, but the key shall be 256 bits long.
Certificate verification, TLS handshake and enrolment of the certificates shall be performed in according to TS 33.310 [6].
X.3.2
Calculation of KOFFSET

From the TLS security association a key KOFFSET shall be derived. The purpose of the KOFFSET is to provide a cryptographic binding between the RN platform authentication and the PDCP keys. 

The KOFFSET key shall be calculated by the use of a TLS key exporter as defined in IETF RFC 5705 "Keying Material Exporters for Transport Layer Security (TLS)" [YY]. The key exporter takes two input parameters: a distinguishing label and an output length. These parameters shall take on the following values:

-
Label = EXPORTER-3GPP-LTE-RELAY-NODE-Un

-
Output length = 0x20

The label shall be given in ASCII format without a terminating NULL-character as prescribed by IETF RFC 5705 "Keying Material Exporters for Transport Layer Security (TLS)" [YY]. The output length is given in number of octets.

NOTE:
There is a version of the TLS key exporter in IETF RFC 5705 "Keying Material Exporters for Transport Layer Security (TLS)" [YY] which takes a third parameter as input. This third parameter is intended to bind the exported key to a certain context. It is not necessary to use this third parameter in the LTE relay node setting. The reason is that the sole purpose of the KOFFSET is to bind the PDCP keys to the platform authentication. Any further binding to the particular AS security context is provided by the KeNB and the further parameters input to the PDCP key derivation.
X.4
RN subcription authentication

RN subscription authentication shall be performed using EPS-AKA. The HSS shall provide the MME with information if the entity is a relay node or not when the subscription information is retrieved. The MME shall indicate to the DeNB whether the entity is a relay node or not. If the DeNB gets the indication from the MME that he entity is a relay node, the DeNB shall procede with establishing the connection. If the MME does not provide an indication to the DeNB that the entity is a relay node, the DeNB shall terminate the connection attempt from the entity.
X.5
OAM security

Editor's Note: TBD
*** NEXT CHANGE ***
A.y
PDCP key derivations for relay functionality on Un
When the RN and the DeNB are deriving PDCP keys for RRC integrity and ciphering as well as user plane integrity and ciphering for the SRBs and DRBs for the Un reference point between the RN and the DeNB, the following parameters shall be used to form the string S.

-
FC = 0x1C
-
P0 = algorithm type distinguisher

-
L0 = length of algorithm type distinguisher (i.e. 0x00 0x01)

-
P1 = algorithm identity

-
L1 = length of algorithm identity (i.e. 0x00 0x01)
-
P2 = Key KOFFSET
-
L2 = length KOFFSET (i.e. 0x00 0x20)
The algorithm type distinguisher and algorithm identity shall be as defined in annex A.7. 
For userplane and RRC algorithm key derivations, the input key shall be the 256-bit KeNB.

For an algorithm key of length n bits, where n is less or equal to 256, the n least significant bits of the 256 bits of the KDF output shall be used as the algorithm key.
*** END OF CHANGES ***
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