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Abstract of the contribution:
The contribution makes some clarification on secure channel of solution 7. 
1. Introduction

Based on analysis of the threat introduced by RN specific attaching process, the contribution makes some clarification on secure channel in solution7.
2. Analysis
2.1   Threat introduced by RN attaching process

As agreed by RAN3 the start up of a RN is done in two phases, attachment as a UE and attachment as a RN. Based on existing mechanism, USIM can not distinguish which phase a RN is performing. Because data transferred between RN and USIM in those two phases have different security requirements, the data transferred in phase two need to be protected. Secure channel is one way to protect the data transfer between RN and USIM. 

When RN phase one attachment is finished without establishing a secure channel with USIM, a threat exist such than an illegal RN can continue to initiate the phase two attachment. Since if there is no secure channel, the illegal RN should be able to finish the authentication in phase two, and act as an eNB successfully in later communications. 
2.2   Secure channel in solution7

In solution7 only one USIM is used. In order to avoid the threat mentioned above, secure channel between the RN and UICC should be used and that the UICC should be aware of the establishment of secure channel, and allow the RN to perform the phase two attachment only after the secure channel has been successfully established. The logic of UICC could be modified with the function of distinguishing the establishment of secure channel. 

But, a better method is to activate the USIM by the establishment of secure channel. In other words, the USIM is restricted to work only after the secure channel has been established with a RN. The modification on UICC logic is easier compared with the above-mentioned countermeasure.

Therefore, it is more efficient to establish secure channel before phase one attachment when solution7 is implemented. 
3. Conclusion

To solve the threat introduced by RN specific attaching process, and minimize the modification on existing mechanisms, it is more efficient to establish the secure channel before the phase one attaching in solution7.
4. Proposal

It is proposed to add some clarification of secure channel in solution7.
**************************************start first change ***************************************
10.7.3
UICC Aspects in RN scenarios

It uses the USIM, and there are the following ways to make sure it is secure binding between the USIM and RN.
Secure channel mechanism shall be used between the UICC and the Relay Node as described in ETSI TS 102 484 [12]. The UICC shall not disclose AKA related sensitive information before the secure channel establishment. Two independent mechanisms can be applied.

1. A pre-shared key can be pre-installed into RN.  
2.  An operator certificate can be pre-installed into RN and used to set up TLS connection. When the RN is deployed, a Secure Channel between RN and UICC can be established according to ETSI TS 102 484 by means of a TLS connection. During the establishment, CRL is used for certificate validation.
For the certificate validation, CRL contains invalid certificate list. When UICC or RN wants to validate certificate, it just compare certificate ID with each entry in its local CRL list. The certificate can be proved valid if it is not contained in the list. The CRL check can be performed with UICC in the following way as shown in the following figure. 
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· The revocation status of the UICC certificate is checked by means of the CRL obtained by the RN. 
· The revocation status of the RN certificate is checked by means of the CRL obtained by the UICC. 
Both revocation of the certificates of RN and UICC shall be performed by the operator’s system manager in the CA server. The CRL list shall be updated by the CA server.

A: RN CRL list can be updated between the RN and CA connection 

B, The UICC CRL list can be updated through the RN, which is performed after secure connection establishment. To ensure the secure communication between the UICC and CA, it can have end to end secure mechanisms between the UICC and CA. 
Editor’s Note: There may be a security issue in the UICC and CA connection for the CRL list update if the RN has been compromised to block CRL list update communication.

Editor’s note: It is FFS how the UICC knows it needs to refresh the CRL.

***************************************end first change ***************************************
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