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Abstract of the contribution: Proposals on how to secure the X2 interface between HeNBs which have the same CSG ID are presented.
Comment: A solution selected for direct interface security should be general, and not restricted to H(e)NBs representing the same CSG ID. The LS from RAN does not restrict the usage scenario, and even hints on ongoing discussions for HNBs.
Introduction

At their August 2010 meeting, RAN3 agreed to support X2-based mobility involving HeNBs in a number of cases, including between closed/hybrid HeNBs which have the same CSG ID. S3-110013/R3-103754 explains the benefits of this feature, but securing these connections requires the communicating HeNBs to be able to mutually authenticate and setup an IPsec connection. In general, HeNBs from different vendors may not have any cross-certification to enable this authentication. Of course, this is true for macro eNBs as well but operator certificate enrolment solves the problem for these devices.
IP address discovery for X2
In order to establish an X2 connection, the HeNB initiating the X2 connection needs to know the IP address of the peer HeNB. This is a RAN3 issue and we assume that RAN3 will specify how the X2 end-point IP addresses are discovered and X2 initiated. Therefore, in this contribution we focus on the security aspects of such X2 connections.

Direct X2 with no security

In some cases, the operator may trust the physical and network security offered by an enterprise. In this case the use of IPsec and certificate based mutual authentication between HeNBs is not required and can be left to operator policy. Such policy can be configured on the HeNBs by the HeMS using the existing TR-069 mechanisms.
Proposal 1: The use of IPsec for direct X2 shall be optional and is determined based on the operator policy configured on the HeNB.

Comment: Based on the existing threat model for H(e)NBs, it was assumed that only the operator network is trustworthy for the operator himself. Other networks should not have access to the core network of the operator, neither directly not indirectly. This is important also as from inside a core network not only the network elements of that operator are accessible, but also (at least indirectly) network elements of other operators having a roaming agreement with the operator.

Having Iur(h) or X2 interfaces unsecured within an enterprise network, any person having access to that enterprise network may directly address and eavesdrop any connected H(e)NB in that network. This allows e.g. the following attacks:

-
By sending fake messages to such H(e)NBs, the attacker may trigger the H(e)NB to send unwanted or illegal messages to core network elements, even if the H(e)NB itself is not compromised (i.e. it is in fully functional order).

-
By eavesdropping on the interfaces between H(e)NBs, the attacker may learn user keys, e.g. when sent over Iur. Thus the attacker may later on eavesdrop on this user, and even impersonate this user, as long as no new keys are established, e.g. via a new authentication protocol run.

Thus also deployment of H(e)NBs in enterprise networks needs mandatory security measures, and, as keys may be transported over these interfaces, this includes confidentiality.

As the usage of security measures on the backhaul link is mandatory anyhow, waiving of security measures on the direct interfaces does not significantly reduce the requirements on the H(e)NB. But if accepted, this would be at the cost of introducing entirely new risks.

New proposal 1: The use of IPsec for direct Iur(h)/X2 shall be mandatory and confidentiality shall be mandatory.

Direct X2 with certificate based security

If the security offered by an enterprise network domain is not acceptable to the operator, then there is a need to secure the X2 interface. Below we describe a few approaches to solving this problem for HeNBs.
An enterprise may choose to deploy HeNBs from a single vendor. These HeNBs from the same vendor should share a certificate authority somewhere in their certificate chains and would therefore be able to mutually authenticate and setup IPsec over X2 using the existing security procedures specified in TS 33.320. 
Comment: The general standardisation in 3GPP should not restrict a solution to single vendor environments. Such solutions may be offered by single vendors in a proprietary manner outside standardisation. If selected, such solution brings the following problems:

-
It hinders free configuration of enterprise deployments, as e.g. two separately established H(e)NB infrastructures with devices from different vendors may not be combined at a later point in time.

-
In addition, changes in root certificates within a single vendor (for e.g. root certificate rollover well in time before expiry, or for change of trusted 3rd party CA) will bring problems for older H(e)NBs already deployed.

-
If the operator deploys access control (ACLs) for H(e)NBs, e.g. based on white lists in the SeGW, all H(e)NBs would also have to be provided with such ACLs. Otherwise any H(e)NB from the same vendor may establish a secure channel (IPsec) with one of the operational H(e)NBs. Thus any communication from such foreign H(e)NBs at least reaches the internal functionality of the H(e)NB, and is not blocked by IPsec.

-
If CRLs or OCSP are deployed, the same issues apply as for ACLs.

Thus it is proposed not to consider the usage of vendor certificates even for deployments with H(e)NBs from one vendor only.

If an enterprise deploys HeNBs from more than one vendor, then the use of IPsec over X2 requires that at least one CA certificate from the peer HeNB certificate chain is configured in the trust store for X2 of the HeNB. This can be achieved by using HeMS to configure each HeNB with certificate chain(s) for all of the vendors supported within the given enterprise network. Because the number of HeNB vendors supported within an enterprise is expected to be small, this will not create signifcant management overhead. To enable X2 connections between Home and macro eNBs, CA certificates for macro eNBs should be similarly configured in the HeNBs. The corresponding configuration of HeNB CA certificates in the macro eNBs is also needed and requires changes to SA5 specifications.
In order to ensure that this trust store is not used for any malicious purposes (e.g., vendor A trying to establish management connection to a HeNB from vendor B), the trust store for trusted CA certificates for X2 must be maintained in the HeNB separately from any other trust store for CA certificates.

Comment on multi-vendor environment: Also in the multi-vendor environment, most of the problems listed above for the single-vendor environment remain, e.g. the missing access control. In addition, the usage of multiple root certificates in the H(e)NBs complicates security analysis and deployment, and also brings dependencies for already installed H(e)NBs when new devices are added to the H(e)NB network.

Comment on direct interfaces between H(e)NBs and macro base stations: For such interfaces the macro base stations have to authenticate also the H(e)NBs. If vendor certificates are used, then there is a change in macro base station specification, which currently only specifies the usage of operator certificates. This would not only apply to SA5 specification (as hinted by Qualcomm above), but would also require changes to TS 33.401, which explicitly refers to operator certificates referencing TS 33.310 in clause 11, 12 and 13. As a backlash of H(e)NB deployment on already implemented and deployed macro base stations must be avoided, for such connections H(e)NB enrolment to operator PKI is needed anyhow. Thus the solution presented in the original contribution using vendor certificates for the direct interfaces would be suitable for the interfaces between H(e)NBs only. The solution selected now should not be a restricted solution, and require a completely different approach for interfaces to macro base stations. Thus enrolment to operator PKI is needed anyhow.

Thus it is proposed that for the direct interfaces in general vemdor certificates are not used.

An alternate approach is to use the operator certificate enrolment mechanisms for macro eNBs described in TS 33.310 for HeNBs. However, this may pose a significant management burden on an operator that may have potentially millions of HeNBs within their network and is therefore not preferred.

Comment: The number of H(e)NBs deployed with direct interfaces will probably be much smaller than the total number of H(e)NBs deployed. In addition, such deployments are mainly expected within enterprises, where a higher level of security may be wanted. Additionally, the installation of such enterprise H(e)NB network requires higher management effort anyhow. Thus the need for enrolment is restricted to only H(e)NBs which (i) are deployed in such enterprise environment, and (ii) require direct interfaces.
The enrolment to operator PKI would not even change the provisioning of the H(e)NB with a vendor certificate by the manufacturer, as the automatic enrolment is based on the vendor certificate (see TS 33.310, clause 9).
Proposal 2: If the use of IPsec for direct X2 is required, then it shall make use of certificate based mutual authentication during connection setup.
New proposal 2: Direct Iur(h)/X2 shall use certificate based mutual authentication to setup IPsec.

Proposal 3: The trusted CA certificates required to authenticate X2 end-points shall be configured in HeNB in a trust store specifically designated for X2.

New proposal 3: If direct Iur(h)/X2 interfaces are used, then enrolment of H(e)NBs to operator PKI shall be used.

SeGW based X2 (Logical X2)

In some limited scenarios, direct X2 connection between HeNBs may not be possible but it may still be desirable to support logical X2 to enable mobility (such as when two HeNBs are not in the same enterprise CSG, e.g. between a CSG HeNB and open HeNB). In these cases, the secure connection between HeNB and the SeGWs can be leveraged to setup a logical X2 connection.

Proposal 4: When direct X2 is not possible, HeNBs should establish a logical X2 connection through the SeGW. 
Applicability for HNBs:

If RAN3 determines that the HNB equivalent of Iur support is needed for HNBs, then it’s straightforward to apply the same solutions proposed in this contribution to HNBs.
Proposal:

We kindly request SA3 to adopt the proposals 1 to 4 in this contribution as working assumptions to secure the X2 interface for HeNBs and inform RAN3 and SA5 (for HeNB management aspects related to X2 security).
New proposal: We kindly request SA3 to adopt the new proposals 1 to 3 and the proposal 4 in this contribution for securing the Iur/X2 interface for H(e)NBs. Contribution S3-110105 contains a CR to implement the above proposals in TS 33.320.
