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Abstract: 

This contribution comments on S3-110034 - Leveraging 3GPP authentication for Single Sign-On using OpenID from Nokia Corporation, Nokia Siemens Networks. S3-110034 contains Powerpoint presentation. Authors of this commenting contribution reserved to copying and pasting pages of interest from S3-110034 and providing comments relative to those pages as well as to the S3-110034 as a whole.
Page 7

[image: image1]
ALU: by reading only highlighted text one can make a justifiable impression that this Study is supposed to cover only re-use of the existing authentication mechanisms to allow the usage of credentials on the UE for SSO services. On contrary, the objective of this Study (reproduced on the Page 9 of the S3-110034 clearly state that (quote from SP-100734):

This Study Item covers the investigation of the security aspects of the following SA1 objectives:

· Service and deployment scenarios for 3GPP operators adopting an integrated approach to SSO, including WEB, person to person and MTC service scenarios

·  Comprehensive set of use cases of integration of different Identity and SSO frameworks (e.g. OpenID) for various operator authentication configurations (e.g. configurations using GBA or not using GBA)

· Use cases and potential service requirements for Operators sharing controlled user credentials with 3rd party service providers

· Use cases and potential service requirements associated with ensuring that the intended user is making use of the associated SSO capability (including the case when  the UE has been stolen or lost)

ALU: Both, SA1 and SA3 have already established that GBA is not ubiquitous, either in operators’ networks or in the terminals. If SA1 really wanted to limit its SSO Study to the cases with OpenID and GBA, that would be a clear waist of their time and effort, since such settings are already studied and documented in the TR 33.924. 
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ALU: Comprehensive set of use cases would not be comprehensive if only GBA-based use cases are studied. Similar comment is valid regarding an attempt to limit this Study by OpenID and Liberty Alliance authentication frameworks.
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ALU: Once again, the authors of S3-110034 are attempting to limit the scope of SA3 study, as well as the SA1 study by what already has been studied and documented (OpenID+GBA – TR 33.924, Liberty Alliance + GBA – TR 33.960) or is being already studied in the SA3 (SIP Digest + GBA). Once again, this was not the goal of SA1 and not the goal of the new SA3 SSO Study.
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ALU: 
· Rollout times have to be outside of the scope of this specification. Instead, SA3 has to focus on technical feasibility and relative complexity;
· Ease of extendibility can be considered and documented. However, it cannot be one of the high-level goals;

· Preserve security – since OpenID does not require establishment of session keys, protection of access level keys is done almost by default. It is protection of operator-controlled identities and credentials that we have to focus on. In fact, such protection is requested by SA1.
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ALU: 

· Presented items create an illusion of the full scope of this Study while presenting only a subset of its scope;

· It maybe too limiting to focus only on interworking of GBA with OpenID, Liberty Alliance, and SIP Digest. With certainty, such limitation was considered in neither SA1, nor SA3 when corresponding SIDs were proposed or approved;
· The objectives for this Study are documented in SP-100734. There is no need to develop or document another set of objectives for it.
SID Objective





This study is based on the SA1 study on Integration of Single Sign-On (SSO) frameworks with 3GPP networks .Therefore this Study Item aims to investigate the security aspects of SA1 study on interworking of the operator-centric identity management with the user-centric Web services provided outside of an operator’s domain. Specifically, it addresses integration of SSO frameworks and the 3GPP authentication services, which is essential for operators to leverage their assets and their customers’ trust, while introducing new identity services. Such integration will allow operators to become SSO identity providers by re-using the existing authentication mechanisms in which an end-user’s device effectively authenticates the end user. 


For the operator to become the preferred SSO Identity Provider might require integration of the operator core with existing application service / content providers to allow the usage of credentials on the UE, for SSO services. The 3GPP operator may leverage its trust framework and its reliable and robust secure credential handling infra-structure to provide SSO service based on operator-controlled credentials. Such SSO integration has to work for various operator authentication configurations.











SID Justification











Existing Authentication Mechanisms:


AKA Digest


SIP Digest





3GPP Authentication Services	


GBA TS 33.220, TS 29.109, TS 24.109


SIP Digest TR 33.914





Existing interworking approaches for SSO


Liberty Interworking TR 33.980


OpenID Interworking TR 33.934





What is in scope?





Impact minimization for terminals and networks


Already deployed functionalities should be considered and taken into account


Roll-out times should fit to different business scenarios


Easy setting-up and extendibility	


It should be possible to start with a simple set-up of limited functionality and then potentially extend it step-wise on a per need basis


Service Provider should not be modified


Relaying Party (RP) in the OpenID architecture should not be modified (i.e. no changes to protocols or entities outside of 3GPP	scope)


Minimize HSS impacts


Possibility to minimize user specific information in HSS for SSO purpose


The HSS should not get a request for each user login


OpenID Provider (OP) association


Trustworthiness of OpenID Provider (OP) depends on who is controlling the OP. Different business scenarios should be possible and studies.


Preserve security


No usage of operators keys outside of operator domain





	





High level goals and requirements





We propose to that SA3 reviews and agrees:


That the presented items are in scope


The high level goals and requirements apply


Integrate requirements in slide 10 in a potential Technical Report at an appropriate place


Minute those decisions





Proposal





The objective of this Study Item is to investigate  the security aspects of the use cases and service requirements currently being  identified by SA1 in their study on the integration of SSO frameworks with 3GPP networks for various operator authentication configurations.


This Study Item covers the investigation of the security aspects of the following SA1 objectives:


Service and deployment scenarios for 3GPP operators adopting an integrated approach to SSO, including WEB, person to person and MTC service scenarios


 Comprehensive set of use cases of integration of different Identity and SSO frameworks (e.g. OpenID) for various operator authentication configurations (e.g. configurations using GBA or not using GBA)


Use cases and potential service requirements for Operators sharing controlled user credentials with 3rd party service providers


Use cases and potential service requirements associated with ensuring that the intended user is making use of the associated SSO capability (including the case when  the UE has been stolen or lost)


In particular, this study evaluates existing interworking solutions, cf. section 2.1, between SSO frameworks and 3GPP authentication mechanisms against the findings of the SA1 study and develops new solutions as appropriate. 











