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Abstract of the contribution:This contribution provides an update of the RSA-OEAP profile and some error cases for solution 5.
Discussion 
The below pCR firstly provides some more details of the profiling oF RSA-OEAP. Secondly it changes when A is the old device_temp_key as opposed to the empty string to exactly the case when the RN and MME may have different current EPS NAS security contexts, i.e. during the attach procedure when the authentication request is not protected.
The pCR also provides some proposed erros case handling for enhanced authentication. 

It is proposed that SA3 agree that below pCR.

As a final note on solution 5, a companion contribution (S3-110145) contains a CR to TS 33.401 for solution 5 that uses PDCP integrity for protecting S1-AP and X2-AP signalling. It would be simple to change this CR to use IPsec for this security if SA3 so decided.
Proposed pCR

************** FIRST CHANGE *************
10.5.2.2.5
Profiles of Cryptographic Functions

RSA-OEAP as described in [5] is used to encrypt the device_temp_key when it is sent from the MME to the RN according to the following profile:
HASH function = SHA-256

The additional input A = empty string if the authentication is part of the attach procedure and the user authentication will be/ was sent unprotected and the old device_temp_key otherwise

For encryption, the MME-RN shall use the public key of the RN 
For decryption, C is the encrypted key that was sent to the RN

For decryption, the RN used its private key.

The generation of KASME_D and device_res shall use profiles the KDF used in TS 33.401 as follows:


KASME_D = KDF(device_temp_key || KASME, network_nonce, device_nonce)


device_res = KDF(device_temp_key, network_nonce, device_nonce)

where || means concatenation
************** NEXT CHANGE *************

10.5.2.2.X
Error cases

In the case that the MME-RN considers the certificate provided by the RN to be unacceptable for access, the MME-RN shall reject the EPS attach request by the RN.  This rejection shall not prevent the RN trying a phase I connection with the network.

If the RN receives a non-enhanced AKA challenge, i.e., one not including network_nonce, when it is trying to attach for a phase II connection or it receives an enhanced authentication challenge that was  incorrect (e.g. the old device_temp_key included was incorrect), the RN shall respond with the error message to indicate an  incorrect enhanced authentication.
If the MME receives an incorrect device_res from the RN failing response, it shall treat the RN as though it has returned an incorrect RES (i.e., it may re-try authentication after checking it had the correct parameters from the RN before sending an authentication reject if the RN does not subsequently pass the authentication). This rejection shall not prevent the RN from trying a phase I connection with the network.

